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1
Get Started with the Main UI

This user manual is for the AV Line of Fully Managed SwitchesM4250 Series and covers
all M4250 switch models.

This chapter provides an overview of how you can using your switch and access the
main local browser user interface (UI).

The chapter contains the following sections:

• Supported switches
• Available publications and online help
• Register your product
• Main local browser UI overview
• Log in to the main UI with a web browser
• Use the Device View in the Main UI
• Set up SNMP access

Note: For more information about the topics covered in this manual, visit the support
website at netgear.com/support.

Note: Firmware updates with new features and bug fixes aremade available from time
to time at netgear.com/support/download/. Someproducts can regularly check the site
anddownloadnew firmware, or you can check for anddownloadnew firmwaremanually.
If the features or behavior of your product does not match what is described in this
guide, you might need to update your firmware.
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Supported switches

This main user manual is for the NETGEAR AV Line of Fully Managed Switches M4250
Series models. For a list of M4250 switch models, visit kb.netgear.com/000064904.

Available publications and online help

You candownload the followingpublications andmore for theAV Line of FullyManaged
Switches M4250 Series by visiting netgear.com/support/download/.

• Installation Guide

• Hardware Installation Guide

• Main User Manual (this manual)

• Audio Video User Manual

• Software Administration Manual

• CLI Command Reference Manual

When you are logged in to the main local browser UI, you can access documentation
online by selectingHelp>OnlineHelp>UserGuide. SeeMainUI online help onpage
28

In addition, context-sensitive online help is available in the main local browser UI.

Register your product

To qualify for product updates and product warranty, we encourage you to register
your product. The first time that you log in to the switch, you can register with NETGEAR
by clicking the Register now button.

Registration confirms that your email alerts work, lowers technical support resolution
time, and ensures that your shipping address accuracy.Wewould also like to incorporate
your feedback into future product development.Wenever sell or rent your email address
and you can opt out of communications.

To register your switch with NETGEAR:

1. Visit the NETGEAR website for registration at
https://my.netgear.com/registration/login.aspx.

2. Click the Loginbutton, and follow the directions onscreen to register the switchwith
your NETGEAR email address and password.
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If you did not yet create a NETGEAR account, click the Create account link, follow
the directions onscreen to create an account, and then register the switch with your
NETGEAR email address and password.

Main local browser UI overview

Your switch contains an embeddedweb server andmanagement software formanaging
and monitoring switch functions. The switch functions as a simple switch without the
management software. However, you can use the management software to configure
more advanced features that can improve switch efficiency and overall network
performance.

The switch software includes a set of comprehensive management functions for
configuring and monitoring the system by using one of the following methods:

• Main local browser user interface (main UI), either over an Ethernet network port or
over the out-of-band (OOB) port (also referred to as the service port)

• Audio-video local browser user interface (AV UI), either over an Ethernet network
port or over the OOB port

• Simple Network Management Protocol (SNMP)

• Command-line interface (CLI)

Each of the standards-basedmanagementmethods allows you to configure andmonitor
the components of the switch. The method you use to manage the system depends on
your network size and requirements, and on your preference.

This manual describes how to use the main local browser user interface (UI) to manage
and monitor the switch. We abbreviate the main local browser UI as themain UI.

The main UI is a web-based management tool that lets you monitor, configure, and
control your switch remotely using a standard web browser. From your web browser,
you canmonitor the performance of your switch and optimize its configuration for your
network. You can configure all available switch features, such as VLANs,QoS, andACLs,
by using the main UI.

Log in to the main UI with a web browser

If this is the first time that you log in to the switch and youmust use the default IP address
of the switch, see the information in the installation guide.

You can use a web browser to access the switch and log in. You must be able to ping
the IP address of the management interface or out-of-band (OOB) port from your
computer for web access to be available.
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By default, no IP address is set for the OOB port, but its DHCP client is enabled so that
the port can receive an IP address from a DHCP server in your network. If the OOB port
does not receive an IP address from a DHCP server in your network, the IP address for
the port is set to 192.168.0.239with 255.255.255.0 as the subnetmask. The sameoccurs
if you connect the OOB port directly to a computer and reboot the switch.

Note: The first time that you log in as an admin user to the main UI, no password is
required (that is, the password is blank). After you log in for the first time, you are required
to specify a local device password that youmust use each subsequent time that you log
in. (You can change the password again.)

Log in to the main UI using the switch default IP address
To use the switch default IP address to access the switch over the main UI:

1. Prepare your computer with a static IP address:

• For access over an Ethernet network port, use a static IP address in the 169.254.0.0
subnet with subnet mask 255.255.0.0.
For example, use 169.254.100.201 for your computer.

• For access over the OOB port, use a static IP address in the 192.168.0.0 subnet
with subnet mask 255.255.0.0.
For example, use 192.168.0.201 for your computer.

2. Connect an Ethernet cable from an Ethernet port on your computer to either an
Ethernet network port on the switch or to the OOB port on the switch.

3. If you are using the OOB port, reboot the switch so that the IP address for the OOB
port is set to 192.168.0.239 with 255.255.255.0 as the subnet mask.

4. Launch a web browser such as Google Chrome, Mozilla Firefox, or Microsoft Edge.

5. Enter the default IP address of the switch in the web browser address field:

• For access over an Ethernet network port, enter 169.254.100.100.
• For access over the OOB port, enter 192.168.0.239.
The login page displays.

6. Click theMain UI Login button.
The main UI login page displays in a new tab.

7. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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Log in to the main UI with a known IP address
If you did not assign a static IP address to the switch but let a DHCP server in your
network assign an IP address to switch, determine the IP address by accessing theDHCP
server or by using an IP scanner utility.

The procedures in this manual assume that you know the IP address of your switch.

To use a known IP address to access the switch over the main UI:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

Main UI buttons and user-defined fields
The following table shows the commandbuttons that are used on the pages in themain
UI:

Table 1. Main UI command buttons

FunctionButton

Clicking the Add button adds the new item configured in the heading row of a table.Add

Clicking the Apply button sends the updated configuration to the switch. Configuration
changes take effect immediately.

Apply

Clicking the Cancel button cancels the configuration on the page and resets the data on
the page to the previous values of the switch.

Cancel

Clicking the Delete button removes the selected item.Delete

Clicking the Refresh button refreshes the page with the latest information from the device.Refresh
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Table 1. Main UI command buttons (Continued)

FunctionButton

Clicking the Save button saves your settings.Save

Clicking the Logout button ends the session.Logout

User-defined fields can contain 1 to 159 characters, unless otherwise noted on the
configuration web page. All characters can be used except for the following (unless
specifically noted in for that feature):

Table 2. Invalid characters for user-defined fields

Invalid characters for user-defined fields

?*></|\

Interface naming conventions
The switch supports physical and logical interfaces. Interfaces are identified by their
type and the interface number. The physical ports are Gigabit Ethernet or multispeed
10GEthernet interfaces and are numbered on the front panel. You configure the logical
interfaces.

The following table describes the naming convention for all interfaces available on the
switch.

Table 3. Naming conventions for interfaces

ExampleDescriptionInterface

0/1, 0/2, 0/3, and so onDepending on the model, the physical
ports are 1G, 2.5G,or 10G Ethernet
interfaces or 1G or 10G fiber interfaces.
The interface number consists of the switch
number (always 0) followed by a forward
slash and the port number, which is a
sequential number starting from 1.

Physical interfaces

LAG 1, LAG 2, LAG 3, and so onLAG interfaces are logical interfaces that
are used only for bridging functions.

Link aggregationgroup (LAG)
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Table 3. Naming conventions for interfaces (Continued)

ExampleDescriptionInterface

5/1This is the internal switch interface
responsible for the switch base MAC
address. This interface is not configurable
and is always listed in the MAC Address
Table.

CPU management interface

VLAN 1, VLAN 2, VLAN 3, and
so on

This is an interface used for routing
functionality.

Routing VLAN interfaces

Save your settings to the running configuration
When you click the Apply button, your changes are saved for the web management
session but are not retained when you restart the switch. To save your changes to the
running configuration (that is, permanently), click the Save icon at the top right of a
page.

You can also first make multiple changes without clicking the Save icon after each
change (although you must click the Apply button after each change) and then save
the configuration to the running configuration. For more information, see Save the
configuration on page 734).

Main UI online help
When you log in to the switch, each page contains a link to the online help that contains
information to assist in configuring and managing the switch. The online help pop-up
windows are context sensitive. For example, if the IP Addressing page is open, the help
topic for that page displays if you click the Help button.

You can connect to the online support site at netgear.com/support when you are logged
in to the switch.

To access the online support link:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Help > Online Help > Support.

6. To connect to the NETGEAR support site for the M4250 Series switches, click the
Apply button.

Use the Device View in the Main UI

The Device View is an HTML applet that displays the ports on the switch. This graphic
provides an alternate way to navigate to configuration and monitoring options. The
graphic also provides information about device ports, current configuration and status,
tables, and feature components.

To use the Device View:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Device View.
The Device View front view of the switch displays.
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As an example, the following figure shows the front view of model
M4250-10G2F-PoE+.

6. To display the back view, click the B button.
The B button changes into the F button. (Clicking the F button displays the front
view again.)

As an example, the following figure shows the back view of model
M4250-10G2F-PoE+.

The port coloring indicates the port status:

• Black. The port is not connected to a device or disabled.
• Green. The port is connected to a device or enabled.
• Red. An error occurred on the port.

The system LEDs indicate the system status. Formore information, see the hardware
installation guide, which you can download by visiting
netgear.com/support/download/.

7. To display the menus that let you configure ports, right-click a port.
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As an example, the following figure shows the back view of model
M4250-10G2F-PoE+ with a partial view of the menus that let you configure a port.

8. To display the menus that let you configure global switch settings, right-click the
back view anywhere other than on a port.
As an example, the following figure shows the back view of model
M4250-10G2F-PoE+ with menus that let you configure global switch settings.

Set up SNMP access

The switch software supports the configuration of SNMP groups and users that can
manage traps that the SNMP agent generates.
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The switch uses both standard public MIBs for standard functionality and private MIBs
that support additional switch functionality. All private MIBs begin with a “-” prefix. The
main object for interface configuration is in -SWITCHING-MIB, which is a private MIB.
Some interface configurations also involve objects in the public MIB, IF-MIB.

SNMP is enabled by default. The System Information page, which is the page that
displays when you log in, displays the information that you need to configure an SNMP
manager to access the switch.

Any user can connect to the switch using the SNMP v3 protocol, but for authentication
and encryption, the switch supports only one user, which is the admin user; therefore,
only one profile can be created or modified.

You cannot access the switch using SNMPv3 until you log in to the switch as an admin
and change the default password (see Log in to the main UI with a web browser on
page 24). After you do, SNMPv3 is automatically configuredwith theMD5 authentication
protocol and the new password for admin user.

For SNMPv3 switch access, the authentication protocolmust beMD5or SHA. You cannot
use the “none” option for the authentication protocol.

Formore information about SNMP, see SimpleNetworkManagement Protocol onpage
151.

To configure authentication andencryption settings for the SNMPv3adminprofile:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > SNMP > SNMP v3 User Configuration.
The User Configuration page displays.

6. To enable authentication, select an Authentication Protocol option, which is either
MD5 or SHA.

7. To enable encryption, select the DES option in the Encryption Protocol list Then
enter an encryption code of eight ormore alphanumeric characters in the Encryption
Key field.
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8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Note: To access configuration information for SNMP V1 or SNMP V2, select System >
SNMP > SNMPv1/v2 and select the page that contains the information that you want
to configure.
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2
Configure Switch System
Information

This chapter covers the following topics:

• Switch system information
• Loopback interface
• IPv4 management interfaces and VLANs
• IPv6 management interfaces and VLANs
• Time and SNTP settings
• Precision Time Protocol
• Domain Name System
• Switch database management template
• Green Ethernet settings
• Bonjour settings
• IPv4 DHCP server
• DHCP relay and relay statistics
• DHCP Layer 2 relay
• UDP relay
• DHCPv6 server
• DHCPv6 relay interface
• Power over Ethernet
• Timer schedules
• Simple Network Management Protocol
• Link Layer Discovery Protocol
• Link Layer Discovery Protocol for Media Endpoint Devices
• Link dependency
• Industry Standard Discovery Protocol
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Switch system information

You can view and configure the switch system information.

View and configure switch system information
When you log in, the System Information page displays. You can configure and view
general device information.

To view and define system information:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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5. Select System > Management > System Information.

6. Define the following fields:

• System Name: Enter the name to identify this switch. You can use up to 255
alphanumeric characters. The factory default is blank.

• System Location: Enter the location of this switch. You can use up to 255
alphanumeric characters. The factory default is blank.

• System Contact: Enter the contact person for this switch. You can use up to 255
alphanumeric characters. The factory default is blank.

• Login Timeout: Specify howmanyminutes of inactivity can occur on a serial port
connection before the switch closes the connection. Enter a number between 0
and 160 minutes. The factory default is 5. Entering 0 disables the time-out.

• Management Source Interface: Select the management interface that is used
as source interface for SNMP trap, syslog, DNS, TACACS+, RADIUS, sflow, and
SNTP applications. Possible values are as follows:

• None

• Routing Interface

• Routing VLAN
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• Routing Loopback Interface

• Service Port

• Different. For someapplications from the list, the source interface is configured
separately. They display in the list only if this is the case.

By default VLAN 1 is used as the source interface.

7. Click the Apply button.
Your settings are saved.

8. To save the settings to the running configuration, click the Save icon.

The following table describes the status information in the Application Information and
System Information sections on the page.

Table 4. Application Information and System Information

DescriptionField

Application Information

The nameof the application that functions as theUniversal Plug and Play
(UPnP) agent.

App Name

The status of the application.App Status

The version of the application.Version

System Information

The product name of this switch.Product Name

The IPv4 address andmask assigned to themanagement VLAN interface.IPv4 Management Address

The IPv6 address andmask assigned to themanagement VLAN interface.IPv6 Management Address

The IPv4 management VLAN ID of the switch. Click the displayed
Management VLAN ID value to jump to the configuration page. See
Configure an IPv4 management VLAN on page 49.

IPv4 Management Interface

The IPv6 management VLAN ID of the switch. Click the displayed
Management VLAN ID value to jump to the configuration page. See
Configure an IPv6 management VLAN on page 56.

IPv6 Management Interface

The IPv4 address and mask assigned to the loopback interface.IPv4 Loopback Interface

The IPv6 prefix and prefix length assigned to the loopback interface.IPv6 Loopback Interface

The current date.System Date

The time in days, hours, and minutes since the switch was restarted.System Up Time
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Table 4. Application Information and System Information (Continued)

DescriptionField

The current SNTP sync status.Current SNTP Sync Status

The base object ID for the switch's enterprise MIB.System SNMP OID

Universally assigned network address.System Mac Address

The SNTP synchronized time.Current SNTP Synchronized Time

View the fan status
This page shows the status of the fans in all units. These fans remove the heat generated
by the power, CPU, and other chipsets, and allow the chipsets work normally.

To view the fan status:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Scroll down to the Fan Status section.

6. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable Fan Status information.

The number of fans depend on the switch model.

Table 5. Fan Status

DescriptionField

The unit ID of the switch in which the fan is installed. This ID is always 1.Unit ID

The ID of the fan (1, 2, or 3)FAN
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Table 5. Fan Status (Continued)

DescriptionField

The description of the fan (FAN-1, FAN-2, or FAN-3).Description

The type of fan is always Fixed.Type

The speed of the fan.

For more information, see the hardware installation guide, which you can

download by visiting netgear.com/support/download/.

Speed

The duty level of the fan in percentage.Duty Level

The status of the fan:

• Operational: The fan is running normally.

• Failure: The fan failed.

• Not Present: The fan is not present. (The number of fans depends on

the switch model.)

• Stop: The fan stopped because the switch temperature is low. The fan

will start if the switch temperature rises.

FAN Status

View the temperature sensor information
You can view the current temperature of different system sensors using the Temperature
Status table.

To view temperature information:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Scroll down to the Temperature Status section.
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6. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable Temperature Status information.

Table 6. Temperature Status information

DescriptionField

The unit ID of the switch in which the sensor is installed. This ID is always

1.

Unit ID

The ID of the sensor.Sensor

The description of the sensor.Description

The temperature of the sensor in Celsius.Temperature (C)

The state of the sensor: Operational or Failure.State

The maximum supported operating temperature in Celsius.Max Temp (C)

View the device status and firmware version
You can view the device status and firmware version.

To view the device status and firmware version:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Scroll down to the Temperature Status section.

6. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable Device Status information.
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Table 7. Device Status

DescriptionField

The release, version, and maintenance number of the firmware running

on the switch. For example, if the release is 1, the version is 2, and the

maintenance number is 4, the format is 1.2.4.

Firmware Version

The version of the boot code that is in the flash memory to load the

firmware into the memory.

Boot Version

The version of the software for the complex programmable logic device

(CPLD ) on the switch.

CPLD Version

The serial number of the switch.Serial Number

The status of the power supply in the switch:

• Operational: The power supply is present and functioning properly.

• Failed: The power supply is present, but the power cable is not plugged

in or a defective cable is plugged in.

PS-1

The PoE system status on the switch:

• ON: Less than 10W of PoE power is available for another PD.

• OFF: At least 10W of PoE power available for another PD.

• N/A: PoE is not supported by the switch.

MAX PoE

The time in days, hours, and minutes since the switch was restarted.System Up Time

View the system CPU status
To view the system CPU status:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > System CPU Status.
The System CPU Status page displays.

The CPU memory status includes the total memory of the switch in KBytes and the
available memory space for the switch in KBytes.

The CPU utilization shows the CPU utilization by the various processes on the switch.

Configure the CPU thresholds
You to configure CPU thresholds that, when crossed, trigger a notification. The
notification occurs through SNMP trap and syslog messages.

To configure the CPU thresholds:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > System CPU Status > CPU Threshold.
The CPU Threshold page displays.

6. Configure the following CPU threshold settings:

• Rising Threshold: Configure the rising threshold value. A notification is generated
when the total CPU utilization exceeds this threshold value over the configured
time period. The range is a percentage from 1 to 100.

• Rising Interval: Configure the rising interval value. Configure this utilization
monitoring time period from 5 to 86400 seconds in multiples of 5 seconds.

• Falling Threshold: Configure the falling threshold. A notification is triggered
when the total CPUutilization falls below this level for a configured period of time.
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The falling utilization threshold must be equal to or less than the rising threshold
value. The falling utilization threshold notification is generated only if a rising
threshold notificationwas generated previously. Configuring the falling utilization
threshold and time period is optional. If the falling CPU utilization values aare not
configured, they take the same value as the risingCPUutilization values. The range
is a percentage from 1 to 100.

• Falling Interval: Configure the falling interval. YOu can configure the utilization
monitoring timeperiod from5 seconds to 86400 seconds inmultiples of 5 seconds.

• FreeMemory Threshold: Configure the CPU freememory threshold value in KB.

7. Click the Apply button.
Your settings are saved.

8. To save the settings to the running configuration, click the Save icon.

View or clear switch statistics
To view or clear the switch statistics:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > Switch Statistics.
The Switch Statistics page displays.

6. To clear all the counters, resetting all switch summary anddetailed statistics to default
values, click the Clear button.
The discarded packets count cannot be cleared.

7. To save the settings to the running configuration, click the Save icon.

The following table describes switch statistics information.
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Table 8. Switch statistics information

DescriptionField

The ifIndex of the interface table entry associated with the processor
of this switch.

ifIndex

The total number of octets of data receivedby theprocessor (excluding
framing bits but including FCS octets).

Octets Received

The total number of packets (includingbroadcast packets andmulticast
packets) received by the processor.

Packets Received Without Errors

The number of subnetwork-unicast packets delivered to a higher-layer
protocol.

Unicast Packets Received

The total number of packets received that were directed to amulticast
address. This number does not include packets directed to the
broadcast address.

Multicast Packets Received

The total number of packets received that were directed to the
broadcast address. This does not include multicast packets.

Broadcast Packets Received

The number of inbound packets that were discarded even though no
errors were detected to prevent their being deliverable to a
higher-layer protocol. A possible reason for discarding a packet could
be to free up buffer space.

Receive Packets Discarded

The total number of octets transmitted out of the interface, including
framing characters.

Octets Transmitted

The total number of packets transmitted out of the interface.Packets Transmitted Without Errors

The total number of packets that higher-level protocols requested that
are transmitted to a subnetwork-unicast address, including those that
were discarded or not sent.

Unicast Packets Transmitted

The total number of packets that higher-level protocols requested that
are transmitted to a multicast address, including those that were
discarded or not sent.

Multicast Packets Transmitted

The total number of packets that higher-level protocols requested that
are transmitted to the broadcast address, including those that were
discarded or not sent.

Broadcast Packets Transmitted

The number of outbound packets that were discarded even though
no errors were detected to prevent their being deliverable to a
higher-layer protocol. A possible reason for discarding a packet could
be to free up buffer space.

Transmit Packets Discarded

The highest number of Forwarding Database Address Table entries
learned by this switch since the most recent reboot.

Most Address Entries Ever Used

The number of learned and static entries in the Forwarding Database
Address Table for this switch.

Address Entries in Use

Themaximum number of virtual LANs (VLANs) allowed on this switch.Maximum VLAN Entries
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Table 8. Switch statistics information (Continued)

DescriptionField

The largest number of VLANs that were active on this switch since the
last reboot.

Most VLAN Entries Ever Used

The number of presently active VLAN entries on this switch that were
created statically.

Static VLAN Entries

The number of presently active VLAN entries on this switch that were
created by GVRP registration.

Dynamic VLAN Entries

Thenumber of VLANson this switch thatwere created and thendeleted
since the last reboot.

VLAN Deletes

The elapsed time, in days, hours, minutes, and seconds, since the
statistics for this switch were last cleared.

Time Since Counters Last Cleared

View USB device information
To display the USB device information:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > USB Device Information.
The USB Device Information page displays.

The Device Status field displays the current status of the device. The status is one of
the following:

• Active: The device is USB plugged in and recognized by the switch.
• Inactive: The device is not mounted.
• Invalid: The device is not present or an invalid device is plugged in.

6. To refresh the page, click the Refresh button.
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The following table describes the information in the USB Memory Statistics section.

Table 9. USB Memory Statistics information

DescriptionField

The USB flash device storage size in bytes.Total Size

The size of memory used on the USB flash device.Bytes Used

The size of memory free on the USB flash device.Bytes Free

The following table describes the information in the USB Directory Details section.

Table 10. USB Directory Details information

DescriptionField

The name of the file stored in the USB flash drive.File Name

The size of the file stored in the USB flash drive in bytesFile Size

The last modification time of the file stored in the USB flash drive.Modification Time

Loopback interface

You can create, configure, and remove loopback interfaces.

To configure a loopback interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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5. Select System > Management > Loopback Interface.
The Loopback Interface page displays.

6. From the Loopback Interface Typemenu, select IPv4 or IPv6.

7. From the Loopback IDmenu, select an interface.

8. Configure the following settings, depending on the type of loopback interface:

• IPv4: For an IPv4 interface, configure the following settings:

• Primary IP Address: Enter the primary IPv4 address for this interface in
dotted-decimal notation.

• Primary IPSubnetMask: Enter theprimary IPv4 subnetmask indotted-decimal
notation.

• IPv6: For an IPv6 interface, configure the following settings:

• IPv6mode: Select Enable to use the IPv6 address after you specify it. You can
select this option only before you specify the IPv6 address.

• IPv6 Prefix: Enter the IPv6 prefix.

• Prefix Length: Enter the length for the IPv6 prefix.

• EUI64: As an option, specify the 64-bit extended unique identifier (EUI-64).

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

IPv4 management interfaces and VLANs

ThemainUI provides separate options for IPv4 interface andport-based IPmanagement.

If you configure port-based IP management, VLAN-based IP management is disabled.
Similarly, if you configure VLAN-based IP management, port-based IP management is
disabled.

By default, the source interface for applications is VLAN 1. If you change the IPv4
management VLAN and port to a non-default value, the source interface to the VLAN
1 default VLAN and port are also automatically changed.

You can access the switch over the main UI by one of the following methods:

• IPv4 service port: The service port is a dedicated Ethernet port for out-of-band
(OOB)management of the switch. Traffic on this port is segregated fromoperational
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network traffic on the switch ports and cannot be switched or routed to the
operational network.

• Management VLAN interface: Themanagement VLAN is the logical interface used
for in-band connectivity with the switch over any of the switch's network interfaces.
To access the switch over a network youmust first configure an IP address and subnet
mask for the switch.

• Optional singlemanagement interface: By default, you can use any of the switch's
network interfaces as the management interface. However, you can restrict IPv4
management to one specific network interface.

Configure the IPv4 service port
You can configure network information on the IPv4 service port, also referred to as the
out-of-band (OOB) port. The service port is a dedicated Ethernet port for out-of-band
management of the switch. Traffic on this port is segregated from operational network
traffic on the switch ports and cannot be switched or routed to the operational network.

By default, no IP address is set for the OOB port, but its DHCP client is enabled so that
the port can receive an IP address from a DHCP server in your network. If the OOB port
does not receive an IP address from a DHCP server in your network, the IP address for
the port is set to 192.168.0.239with 255.255.255.0 as the subnetmask. The sameoccurs
if you connect the OOB port directly to a computer and reboot the switch.

To configure the IPv4 service port:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > Management Interfaces > IPv4 Service Port
Configuration.
The IPv4 Service Port Configuration page displays.

6. Select a Service Port Configuration Protocol radio button:
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• Bootp: During the next boot cycle, the BootP client on the device broadcasts a
BootP request to acquire information from a BootP server on the network.
The IP Address, Subnet Mask, and Default Gateway field display the information
is dynamically acquired.

• DHCP: During the next boot cycle, the DHCP client on the device broadcasts a
DHCP request to acquire information from a DHCP server on the network.
The IP Address, Subnet Mask, and Default Gateway field display the information
is dynamically acquired.

• None: The device does not attempt to acquire network information dynamically.
You must configure the address settings manually:

• IP Address: Specify the IP address of the interface.

• Subnet Mask: Specify the IP subnet mask for the interface.

• Default Gateway: Specify the default gateway for the IP interface.

7. Click the Apply button.
Your settings are saved.

8. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 11. IPv4 service port configuration information

DescriptionField

The burned-in MAC address used for out-of-band connectivity.Burned-in MAC Address

Indicates whether the link status is up or down.Interface Status

If the selection is DHCP, the DHCP client ID.DHCP Client Identifier

Configure an IPv4 management VLAN
For you to manage the switch over the main UI, you must define the management IP
address. A management VLAN interface is created by default and it gets an IP address
if a DHCP server is present. If themanagement VLAN interface cannot get an IP address,
the automatically assigned fallback IPv4 address is 169.254.100.100 and the subnet
mask is 255.255.0.0.

Amanagement VLAN is used as the default source interface for the syslog, themessage
log, an SNMP client, and so on. The network interface is disabled by default.

The management VLAN is the logical interface used for in-band connectivity with the
switch through any of the switch’s front panel ports. The configuration parameters
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associated with the switch’s management VLAN do not affect the configuration of the
front panel ports through which traffic is switched or routed.

To access the switch over a network you must first configure an IP address and subnet
mask for the switch. You can configure the IP information using any of the following:

• DHCP

• Terminal interface through the EIA-232 port

After you establish in-band connectivity, you can change the IP information using any
of the following:

• Terminal interface through the EIA-232 port

• Terminal interface through Telnet

• SNMP-based management

• Web-based management

To configure an IPv4 management VLAN or reset the IPv4 management VLAN:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > Management Interfaces > IPv4 Management
VLAN Configuration.
The IPv4 Management VLAN Configuration page displays.

6. In theManagement VLAN ID field, specify the management VLAN ID of the switch.
The IPv4management VLAN is used formanagement of the switch. You can configure
any value in the range of 1 to 4093.

7. Select theEnableorDisableRoutingMode radio button to enable or disable global
routing on the switch.
The default value is Enable.
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8. Select theConfigurationMethodDHCP orManual radio button to specify the switch
startup action:

• DHCP: The switch requests IP address information from a DHCP server.
• Manual: The switch loads the IP address information that you specify:

• IP Address: Specify the IP address of the interface.
The default value is 169.254.100.100.

• SubnetMask: Specify the IP subnetmask for the interface. This is also referred
to as the subnet/network mask and defines the portion of the interface’s IP
address that is used to identify the attached network.
The default value is 255.255.0.0.

• Gateway: Specify the gateway for the interface.
The default value is 0.0.0.0.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

Note: If you need to reset the IPv4 management VLAN, in the Reset IPv4 Management
Interface section of the page, select the Set Management Interface to Default check
box and click the Apply button. Doing so deletes the port-based IPv4 management
interface configuration and sets the IPv4 management interface back to the default
VLAN 1.

The Current IPv4 Management Interface Status section displays the following
nonconfigurable fields.

Table 12. Nonconfigurable IPv4 management interface status information

DescriptionField

Displays the current IPv4 management VLAN.Management Interface

Indicates whether the link status is up or down.Link State

Indicates whether the link status is up or down for the management
interface.

Routing Interface Status

The MAC address assigned to the management interface.MAC Address

Indicateswhether the IP address configurationmethod isDHCPormanual.IP AddressConfigurationMethod

The IP address of the management interface.IP Address
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Table 12. Nonconfigurable IPv4 management interface status information (Continued)

DescriptionField

The IP subnet mask for the management interface.Subnet Mask

The specified default gateway for the management interface.Gateway

Configure an IPv4 management interface
You can restrict IPv4 management to one specific interface. By default, you can use any
of the interfaces as an IPv4 management interface.

To configure an IPv4 management interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > Management Interfaces > IPv4 Management
Interface Configuration.
The IPv4 Management Interface Configuration page displays.

6. From the Interfacemenu, select the interface that must become the IPv4
management interface.

7. Select the Set Management Interface option check box so that you can configure
the interface IP address settings

8. Select a Configuration Method radio button:

• DHCP: The switch obtains the management interface IP address settings from a
DHCP server in the network.

• Manual: Configure the management interface IP address settings manually:

• IP Address: Specify the IP address for the management interface.

• Subnet Mask: Specify the subnet mask for the management interface.
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• Gateway: Specify the IP address of the default gateway for the management
interface.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

Note: If you need to reset the IPv4management interface, in the Reset IPv4Management
Interface section of the page, select the SetManagement Interface toDefault check box
and click the Apply button. Doing so deletes the IPv4 management interface
configuration and sets the IPv4 management interface back to the default setting.

TheCurrent IPv4Management Interface sectiondisplays the following nonconfigurable
fields.

Table 13. Nonconfigurable IPv4 management interface status information

DescriptionField

Displays the current IPv4 management interfaceManagement Interface

Indicates whether the link status is up or down.Link State

Indicates whether the link status is up or down for the management
interface.

Routing Interface Status

The MAC address assigned to the management interface.MAC Address

Indicateswhether the IP address configurationmethod isDHCPormanual.IP AddressConfigurationMethod

The IP address of the management interface.IP Address

The IP subnet mask for the management interface.Subnet Mask

The specified default gateway for the management interface.Gateway

IPv6 management interfaces and VLANs

ThemainUI provides separate options for IPv6 interface andport-based IPmanagement.

If you configure port-based IP management, VLAN-based IP management is disabled.
Similarly, if you configure VLAN-based IP management, port-based IP management is
disabled.
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By default, the source interface for applications is VLAN 1. If you change the IPv6
management VLAN and port to a non-default value, the source interface to the VLAN
1 default VLAN and port are also automatically changed.

You can access the switch over the main UI by one of the following methods:

• IPv6 service port: The service port is a dedicated Ethernet port for out-of-band
management of the switch. Traffic on this port is segregated fromoperational network
traffic on the switch ports and cannot be switched or routed to the operational
network.

• Management VLAN interface: Themanagement VLAN is the logical interface used
for in-band connectivity with the switch over any of the switch's network interfaces.
To access the switch over a network youmust first configure an IP address and subnet
mask for the switch. To configure an IPv6 management VLAN, you can either use
the same VLAN that is used for IPv4 management or a different VLAN. The switch
does not provide a default IPv6management VLAN. If youwant to use one, youmust
create it manually.

• Optional singlemanagement interface: By default, you can use any of the switch's
network interfaces as the management interface. However, you can restrict IPv6
management to one specific network interface.

Configure an IPv6 service port
You can configure IPv6 network information on the service port. The service port is a
dedicated Ethernet port for out-of-band management of the switch Traffic on this port
is segregated fromoperational network traffic on the switchports and cannot be switched
or routed to the operational network.

To configure the IPv6 service port:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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5. Select System > Management > Management Interfaces > IPv6 Service Port
Configuration.
The IPv6 Service Port Configuration page displays.

6. Select the IPv6 mode Enable or Disable radio button.
This specifies the IPv6 administrative mode on the service port.

7. Select the Service Port Configuration Protocol None or DHCP radio button.
This specifies whether the device acquires network information from a DHCPv6
server. Selecting None disables the DHCPv6 client on the service port.

If you select theDHCP radio button, theDHCPv6Client DUID field displays the client
identifier used by theDHCPv6 client when sendingmessages to theDHCPv6 server.

8. Select the IPv6 Stateless Address AutoConfigmode Enable orDisable radio button:

• Enable: The service port can acquire an IPv6 address through IPv6 Neighbor
Discovery Protocol (NDP) and through the use of router advertisementmessages.

• Disable: The service port does not use the native IPv6 address autoconfiguration
feature to acquire an IPv6 address.

This sets the IPv6 stateless address autoconfiguration mode on the service port.

9. To configure the IPv6 gateway, do the following:

a. select the Change IPv6 Gateway check box.
The IPv6 gateway is the default gateway for the IPv6 service port interface.

b. In the IPv6 Gateway field, specify the default gateway for the IPv6 service port
interface.

10. Click the Apply button.
Your settings are saved.

11. To save the settings to the running configuration, click the Save icon.

Manage IPv6 addresses for the IPv6 service port
You can add a static IPv6 address that is specific to the IPv6 service port. You can also
remove an IPv6 address that you no longer need for the IPv6 service port.

To add or remove an IPv6 address for the IPv6 service port:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.
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3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > Management Interfaces > IPv6 Service Port
Configuration.
The IPv6 Service Port Configuration page displays.

The Add/Delete IPv6 Address table lists the static IPv6 addresses that you manually
added to the service port interface.

6. To add an IPv6 address, in the Add/Delete IPv6 Address section, do the following:

a. In the IPv6 Address field, specify the IPv6 address that you want to add.

b. From the EUI FLAGmenu, select True to enable the ExtendedUniversal Identifier
(EUI) flag for the IPv6 address, or select False to omit the flag.

c. Click the Add button.
The IPv6 address is added to the IPv6 service port.

7. To remove an IPv6 address, in theAdd/Delete IPv6Address section, do the following:

a. Select the check box for the IPv6 address that you want to remove.

b. Click the Delete button.
The IPv6 address is removed from the IPv6 service port.

8. To save the settings to the running configuration, click the Save icon.

Configure an IPv6 management VLAN
For you to manage the switch over the main UI, you must define the management IP
address. A management VLAN interface is created by default and it gets an IP address
if a DHCP server is present. If themanagement VLAN interface cannot get an IP address,
the automatically assigned fallback IPv4 address is 169.254.100.100 and the subnet
mask is 255.255.0.0.

Amanagement VLAN is used as the default source interface for the syslog, themessage
log, an SNMP client, and so on. The network interface is disabled by default.
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The management VLAN is the logical interface used for in-band connectivity with the
switch through any of the switch’s front panel ports. The configuration parameters
associated with the switch’s management VLAN do not affect the configuration of the
front panel ports through which traffic is switched or routed.

To access the switch over a network you must first configure an IP address and subnet
mask for the switch. You can configure the IP information using any of the following:

• DHCP

• Terminal interface through the EIA-232 port

After you establish in-band connectivity, you can change the IP information using any
of the following:

• Terminal interface through the EIA-232 port

• Terminal interface through Telnet

• SNMP-based management

• Web-based management

To configure an IPv6management VLAN, you can either use the sameVLAN that is used
for IPv4 management or a different VLAN. The switch does not provide a default IPv6
management VLAN. If you want to use one, you must create it manually.

To configure an IPv6 management VLAN or reset the IPv6 management VLAN:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > Management Interfaces > IPv6 Management
VLAN Configuration.
The IPv6 Management VLAN Configuration page displays.

6. In theManagement VLAN ID field, specify the management VLAN ID of the switch.
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The IPv6management VLAN is used formanagement of the switch. You can configure
any value in the range of 1 to 4093.

7. Select the IPv6 Enable Mode Enable or Disable radio button to specify he
administration mode for the IPv6 management VLAN.

8. Select the Address Autoconfigure Mode Enable or Disable radio button to specify
the address autoconfiguration mode.
If you enable this mode, the IPv6 network settings (IPv6 prefix and prefix length) are
automatically configured for the configuredmanagement VLAN interface. By default,
for VLAN 1, the mode is enabled so that the settings are automatically configured.

Note: The Address Autoconfigure mode option is available only if unicast routing
is globally disabled.

9. Select the Address DHCP Mode Enable or Disable radio button to specify if the
IPv6 settings are obtained from a DHCP server.

10. Click the Apply button.
Your settings are saved.

11. To save the settings to the running configuration, click the Save icon.

Note: If you need to reset the IPv6management interface, in the Reset IPv6Management
Interface section of the page, select the Set Management Interface to Default check
box and click the Apply button. Doing so deletes the IPv6 management interface
configuration.

The Current IPv6 Management Interface Status section displays the following
nonconfigurable fields.

Table 14. Current IPv6 management interface status information

DescriptionField

The IPv6 management interface. (By default, no IPv6 management
interface is configured).

Management Interface

Indicates if the link status is up or down.Link State

Indicates if the link status is up or down for the IPv6management interface.IPv6 Routing Interface
Status/Operational Mode

The MAC address that is assigned to the IPv6 management interface.MAC Address

Indicates if IPv6 is enabled or disabled on the IPv6management interface.IPv6 Enable Mode
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Table 14. Current IPv6 management interface status information (Continued)

DescriptionField

Indicates if IPv6 routing is enabled or disabled on the IPv6 management
interface.

IPv6 Routing Mode

Indicates if the IPv6 address autoconfiguration mode is enabled or
disabled on the IPv6 management interface.

Stateless Address Autoconfig
Mode

Indicates if the DHCPv6 Client Mode is enabled or disabled on the IPv6
management interface.

DHCPv6 Client Mode

The IPv6 address of the default gateway of the switch.IPv6 Default Gateway

The IPv6 address of the next hop interface of the switch.IPv6 Next Hop Interface

The IPv6 prefix and prefix length that is used for the IPv6 management
interface.

IPv6 Prefix/Prefix Length

The EUI-64 flag of the IPv6 address on the IPv6 management interface.EU164

The current state of the IPv6 address on the IPv6 management interface.Current State

Manage IPv6 addresses for the IPv6 management VLAN
You can add a static IPv6 address that is specific to the IPv6 management VLAN. You
can also remove an IPv6 address that you no longer need for the IPv6 management
VLAN.

To add or remove an IPv6 address for the IPv6 management VLAN:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > Management Interfaces > IPv6 Management
VLAN Configuration.
The IPv6 Management VLAN Configuration page displays.
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If the Address Autoconfigure Mode is enabled, the autoconfigured IPv6 prefix and
prefix length are displayed in the IPv6 VLAN Interface Configuration section.

6. To add an IPv6 address, in the IPv6 VLAN Interface Configuration section, do the
following:

a. In the IPv6Prefix/Prefix Length field, specify the IPv6 address andprefix length
that you want to add.

b. From the EUI64menu, select True to enable the Extended Universal Identifier
(EUI) flag for the IPv6 address, or select False to omit the flag.

c. Click the Add button.
The IPv6 address is added to the IPv6 management VLAN.

7. To remove an IPv6 address, in the IPv6 VLAN Interface Configuration section, do the
following:

a. Select the check box for the IP address and prefix that you want to remove.

b. Click the Delete button.
The IPv6 address is removed from the IPv6 management VLAN.

8. To save the settings to the running configuration, click the Save icon.

Manage the IPv6 default route addresses for the IPv6
management VLAN
You can add an IPv6 default route address that is specific to the IPv6management VLAN.
You can also remove an IPv6 default route address that you no longer need for the IPv6
management VLAN.

To add or remove an IPv6 default route address for the IPv6 management VLAN:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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5. Select System > Management > Management Interfaces > IPv6 Management
VLAN Configuration.
The IPv6 Management VLAN Configuration page displays.

6. To add an IPv6 default route address, in the IPv6Default RouteConfiguration section,
do the following:

a. Select the Change IPv6 Default Route check box.

b. In the IPv6 Default Route Address field, specify the IPv6 address and prefix
length that you want to add.

c. Click the Add button.
The IPv6 default route address is added to the IPv6 management VLAN.

7. To remove an IPv6 default route address, in the IPv6 Default Route Configuration
section, do the following:

a. Select the check box for the IPv6 default route address that you want to remove.

b. Click the Delete button.
The IPv6 default route address is removed from the IPv6 management VLAN.

8. To save the settings to the running configuration, click the Save icon.

Configure an IPv6 management interface
You can restrict IPv6 management to one specific interface. By default, you can use any
of the interfaces as an IPv6 management interface.

To configure an IPv6 management interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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5. Select System > Management > Management Interfaces > IPv6 Management
Interface Configuration.
The IPv6 Management Interface Configuration page displays.

6. From the Interfacemenu, select the interface that must become the IPv6
management interface.

7. Select the Set Management Interface option check box so that you can configure
the interface settings.

8. Select the RoutingModeEnableorDisable radio button to enable or disable routing
on the IPv6 management interface.

9. Select the IPv6 Enable Mode Enable or Disable radio button to enable or disable
IPv6 on the IPv6 management interface.

10. Select the Stateless Address Autoconfigure Mode Enable or Disable radio button
to enable or disable the on the IPv6 management interface.
You can enable this mode only if unicast routing is globally disabled.

11. Select theDHCPv6ClientMode Enable orDisable radio button to enable or disable
the DHCPv6 client mode on the IPv6 management interface.

12. Click the Apply button.
Your settings are saved.

13. To save the settings to the running configuration, click the Save icon.

Note: If you need to reset the IPv6management interface, in the Reset IPv6Management
Interface section of the page, select the Set Management Interface to Default check
box and click the Apply button. Doing so deletes the IPv6 management interface
configuration.

The Current IPv6 Management Interface Status section displays the following
nonconfigurable fields.

Table 15. Current IPv6 management interface status information

DescriptionField

The IPv6 management interface. (By default, no IPv6 management
interface is configured).

Management Interface

Indicates if the link status is up or down.Link State

Indicates if the link status is up or down for the IPv6management interface.IPv6 Routing Interface
Status/Operational Mode

The MAC address that is assigned to the IPv6 management interface.MAC Address
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Table 15. Current IPv6 management interface status information (Continued)

DescriptionField

Indicates if IPv6 is enabled or disabled on the IPv6management interface.IPv6 Enable Mode

Indicates if IPv6 routing is enabled or disabled on the IPv6 management
interface.

IPv6 Routing Mode

Indicates if the IPv6 address autoconfiguration mode is enabled or
disabled on the IPv6 management interface.

Stateless Address Autoconfig
Mode

Indicates if the DHCPv6 Client Mode is enabled or disabled on the IPv6
management interface.

DHCPv6 Client Mode

The IPv6 address of the default gateway of the switch.IPv6 Default Gateway

The IPv6 address of the next hop interface of the switch.IPv6 Next Hop Interface

The IPv6 prefix and prefix length that is used for the IPv6 management
interface.

IPv6 Prefix/Prefix Length

The EUI-64 flag of the IPv6 address on the IPv6 management interface.EU164

The current state of the IPv6 address on the IPv6 management interface.Current State

Manage IPv6 addresses for the IPv6management interface
You can add a static IPv6 address that is specific to the IPv6management interface. You
can also remove an IPv6 address that you no longer need for the IPv6 management
interface.

To add or remove an IPv6 address for the IPv6 management interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > Management Interfaces > IPv6 Management
Interface Configuration.
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The IPv6 Management Interface Configuration page displays.

6. To add an IPv6 address, in the IPv6 Management Interface Configuration section,
do the following:

a. Select the Set Management Interface check box.
It is likely that you already did this when you started the configuration of the IPv6
management interface.

b. In the IPv6 Prefix field, specify the IPv6 address that you want to add.

c. In the Prefix Length field, specify the prefix length for the IPv6 address that you
want to add.

d. From the EUI64menu, select Enable to enable the ExtendedUniversal Identifier
(EUI) flag for the IPv6 address, or select Disable to omit the flag.

e. Click the Add button.
The IPv6 address is added to the IPv6 management interface.

7. To remove an IPv6 address, in the IPv6Management InterfaceConfiguration section,
do the following:

a. Select the check box for the IPv6 that you want to remove.

b. Click the Delete button.
The IPv6 address is removed from the IPv6 management interface.

8. To save the settings to the running configuration, click the Save icon.

Manage the IPv6 default route addresses for the IPv6
management interface
You can add an IPv6 default route address that is specific to the IPv6 management
interface. You can also remove an IPv6 default route address that you no longer need
for the IPv6 management interface.

Toaddor removean IPv6default route address for the IPv6management interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > Management Interfaces > IPv6 Management
Interface Configuration.
The IPv6 Management Interface Configuration page displays.

6. To add an IPv6 default route address, in the IPv6Default RouteConfiguration section,
do the following:

a. Select the Change IPv6 Default Route check box.

b. In the IPv6 Default Route Address field, specify the IPv6 address and prefix
length that you want to add.

c. Click the Add button.
The IPv6 default route address is added to the IPv6 management interface.

7. To remove an IPv6 default route address, in the IPv6 Default Route Configuration
section, do the following:

a. Select the check box for the IPv6 default route address that you want to remove.

b. Click the Delete button.
The IPv6 default route address is removed from the IPv6 management interface.

8. To save the settings to the running configuration, click the Save icon.

Time and SNTP settings

The switch supports the Simple Network Time Protocol (SNTP). As its name suggests,
it is a less complicated version of Network Time Protocol (NTP), which is a system for
synchronizing the clocks of networked computer systems, primarily when data transfer
is handled through the Internet. You can also set the system time manually.

Configure the time setting manually
To configure the time setting manually

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.

Main User Manual65Configure Switch System
Information

AV Line of Fully Managed Switches M4250 Series Main User Manual



The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > Time > Time Configuration.
The Time Configuration page displays.

6. Select the Clock Source Local radio button.
The default is SNTP.

7. In the Date field, specify the current date in months, days, and years.

8. In the Time field, specify the current time in hours, minutes, and seconds.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

Configure the time settings with SNTP and configure the
global SNTP settings
To configure the time by using SNTP and configure the global SNTP settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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5. Select System > Management > Time > Time Configuration.
The Time Configuration page displays.

6. Select the Clock Source SNTP radio button.
The default is SNTP.

In the SNTPGlobalConfiguration sectionof thepage, configure the following settings.

7. Select a Client mode radio button to specify the operation mode of the SNTP client:
on the switch:

• Disable: SNTP is not operational. No SNTP requests are sent from the client and
no received SNTP messages are processed.

• Unicast: SNTP operates in a point-to-pointmode. A unicast client sends a request
to a designated server at its unicast address and expects a reply fromwhich it can
determine the time and, optionally, the round-trip delay and local clock offset
relative to the server.
The default selection is Unicast. You can add the IP address or DNS name of one
or more SNTP servers for the switch to poll. For more information, see Configure
SNTP servers on page 71.

• Broadcast: SNTP operates uses a local broadcast address instead of a multicast
address. The broadcast address has a single subnet scope while a multicast
address has an Internet wide scope.

8. In the Port field, specify the local UDP port on which the SNTP client receives server
packets.
The port number is 123 or in a range from 1025 to 65535. The default is 123. When
the default value is configured, the actual client port value used in SNTP packets is
assigned by the operating system.

9. From the Source Interfacemenu, select the interface that the SNTP client must use:

• None: The primary IP address of the originating (outbound) interface is used as
the source address.

• Routing interface: The primary IP address of a physical port is used as the source
address.

• Routing VLAN: The primary IP address of a VLAN routing interface is used as the
source address.

• Routing loopback interface: The primary IP address of a routing loopback
interface is used as the source address.

• Tunnel interface: The IPv6 tunnel interface.
• Service port: The management port source IP address is used as the source
address.

By default VLAN 1 is used as the source interface.
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10. In the Unicast Poll Interval field, specify the number of seconds between unicast
poll requests expressed as a power of 2. to The range is from 6 to 10. The default is
6.

11. In the Broadcast Poll Interval field, specify the number of seconds between
broadcast poll requests expressed as a power of 2.
Broadcasts received prior to the expiry of this interval are discarded. The range is
from 6 to 10. The default is 6.

12. In theUnicast Poll Timeout field, specify the number of seconds to wait for an SNTP
response to a unicast poll request.
The range is from 1 to 30. The default is 5.

13. In the Unicast Poll Retry field, specify the number of times to retry a unicast poll
request to an SNTP server after the first time-out before the switch attempts to use
the next configured server.
The range is from 0 to 10. The default is 1.

14. In the Time Zone Name field, specify a time zone.
In theOffset Hours andOffset Minutes fields, you can also specify the number of
hours and number of minutes that the time zone is different from the Coordinated
Universal Time (UTC). The time zone can affect the display of the current system
time.

Note: When you use an SNTP orNTP time server, the time data that is received from
the server is based on the UTC, which is the same as Greenwich Mean Time (GMT).
This might not be the time zone in which the switch is located.

15. In theOffset Hours field, specify the number of hours that the time zone is different
from UTC.
The range is from -12 to 14. The default is 0.

16. In theOffset Minutes field, specify the number of minutes that the time zone is
different from UTC.
The range is from 0 to 59. The default is 0.

17. Click the Apply button.
Your settings are saved.

18. To save the settings to the running configuration, click the Save icon.
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View the SNTP global status
When you select the SNTP option as the clock source, you can view the SNTP global
status.

To view SNTP global status:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > Time > Time Configuration.
The Time Configuration page displays.

The SNTP Global Status section displays the following nonconfigurable fields:

Table 16. SNTP global status information

DescriptionField

The SNTP version that the client supports.Version

The SNTP modes that the client supports. Multiple modes can be supported by

a client.

Supported mode

The local date and time (UTC) that the SNTP client last updated the systemclock.Last Update Time

The local date and time (UTC) of the last SNTP request or receipt of an unsolicited

message.

Last Attempt Time
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Table 16. SNTP global status information (Continued)

DescriptionField

The status of the last SNTP request or unsolicited message for both unicast and

broadcast modes. If no message was received from a server, a status of Other

is displayed. These values are appropriate for all operational modes.

• Other: None of the following enumeration values.

• Success: The SNTPoperationwas successful and the system timewas updated.

• Request Timed Out: A directed SNTP request timed out without receiving a

response from the SNTP server.

• Bad Date Encoded: The time provided by the SNTP server is not valid.

• Version Not Supported: The SNTP version supported by the server is not

compatible with the version supported by the client.

• Server Unsynchronized: The SNTP server is not synchronized with its peers.

This is indicated through the leap indicator field on the SNTP message.

• Server KissOfDeath: The SNTP server indicated that no further queries were

to be sent to this server. This is indicated by a stratum field equal to 0 in a

message received from a server.

Last Attempt Status

The IP address of the server for the last received valid packet. If nomessage was

received from any server, an empty string is shown.

Server IP Address

The address type of the SNTP server address for the last received valid packet.Address Type

The claimed stratum of the server for the last received valid packet.Server Stratum

The reference clock identifier of the server for the last received valid packet.Reference Clock ID

The mode of the server for the last received valid packet.Server mode

The maximum number of unicast server entries that can be configured on this

client.

Unicast Server Max Entries
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Table 16. SNTP global status information (Continued)

DescriptionField

The number of current valid unicast server entries configured for this client.Unicast Server Current

Entries

The number of unsolicited broadcast SNTP messages that were received and

processed by the SNTP client since the last reboot.

Broadcast Count

Configure SNTP servers
SNTP assures accurate time synchronization for network device clock, up to the
millisecond. Time synchronization is performed by a network SNTP server. The switch
operates as an SNTP client only and does provide time services to other devices.

Time sources are establishedby stratums. Stratumsdefine the accuracy of the reference
clock. The higher the stratum (zero is the highest), the more accurate the clock. The
switch receives time from stratum 1 or stratum 0 devices because the switch itself is a
stratum 2 device.

The following are examples of stratums:

• Stratum 0: A real-time clock is used as the time source, for example, a GPS system.

• Stratum1: A server that is directly linked to a stratum 0 time source is used. Stratum
1 time servers provide primary network time standards.

• Stratum 2: The time source is distanced from the stratum 1 server over a network
path. For example, a stratum 2 server receives the time over a network link, through
NTP, from a stratum 1 server.

Information received from SNTP servers is evaluated based on the time level and server
type.

SNTP time definitions are assessed and determined by the following time levels:

• T1: Time that the original request was sent by the client.

• T2: Time that the original request was received by the server.

• T3: Time that the server sent a reply.

• T4: Time that the client received the server's reply.

The switch can poll unicast server types for the server time. The switch polls for unicast
information to detect a server for which the IP address is known. SNTP servers that you
configure on the switch are the only ones that are polled for synchronization information.
T1 through T4 are used to determine the server time. This is the preferred method for
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synchronizing device time because it is the most secure method. If this method is
selected, SNTP information is accepted only from SNTP servers that are configured on
the switch.

The switch retrieves synchronization information, either by actively requesting information
or at every poll interval.

Add an SNTP server To add an SNTP server:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > Time > SNTP Server Configuration.
The SNTP Server Configuration page displays.

6. From the Server Typemenu, select the type of SNTP address to enter in the address
field.
The address can be an IPv4 address, IPv6 address, or host name (DNS). The default
is DNS.

7. In the Address field, specify the IP address or the host name of the SNTP server.
This is an IP address or a text string of up to 64 characters, containing the encoded
unicast IP address or host name of an SNTP server. Unicast SNTP requests are sent
to this address. If this address is a DNS host name, the host name is resolved into an
IP address each time an SNTP request is sent to it.

8. In the Port field, specify the port number.
This is the UDP port on the SNTP server to which SNTP requests are sent. The range
is from 1 to 65535. The default is 123.

9. In the Priority field, specify the priority order in which the switch must query the
servers.
The SNTP client on the switch continues to send SNTP requests to different servers
until a successful response is received, or all servers were tried. The priority indicates
the order in which the switchmust query the servers. The switch first sends a request
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to an SNTP server with a priority of 1, then to a server with a priority of 2, and so on.
If any servers are assigned the same priority, the SNTP client contacts the servers in
the order that they are listed in the table. The priority range is from 1 to 3. By default,
the first server that you add gets priority 1, the second server priority 2, and the third
server priority 3.

10. In the NTP Version field, specify the NTP version that is supported by the switch.
The range is from 1 to 4. The default is 4.

11. Click the Add button.
The SNTP server entry is added.

12. To add additional SNTP servers, repeat the previous steps.
You can configure up to three SNTP servers.

13. To save the settings to the running configuration, click the Save icon.

The SNTP Server Status table displays the following information.

Table 17. SNTP server status information

DescriptionField

The IP address of the SNTP server.Address

The local date and time (UTC) that the response from the server was used to
update the system clock.

Last Update Time

The local date and time (UTC) that the SNTP server was last queried.Last Attempt Time

The status of the last NTP request to the server:
• Other: No packet was received from the server.

• Success: TheSNTPoperationwas successful and the system timewasupdated.

• Request Timed Out: A directed SNTP request timed out without receiving
a response from the SNTP server.

• Bad Date Encoded: The time provided by the SNTP server is not valid.

• Version Not Supported: The SNTP version supported by the server is not
compatible with the version supported by the client.

• Server Unsynchronized: The SNTP server is not synchronized with its peers.
This is indicated through the leap indicator field on the SNTP message.

• Server KissOfDeath: The SNTP server indicated that no further queries were
to be sent to this server. This is indicated by a stratum field equal to 0 in a
message received from a server.

Last Attempt Status
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Table 17. SNTP server status information (Continued)

DescriptionField

The number of SNTP requests made to the server since the last reboot.Requests

The number of failed SNTP requests made to the server since the last reboot.Failed Requests

Change the settings for an existing SNTP server To change the settings for
an existing SNTP server:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > Time > SNTP Server Configuration.
The SNTP Server Configuration page displays.

6. Select the check box next to the configured server.

7. Change the settings as needed.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Remove an SNTP server To remove an SNTP server:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > Time > SNTP Server Configuration.
The SNTP Server Configuration page displays.

6. Select the check box next to the configured server to remove.

7. Click the Delete button.
The server is removed.

8. To save the settings to the running configuration, click the Save icon.

Configure daylight saving time settings
You can configure settings for summer time, which is also known as daylight saving
time. Used in some countries around the world, summer time is the practice of
temporarily advancing clocks during the summermonths. Typically clocks are adjusted
forward oneormore hours near the start of spring and are adjustedbackward in autumn.

To configure the daylight saving time settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > Time > Daylight Saving Configuration.
The Daylight Saving Configuration page displays.

6. Select one of the following Daylight Saving (DST) radio buttons:

• Disable: Disable daylight saving time.
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• Recurring: Daylight saving time occurs at the same time every year. You must
manually configure the start and end times and dates for the time shift.
Configure the settings that are described in Step 7.

• Recurring EU: The system clock uses the standard recurring summer time settings
used in countries in the EuropeanUnion.With this option, the rest of the applicable
fields on the page are automatically populated and you cannot change them.
Configure the settings that are described in Step 7.

• Recurring USA: The system clock uses the standard recurring daylight saving
time settings used in the United States. With this option, the rest of the applicable
fields on the page are automatically populated and you cannot change them.
Configure the settings that are described in Step 7.

• Non Recurring: Daylight saving time settings are in effect only between the start
date and enddate of the specified year.With this option, the summer time settings
do not repeat on an annual basis.
Configure the settings that are described in Step 8.

7. If you select Recurring, Recurring EU, or Recurring USA radio button, configure
the fields that are shown in the following table.

DescriptionField

These fields are used to configure the start values of the day and time.

• Week: Configure the start week.

• Day: Configure the start day.

• Month: Configure the start month.

• Hours: Configure the start hours.

• Minutes: Configure the start minutes.

Begins At

These fields are used to configure the end values of day and time.

• Week: Configure the end week.

• Day: Configure the end day.

• Month: Configure the end month.

• Hours: Configure the end hours.

• Minutes: Configure the end minutes.

Ends At

Configure recurring offset in minutes. The valid range is 1-1440 minutes.Offset

Configure the time zone.Zone

8. If you select theNon Recurring, configure the fields that are shown in the following
table.
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DescriptionField

These fields are used to configure the start values of the date and time.

• Month: Configure the start month.

• Date: Configure the start date.

• Year: Configure the start year.

• Hours: Configure the start hours.

• Minutes: Configure the start minutes.

Begins At

These fields are used to configure the end values of date and time.

• Month: Configure the end start date.

• Date: Configure the end date.

• Year: Configure the end year.

• Hours: Configure the end hours.

• Minutes: Configure the end minutes.

Ends At

Configure the non-recurring offset in minutes. The valid range is 1-1440

minutes.

Offset

Configure the time zone.Zone

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

View the daylight saving time status
You can display information about the summer time settings and whether the time shift
for summer time is currently in effect.

To view the daylight saving time status:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > Time > Daylight Saving Configuration.
The Daylight Saving Configuration page displays.

6. To refresh the page, click the Refresh button.
The following table displays the nonconfigurable daylight saving (DST) status
information.

Table 18. Daylight saving status information

DescriptionField

The Daylight Saving value, which is one of the following:

• Disable

• Recurring

• Recurring EU

• Recurring USA

• Non Recurring

Daylight Saving (DST)

Displays when the daylight saving time begins. This field is not displayed

when daylight saving time is disabled.

Begins At

Displays when the daylight saving time ends. This field is not displayedwhen

daylight saving time is disabled.

Ends At

The offset value in minutes.This field is not displayed when daylight saving

time is disabled.

Offset (in Minutes)
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Table 18. Daylight saving status information (Continued)

DescriptionField

The zone acronym. This field is not displayed when daylight saving time is

disabled.

Zone

Displays whether daylight saving time is in effect.Daylight Saving (DST) in Effect

Precision Time Protocol

Precision Time Protocol (PTP, IEEE 1588) is a protocol that enables precise
synchronization of clocks with a sub-microsecond accuracy across a packet-based
network. PTP lets network devices of different precision and resolution synchronize to
a grandmaster clock through an exchange of packets across the network. The switch
supports a PTP end-to-end transparent clock, which is enabled by default, both globally
and at the port level.

Note: The switch itself is not affected by PTP.

Manage the global PTP settings
By default, PTP is enabled globally on the switch. You can disable PTP to globally, in
which case the switch does not support PTP pass-through.

To configure the PTP end-to-end transparent clock settings globally:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > PTP TC > Global Configuration.
The Global Configuration page displays.
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6. Select the Admin Mode Enable or Disable radio button.
The default is Enable.

7. Click the Apply button.
Your settings are saved.

8. To save the settings to the running configuration, click the Save icon.

Manage the PTP interface settings
On a standalone switch, by default, PTP is enabled globally on all interfaces. In a switch
stack, by default, PTP is disabled for all interfaces. You can select individual interfaces
onwhich you can enable or disable PTP. If you disable PTP on an interface, the interface
does not support PTP pass-through.

To configure the PTP end-to-end transparent clock settings for one or more
interfaces:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > PTP TC > Interface Configuration.
The Interface Configuration page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.
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• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. From the Configured Modemenu, select Enable or Disable.
The default is Enable.

9. Click the Apply button.
Your settings are saved.

The Operational Mode field shows whether PTP is enabled or disabled for an
interface.

10. To save the settings to the running configuration, click the Save icon.

Domain Name System

You can configure information about Domain Name System (DNS) servers that the
network uses and how the switch operates as a DNS client.

Configure the global DNS settings and add a DNS server
You can configure the global DNS settings and DNS server information.

To configure the global DNS settings and add a DNS server:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > DNS > DNS Configuration.
The DNS Configuration page displays.
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6. Select the DNS Status Disable or Enable radio button:

• Enable: Allows the switch to send DNS queries to a DNS server to resolve a DNS
domain name. The default value is Enable.

• Disable: Prevents the switch from sending DNS queries.

7. In theDNSDefaultName field, enter the name thatmust be includes inDNSqueries.
When the switch looks upon an unqualified host name, this field provides the domain
name. For example, if the default domain name is netgear.com and you enter test,
then test is changed to test.netgear.com to resolve the name). Themaximum length
of the name is 255 characters.

8. In the Retry Number field, specify the number of times that the switch must retry to
send DNS queries to the DNS server.
Enter a number from 0 to 100. The default is 2.

9. In the Response Timeout (secs) field, specify the time in seconds that the switch
must wait for a response to a DNS query.
Enter a number from 0 to 3600. The default is 3.

10. From the Source Interfacemenu, select the interface that must be the source
interface for DNS:

• None: The primary IP address of the originating (outbound) interface is used as
the source address.

• Routing interface: The primary IP address of a physical port is used as the source
address.

• Routing VLAN: The primary IP address of a VLAN routing interface is used as the
source address.

• Routing loopback interface: The primary IP address of a routing loopback
interface is used as the source address.

• Tunnel interface: The IPv6 tunnel interface.
• Service port: The management port source IP address is used as the source
address.

By default, VLAN 1 is used as the source interface.

11. Click the Apply button.
Your settings are saved.

12. To save the settings to the running configuration, click the Save icon.
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13. To add a DNS server to which the switch sends DNS queries, do the following:

a. In the DNS Server Address field in the DNS Server Configuration table, enter
an IP address in standard IPv4 or IPv6 dot notation.

b. Click the Add button.
The server is added to the table. You can specify up to eight DNS servers. The
precedence is set in the order that you add the servers.

14. To save the settings to the running configuration, click the Save icon.

The following table displays non-configurable DNS server information.

Table 19. DNS server configuration information

DescriptionField

The sequence number of the DNS server.Serial No

The preference of the DNS server. The preference is determined by
the order in which you add the servers.

Preference

Remove a DNS server
You can remove a DNS server that you no longer need.

To remove a DNS server:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > DNS > DNS Configuration.
The DNS Configuration page displays.

6. In the DNS Server Configuration table, select the check box for the DNS server.
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Note: If you do not select a DNS server, all the DNS servers are removed after you
click the Delete button.

7. Click the Delete button.
The DNS server is removed.

8. To save the settings to the running configuration, click the Save icon.

Configure and view host name-to-IP address information
You can manually map host names to IP addresses or view dynamic host mappings.

Add a static entry to the dynamic host mapping table To add a static entry
to the local dynamic host mapping table:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > DNS > Host Configuration.
The Host Configuration page displays.

6. In the Host Name field, specify the static host name.
The maximum length of the name is 255 characters.

7. In the IP Address field, enter the IP address to associate with the host name.

8. Click the Add button.
The entry displays in the Dynamic Host Mapping table.

9. To save the settings to the running configuration, click the Save icon.
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Remove an entry from the dynamic host mapping table To remove an
entry from the dynamic host mapping table:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > DNS > Host Configuration.
The Host Configuration page displays.

6. Select the check box next to the entry that you want to remove.

7. Click the Delete button.
The entry is removed.

8. To save the settings to the running configuration, click the Save icon.

Change the host name or IP address in an entry of the dynamic host
mapping table, viewall entries, or clear all entriesTo change thehost name
or IP address in an entry of the dynamic host mapping table, view all entries, or clear
all entries:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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5. Select System > Management > DNS > Host Configuration.
The Host Configuration page displays.

6. Select the check box next to the entry to update.

7. Enter the new information in the appropriate field.

8. Click the Apply button.
Your settings are saved.

9. To clear all the dynamic host name entries from the list, click the Clear button.

10. To save the settings to the running configuration, click the Save icon.

The dynamic host mapping table shows host name-to-IP address entries that the switch
learned. The following table describes the dynamic host fields.

Table 20. Dynamic Host Mapping information

DescriptionField

Lists the host name that you assign to the specified IP address.Host

Time since the dynamic entry was first added to the table.Total

Time since the dynamic entry was last updated.Elapsed

The type of the dynamic entry.Type

Lists the IP address associated with the host name.Addresses

Switch database management template

A switch database management (SDM) template determines the maximum resources
the switch can use for various features. SDM templates allow different combinations of
scaling factors and therefore allocations of resources, depending on how the switch is
used. That is, SDM templates let you reallocate switch resources to support a different
combination of features based on your network requirements.

The following table shows how the hardware resources are divided.
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Table 21. SDM hardware resources

Number of IPv6 EntriesNumber of IPv4 EntriesModels SupportedTemplate Name

10% of total available90% of total availableAll modelsIPv4-Basic

90% of total available10% of total availableAll modelsIPv6-Basic

10% of total available90% of total availableM4250-16XFIPv4-Advanced

90% of total available10% of total availableM4250-16XFIPv6-Advanced

The main UI provides more information about the templates (see the steps in this task).

The default SMD is IP4v-Basic. You can change the SDM template for the switch.

To change the SDM template

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > SDM Template Preference.
The SDM Template Preference page displays.

6. From the SDM Next Template IDmenu, select a template.
By default, the IPv4-Basic template is selected.

7. Click the Apply button.
Your settings are saved.

8. To save the settings to the running configuration, click the Save icon.

9. To activate the new template, restart the switch.
The following table displays Summary information.
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Table 22. SDM template summary information

DescriptionField

Identifies the template.SDM Template

Themaximum number of entries in the Address Resolution Protocol (ARP) cache

for routing interfaces.

ARP Entries

The maximum number of IPv4 unicast forwarding table entries.IPv4 Unicast Routes

Themaximumnumber of IPv6Neighbor Discovery Protocol (NDP) cache entries.IPv6 NDP Entries

The maximum number of IPv6 unicast forwarding table entries.IPv6 Unicast Routes

The maximum number of next hops that can be installed in the IPv4 and IPv6

unicast forwarding tables.

ECMP Next Hops

The maximum number of IPv4 multicast forwarding table entries.IPv4 Multicast Routes

The maximum number of IPv6 multicast forwarding table entries.IPv6 Multicast Routes

The maximum number of VLAN entries, which is 4093 for any SDM template.Maximum VLAN Entries

Green Ethernet settings

You can configure the green Ethernet features to reduce power consumption.

Configure the global green Ethernet settings
You can configure the global green Ethernet settings.

To configure the global green Ethernet settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectSystem>Management>GreenEthernet >GreenEthernet Configuration.
The Green Ethernet Configuration page displays.

6. Select the Auto Power Down Mode Disable or Enable radio button.
By default, this mode is disabled. When a port link is down, the underlying physical
layer goes down for a short period and then checks for port link pulses again so that
auto-negotiation remains possible. In this way, the switch saves power when no link
partner is present for the port.

7. Select the EEE Mode Disable or Enable radio button.
By default, this mode is disabled. Energy Efficient Ethernet (EEE) combines theMAC
with a family of physical layers that support operation in a low power mode. It is
defined by the IEEE 802.3az standard. Lower power mode enables both the send
and receive sides of the link to disable some functionality for power savings when
lightly loaded. Transition to lowpowermodedoes not change the link status. Frames
in transit are not dropped or corrupted in transition to and from low power mode.
Transition time is transparent to upper layer protocols and applications.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Configure green Ethernet interface settings
You can configure green Ethernet settings for individual interfaces.

To configure the green Ethernet interface settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.
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The System Information page displays.

5. Select System > Management > Green Ethernet > Green Ethernet Interface
Configuration.
The Green Ethernet Interface Configuration page displays.

6. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

7. From the Auto Power Down modemenu, select Enable or Disable.
By default, this mode is disabled for the interface. When a port link is down, the
underlying physical layer goes down for a short period and then checks for port link
pulses again so that auto-negotiation remains possible. In this way, the switch saves
power when no link partner is present for the port.

8. From the EEE modemenu, select Enable or Disable.
By default, this mode is disabled for an interface. When a port link is down, the
underlying physical layer goes down for a short period and then checks for port link
pulses again so that auto-negotiation remains possible. In this way, the switch saves
power when no link partner is present for the port.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

Configure and display detailed green Ethernet settings for
an interface
You can select a single interface and configure and display detailed green Ethernet
settings.

To configure and display detailed green Ethernet settings for a single interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
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The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > Green Ethernet > Green Ethernet Details.
The Green Ethernet Details page displays.

6. From the Interfacemenu, select the interface.

7. From the EnergyDetect AdminModemenu, select to enable or disable thismode.
By default, this mode is disabled for the interface. When a port link is down, the
underlying physical layer goes down for a short period and then checks for port link
pulses again so that auto-negotiation remains possible. In this way, the switch saves
power when no link partner is present for the port.

8. From the EEE Admin Modemenu, select to enable or disable this mode.
With Energy Efficient Ethernet (EEE)mode enabled, the port transitions to lowpower
mode during a link idle condition. The default value is Disabled.

9. In the EEE Transmit Idle Time field, enter the period that the interface must remain
idle (without receiving packets for transmission) before entering the low-power idle
(LPI) state.
The range is from 600 to 4294967295 seconds. The default is 600 seconds.

10. In theEEE TransmitWake Time field, enter the period that the interfacemust remain
in the LPI state before returning to the active state after it receives a packet for
transmission.
The range is from 8 to 65535 seconds. The default is 17 seconds.

11. Click the Apply button.
Your settings are saved.

12. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields.
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Table 23. Green Ethernet local device information

DescriptionField

The cumulative energy saved on the port because of the green modes
that are enabled on the port in watts * hours.

Cumulative Energy Saved on this
port due toGreenmode(s) (Watts
* Hours)

The operational state (Active or Inactive) of the Energy Detect mode.EnergyDetectOperational Status

The reason for the operational state that is displayed in the previous field.Reason

The total number of times that the port entered the low-power idle (LPI)
state since the EEE counters were reset.

Rx Low Power Idle Event Count

The total period (in 10 us increments) that the port remained in the LPI
state since the EEE counters were reset.

Rx LowPower IdleDuration (uSec)

The total number of times that the link partner of the port entered the LPI
state since the EEE counters were reset.

Tx Low Power Idle Event Count

The total period (in 10 us increments) that the link partner of the port
remained in the LPI state since the EEE counters were reset.

Tx LowPower IdleDuration (uSec)

The value of ‘Tw_sys’ that the port can support.Tw_sys_tx (uSec)

The link partner’s ‘transmit Tw_sys’ that the port uses to compute the
‘Tw_sys’ that it requests from its link partner.

Tw_sys_tx Echo (uSec)

The value of ‘Tw_sys’ that the port requested from its link partner.Tw_sys_rx (uSec)

The link partner’s ‘receive Tw_sys’ that the port uses to compute the
‘Tw_sys’ that it can support.

Tw_sys_rx Echo (uSec)

The value of the ‘fallback Tw_sys’ that the port requested from its link
partner.

Fallback Tw_sys (uSec)

The initialization status of the transmit EEE transmit Data Link Layer (DLL)
function on the port.

Tx_dll_enabled

The transmit DLL status, which indicates if the ‘tx system’ initialization is
complete and if port is ready to receive or update LLDPDUs that contain
EEE TLVs.

Tx_dll_ready

The status of the EEE capability negotiation on the port.Rx_dll_enabled
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Table 23. Green Ethernet local device information (Continued)

DescriptionField

The receive DLL status, which indicates if the ‘rx system’ initialization is
complete and if port is ready to receive or update LLDPDUs that contain
EEE TLVs.

Rx_dll_ready

The time since the counters were reset.Time SinceCounters Last Cleared

Display green Ethernet information for the link partner of
an interface
The switch can detect green Ethernet information for the link partner of an interface,
that is for the remote device.

To display the green Ethernet information for the link partner of an interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > Green Ethernet > Green Ethernet Details.
The Green Ethernet Details page displays.

6. Scroll down to the Remote Device Information section.

7. From the Interfacemenu, select the interface.
The following table describes the nonconfigurable fields.
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Table 24. Green Ethernet remote device information

DescriptionField

The identifier that is assigned to the link partner of the port.Remote ID

The value of ‘Tw_sys’ that the link partner can support.Remote Tw_sys_tx (uSec)

The value of ‘transmit Tw_sys’ that the link partner returns to the port.Remote Tw_sys_tx Echo (uSec)

The value of ‘Tw_sys’ that the link partner requests from the port.Remote Tw_sys_rx (uSec)

The value of ‘receive Tw_sys’ that the link partner returns to the port.Remote Tw_sys_rx Echo (uSec)

The value of ‘fallback Tw_sys’ that the link partner returns to the port.Remote Fallback Tw_sys (uSec)

Display the green Ethernet statistics summary
The green Ethernet statistics summary displays information about both the switch and
the interfaces.

To display the green Ethernet statistics summary:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > Green Ethernet > Green Ethernet Summary.
The Green Ethernet Summary page displays.

6. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields in the Green Ethernet
Statistics Summary section.
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Table 25. Green Ethernet statistics summary information

DescriptionField

The power consumption by all ports on the switch in mWatts (mW).Current PowerConsumption (mW)

The percentage of power saved on all ports on the switch when green

Ethernet mode is enabled.

Percentage Power Saving (%)

The cumulative energy saved on the switch in (watts * hour) when all

green features are enabled.

Cumulative Energy Saving (W*H)

The following table describes the nonconfigurable fields in the Green Ethernet
Feature Summary section.

Table 26. Green Ethernet feature summary information

DescriptionField

The unit is always 1.Unit

The green features that are supported on the switch:

• Energy-Detect

• EEE (Energy Efficient Ethernet)

• LPI-History (EEE low power idle history)

• LLDP-Cap-Exchg (EEE LLDP capability exchange)

• Pwr-Usg-Est (Power usage estimates).

Green Features supportedon this

unit

The following table describes the nonconfigurable fields in the Green Ethernet
Interface Summary section.
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Table 27. Green Ethernet interface summary information

DescriptionField

The interface for which information is displayed.Interface

Indicates the status of the mode (Enable or Disable).

If themode is enabled and a port link is down, the underlying physical

layer goes down for a short period and then checks for port link pulses

again so that auto-negotiation remains possible. In this way, the switch

saves power when no link partner is present for the port.

Energy Detect Admin Mode

The operational state (Active or Inactive) of the Energy Detect mode.EnergyDetectOperational Status

Indicates the status of the mode (Enable or Disable).

If thismode is enabled, the port transitions to lowpowermodeduring

a link idle condition.

EEE Admin mode

Configure and display the green Ethernet EEE LPI history
for an interface
You can configure and display the green Ethernet EEE low-power idle (LPI) history for
an interface.

To configure and display the green Ethernet EEE LPI history for an interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > Green Ethernet > Green Ethernet LPI History.
The Green Ethernet LPI History page displays.

6. From the Interfacemenu, select the interface.
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7. In the Sampling Interval field, enter the interval at which EEE LPI data is collected.
The range is from 30 to 36000 seconds.The default is 3600 seconds.

8. In theMax Samples To Keep field, enter themaximum number of samples to keep.
The range is from 1 to 168.The default is 168.

The Percentage LPI time field displays the time that the interface was in LPI mode
since the EEE counters were reset.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

11. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields.

Table 28. Interface green mode EEE LPI history information

DescriptionField

The sample index.Sample No.

The period that past since the sample was recorded.Time Since The Sample Was

Recorded

The percentage of time that the interface was in LPI mode since the last

sample was recorded.

Percentage Time spent in LPI

mode since last sample

The percentage of time that the interface was in LPI mode since the EEE

counters were reset.

Percentage Time spent in LPI

mode since last reset

Bonjour settings

AMac that supports Bonjour can discover the switch in the network so that you can find
the switch IP address and log in to the main UI of the switch. Bonjour is enabled by
default. You can disable Bonjour for security reasons.
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Enable or disable Bonjour
To enable or diable Bonjour:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > Bonjour > Bonjour Configuration.
The Bonjour Configuration page displays.

6. Select one of the following radio buttons:

• Enable. Bonjour is enabled. This is the default setting.
• Disable. Bonjour is disabled.

7. Click the Apply button.
Your settings are saved.

8. To save the settings to the running configuration, click the Save icon.

Display Bonjour information
To display Bonjour information:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > Bonjour > Bonjour Details.
The Bonjour Details page displays.

The Bonjour Administration Mode field displays whether Bonjour is enabled or
disabled.

6. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 29. Bonjour Published Services

DescriptionField

The Bonjour service names in the switch.Service Name

The Bonjour service type names in the switch.Type

The Bonjour service domain in the switch.Domain

The Bonjour service port number.Port

The Bonjour service text.TXT Data

IPv4 DHCP server

You can configure settings for an IPv4 DHCP server, DHCP pools, and DHCP bindings.
You can also view DHCP statistics and, if they occur, DHCP conflicts.

Configure a DHCP server
To configure a DHCP server:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Services > DHCP Server > DHCP Server Configuration.
The DHCP Server Configuration page displays.

6. Select the Admin Mode Disable or Enable radio button.
This setting specifies whether the DHCP service is enabled or disabled.

The default is Disable.

7. In the Ping Packet Count field, specify the number of packets a server sends to a
pool address to check for duplication as part of a ping operation.
The value can be 0 or from 2 to 10. Setting the value to 0 disables the function. The
default is 2.

8. Select the Conflict Logging Mode Disable or Enable radio button.
This setting specifies whether conflict logging on a DHCP server is enabled or
disabled. The default is Enable.

9. Select the BootP Automatic Mode Disable or Enable radio button.
This setting specifies whether BootP for dynamic pools is enabled or disabled. The
default value is Disable.

10. To exclude addresses, do the following:

a. In the IP Range From field, enter the lowest address in the range or a single
address to be excluded.

b. In the IP Range To field, to exclude a range, enter the highest address in the
range. To exclude a single address, enter the same IP address as specified in the
IP Range From field, or leave it as 0.0.0.0.

c. Click the Add button.
The addresses that must be excluded are added to the switch.

11. Click the Apply button.
Your settings are saved.

12. To save the settings to the running configuration, click the Save icon.
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Manage DHCP pools
You can set up and manage different types of pools of IP addresses that the DHCP
server can assign.

Create a DHCP pool To create a DHCP pool:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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5. Select System > Services > DHCP Server > DHCP Pool Configuration.

6. From the Pool Namemenu, select Create.
The Pool Name field displays.

7. In the Pool Name field, type a name for the new pool.
The name can be up to 31 characters in length.

8. Select the type of binding for the pool:

• Unallocated: No further configurations are required. Continuewith the next step.
• Dynamic: Configure the following settings:

• Network Address. The subnet IP address for the dynamic DHCP pool.

• Network Mask: The network mask for the dynamic DHCP pool.

• Network Prefix Length: The subnet number for the dynamicDHCPpool. The
range is from 0 to 32.
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Note: For a dynamic DHCP pool, you can configure either the network mask
or the prefix length.

• Manual: Configure the following settings:

• Client Name: The DHCP client name.

• Hardware Address: The hardware MAC address of the DHCP client.

• Hardware Address Type: The protocol of the MAC address of the DHCP
client. The type can be Ethernet or IEEE802. The default is Ethernet.

• Client ID: The client ID of the DHCP client.

• Host Number: The IP address for the manual binding of the DHCP client.

• Host Mask: The subnet mask for the manual binding of the DHCP client.

• Host Prefix Length: The subnet mask for the manual binding of the DHCP
client. The range is from 0 to 32.

Note: For a manually added DHCP client, you can configure either the network
mask or the prefix length.

9. From the Lease Time menu, select how the binding is leased:

• Infinite: For a dynamic binding, infinite is a lease period of 60 days. For manually
added binding, the lease period is indefinite. No further configurations are
required. Continue with the next step.

• Specified Duration: Configure the following settings:

• Days: The number of days of the lease period. The range is from 0 to 59. The
default is 1.

• Hours: The number of hours of the lease period. The range is from 0 to 22.

• Minutes: The number of minutes of the lease period. The range is from 0 to
86399.

10. To configure default router addresses, click theDefault Router Addresses link, and
add up to eight IP address for default routers, in order of preference.

11. To configure DNS server addresses, click the DNS Server Addresses link, and add
up to eight IP address for DNS server, in order of preference.

12. To configure NetBIOS name server addresses, click the NetBIOS name server
addresses link, and add up to eight IP address for NetBIOS name servers, in order
of preference.

Main User Manual103Configure Switch System
Information

AV Line of Fully Managed Switches M4250 Series Main User Manual



13. From theNetBIOSNode Typemenu, select one of the followingNetBIOS node types
for DHCP clients:

• b-node Broadcast
• p-node Peer-to-Peer
• m-node Mixed
• h-node Hybrid

14. In theNext Server Address field, enter the IP address of the next server in the boot
process for a DHCP client.

15. In the Domain Name field, enter the domain name in the boot process for a DHCP
client.
The domain name can be up to 255 characters in length.

16. In the Bootfile field, enter the name of the default boot image in the boot process
for a DHCP client.
The domain name can be up to 128 characters in length.

17. Click the Add button.
The pool configuration is added.

18. To save the settings to the running configuration, click the Save icon.

Change a DHCP pool You can change an existing DHCP pool.
To change a DHCP pool:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Services > DHCP Server > DHCP Pool Configuration.
The DHCP Pool Configuration page displays.

6. From the Pool Namemenu, select the pool.
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7. Change the settings as needed.
For more information about the settings, see Create a DHCP pool on page 101.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Remove a DHCP pool You can remove a DHCP pool that you no longer need.
To remove a DHCP pool:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Services > DHCP Server > DHCP Pool Configuration.
The DHCP Pool Configuration page displays.

6. From the Pool Namemenu, select the pool.

7. Click the Delete button.
The pool is removed.

8. To save the settings to the running configuration, click the Save icon.

Configure DHCP pool options
You can specify information that is included in the “options” field of a DHCP message
that the switch sends.

To configure DHCP pool options:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.
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3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Services > DHCP Server> DHCP Pool Options.
The DHCP Pool Options page displays.

6. From the Pool Namemenu, select the pool name.

7. In theOption Code field, specify the option code configured for the pool.
The range is from 1 to 254. For information about options and their format, see
information about RFC 2132 at https://tools.ietf.org/html/rfc2132.

8. Form theOption Typemenu, select one of the following option types for the pool:

• ASCII: Enter the information in theOption Value field in ASCII format.
• Hex: Enter the information in theOption Value field in hexadecimal format. The
possible formats are xx:xx and xxxx.xxxx.

• IP Address: In theOption Value field, enter an IPv4 address.

9. In theOption Value field, specify the option value for the pool according to your
selection in the previous step.

10. Click the Add button.
The option code is added for the pool.

11. To save the settings to the running configuration, click the Save icon.

Display DHCP server statistics
To display the DHCP server statistics:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Services > DHCP Server > DHCP Server Statistics.
The DHCP Server Statistics page displays.

6. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 30. DHCP server statistics information

DescriptionField

Binding Details

The number of automatic bindings on the DHCP server.Automatic Bindings

The number of expired bindings on the DHCP server.Expired Bindings

The number of the malformed messages on the DHCP server.Malformed Messages

Message Received

The number of DHCPDISCOVERmessages received by theDHCP server.DHCPDISCOVER

The number of DHCPREQUEST messages received by the DHCP server.DHCPREQUEST

The number of DHCPDECLINE messages received by the DHCP server.DHCPDECLINE

The number of DHCPRELEASE messages received by the DHCP server.DHCPRELEASE

The number of DHCPINFORM messages received by the DHCP server.DHCPINFORM

Message Sent

The number of DHCPOFFER messages sent by the DHCP server.DHCPOFFER
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Table 30. DHCP server statistics information (Continued)

DescriptionField

The number of DHCPACK messages sent by the DHCP server.DHCPACK

The number of DHCPNAK messages sent by the DHCP server.DHCPNAK

Display the DHCP bindings
To display the DHCP bindings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Services > DHCP Server > DHCP Bindings Information.
TheDHCPBindings Information page displays. The table displays information about
all bindings.

6. To search for a binding by IP address, enter the IP address in the Search Binding
IP field and click the Go button.
Information about the binding displays.

The following table describes the nonconfigurable fields on the page.

Table 31. DHCP bindings information

DescriptionField

The client's IP address.IP Address

The client's hardware address.Hardware Address
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Table 31. DHCP bindings information (Continued)

DescriptionField

The remaining lease time in days, hours andminutes (dd:hh:mm format).Lease Time Left

The type of binding (Dynamic or Manual).Type

Delete one or all dynamic DHCP bindings
To delete one or all dynamic DHCP bindings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Services > DHCP Server > DHCP Bindings Information.
The DHCP Bindings Information page displays.

6. Select one of the following radio buttons:

• All Dynamic Bindings: All dynamic bindings must be cleared.
• Specific Dynamic Binding: In the field, specify the IP address of the dynamic
binding that must be cleared.

7. Click the Clear button.
The selected binding or bindings are deleted.

8. To save the settings to the running configuration, click the Save icon.

View bindings with DHCP conflicts
You can view information about devices with IP address conflicts. A conflict might occur
when the same IP address is assigned to two or more devices in the network.
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To view DHCP bindings with conflicts:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Services > DHCP Server > DHCP Conflicts Information.
TheDHCPConflicts Information pagedisplays. The table displays information about
all bindings with conflicts.

6. To search for a bindingwith an IP address conflict, enter the IP address in the Search
Conflict IP Address field and click the Go button.
Information about the binding displays.

The following table describes the nonconfigurable fields on the page.

Table 32. DHCP conflicts information

DescriptionField

The IP address of the DHCP client.IP Address

The hardware address if the DHCP client.Hardware Address
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Table 32. DHCP conflicts information (Continued)

DescriptionField

The method with which the IP address of the DHCP client was detected

on the DHCP server.

Detection Method

The time when the conflict was detected in the

days;hours;minutes;seconds format since the switch was last restarted.

Detection Time

Delete one or all DHCP bindings with conflicts
To delete one or all DHCP bindings with conflicts:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Services > DHCP Server > DHCP Conflicts Information.
The DHCP Conflicts Information page displays.

6. Select one of the following radio buttons:

• All Address Conflicts: All bindings with IP address conflicts must be cleared.
• Specific Address Conflict: In the field, specify the IP address of the binding with
a conflict that must be cleared.

7. Click the Clear button.
The selected binding or bindings are deleted.

8. To save the settings to the running configuration, click the Save icon.
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DHCP relay and relay statistics

If the switch is functioning as a Layer 3 device, you can enable the Layer 3 DHCP relay
agent and let the switch relayDHCPmessages betweenDHCP clients andDHCP servers
that are located in a different IP subnet.

To configure a DHCP relay and display relay statistics:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Services > DHCP Relay.
The DHCP Relay page display.

6. in theMaximum Hop Count field, enter the maximum number of hops a client
request can take before being discarded.
The range is from 1 to 16. The default is 4.

7. Select the Admin mode Disable or Enable radio button to disable or enable the
DHCP relay on the switch.

8. In theMinimumWait Time field, enter theminimum time in seconds that the DHCP
relay must wait before forwarding requests.
The time is compared to the time stamp in the client's DHCP request packets, which
represents the time since the client was powered up. Packets are forwarded only
when the time stamp exceeds the minimum wait time. The range is from 0 to 100.

9. Select one of the following Circuit ID Option Mode radio buttons:

• Enable: Relay agent options are added to requests before they are forwarded to
the server and removed from replies before they are forwarded to clients.

• Disable: R relay agent options are not added to requests before they are
forwarded to the server and not removed from replies before they are forwarded
to clients.
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10. Click the Apply button.
Your settings are saved.

11. To save the settings to the running configuration, click the Save icon.

12. To refresh the information on the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 33. DHCP relay status information

DescriptionField

The total number of DHCP requests received from all clients since the time the

switch was started.

Requests Received

The total number of DHCP requests forwarded to the server since the time the

switch was started.

Requests Relayed

The total number of DHCP packets discarded by the relay agent since the time

the switch was started.

Packets Discarded

DHCP Layer 2 relay

If you enable and configure aDHCP relay agent on the switch, some Layer 2 (L2) devices
do not need to connect to a DHCP server on the physical network. A relay agent
automatically populates the gateway IP address (giaddr) field and adds the Relay Agent
Information option to DHCPmessages. A DHCP server uses this option for IP addresses
and other assignment policies. ADHCP relay agent is usually an IP routing-aware device,
which is also referred to as a Layer 3 relay agent. In some network configurations, L2
devices must append the Relay Agent Information option because they are closer to
the end hosts.

An L2 device can operate as a bridge only for a network and might not include an IPv4
address on the network. If an L2 device lacks an IPv4 source address, the device cannot
relay packets directly to a DHCP server that is located on another network. In that
situation, the L2 device can append the Relay Agent Information option and broadcast
the DHCP message.
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Configure the global DHCP L2 relay settings
To configure the global DHCP L2 relay settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectSystem>Services>DHCPL2Relay>DHCPL2RelayGlobalConfiguration.
The DHCP L2 Relay Global Configuration page displays.

6. Select the Admin mode Disable or Enable radio button to disable or enable the
DHCP L2 relay on the switch.
The default is Disable.

7. In the DHCP L2 Relay VLAN Configuration section, configure the following settings:

• VLAN ID: The ID of the VLAN that is already configured on the switch.
You cannot use this page to add a VLAN. For information about adding VLANs,
see VLANs on page 190.

• Admin mode: Enable or disable the DHCP L2 relay on the VLAN.
• Circuit ID mode: Enable or disable the circuit ID suboption of DHCP Option-82.
• Remote ID String: Specify the remote ID if the Remote ID option is enabled.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Configure a DHCP L2 relay interface
You can enable a DHCP L2 relay on an interface.
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To configure DHCP L2 relay interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Services > DHCP L2 Relay > DHCP L2 Relay Interface
Configuration.
The DHCP L2 Relay Interface Configuration displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. From the Admin modemenu, select to enable or disable the DHCP L2 relay on the
interface.
The default is Disable.

9. From the 82 Option Trust Modemenu, select to enable or disable the interface as
a trusted interface for Relay Agent Information option (Option 82).

10. Click the Apply button.
Your settings are saved.
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11. To save the settings to the running configuration, click the Save icon.

Display DHCP L2 relay interface statistics
To display the DHCP L2 relay interface statistics:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Services > DHCP L2 Relay > DHCP L2 Relay Interface Statistics.
The DHCP L2 Relay Interface Statistics page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• VLANS: Only VLANs are displayed.
• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. To refresh the information on the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 34. DHCP L2 relay interface statistics information

DescriptionField

The interface from which the DHCP message is received.Interface

Thenumber ofDHCPmessageswithOption 82 received fromanuntrusted

server.

UntrustedServerMsgsWithOpt82
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Table 34. DHCP L2 relay interface statistics information (Continued)

DescriptionField

Thenumber ofDHCPmessageswithOption 82 received fromanuntrusted

client.

UntrustedClientMsgsWithOpt82

The number ofDHCPmessageswithoutOption 82 received froma trusted

server.

TrustedServerMsgsWithoutOpt82

The number ofDHCPmessageswithoutOption 82 received froma trusted

client.

TrustedClientMsgsWithoutOpt82

UDP relay

You can enable the switch to function as aUDP relay, which enables the switch to forward
User Datagram Protocol (UDP) broadcast packets from a router to an IP address on a
local or non-local subnet.

Configure the global UDP relay settings and add a UDP
switch configuration
To configure the global UDP relay settings and add a UDP switch configuration:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Services > UDP Relay > UDP Relay Global Configuration.
The UDP Relay Global Configuration page displays.
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6. Select the Admin mode Disable or Enable radio button to disable or enable the
UDP relay on the switch.
The default is Disable.

7. In the UDP Relay Global Configuration section, configure the following settings:

• Server Address: Enter the IPv4 address of the UDP relay server.
• UDP Port: Select one of the following types of UDP destination ports:

• Other: The UDP Port Other Value field becomes available so that you can
enter a custom UDP port number.

• dhcp: Relay DHCP (UDP port 67) packets.

• domain: Relay DNS (UDP port 53) packets.

• isakmp: Relay ISAKMP (UDP port 500) packets.

• mobile-ip: Relay Mobile IP (UDP port 434) packets

• nameserver: Relay IEN-116 Name Service (UDP port 42) packets

• netbios-dgm: Relay NetBIOS Datagram Server (UDP port 138) packets

• netbios-ns: Relay NetBIOS Name Server (UDP port 137) packets

• ntp: Relay network time protocol (UDP port 123) packets.

• pim-auto-rp: Relay PIM auto RP (UDP port 496) packets.

• rip: Relay Routing Image Protocol (RIP) (UDP port 520) packets

• tacacs: Relay TACACS (UDP port 49) packet

• tftp: Relay TFTP (UDP port 69) packets

• time: Relay time service (UDP port 37) packets

• UDP Port Other Value: If you selectOther from the UDP Portmenu, enter a
custom UDP port number in the range from 0 to 65535.

8. Click the Add button.
The UDP switch configuration is added.

The Hit Count field displays the number of UDP packets that are detected on the
UDP interface.

9. To save the settings to the running configuration, click the Save icon.
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Change a UDP switch configuration
To change a UDP switch configuration:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Services > UDP Relay > UDP Relay Global Configuration.
The UDP Relay Global Configuration page displays.

6. In the UDP Relay Global Configuration section, select the check box for the UDP
switch configuration.

7. Change the settings as needed.
Formore information about the settings, seeConfigure the global UDP relay settings
and add a UDP switch configuration on page 117.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Remove a UDP switch configuration
To remove a UDP switch configuration:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Services > UDP Relay > UDP Relay Global Configuration.
The UDP Relay Global Configuration page displays.

6. In the UDP Relay Global Configuration section, select the check box for the UDP
switch configuration.

7. Click the Delete button.
The UDP switch configuration is removed.

8. To save the settings to the running configuration, click the Save icon.

Add a UDP interface configuration
To add a UDP relay interface configuration:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Services > UDP Relay > UDP Relay Interface Configuration.
The page UDP Relay Interface Configuration page displays.

6. From the Interfacemenu, select the interface or VLAN for which you are adding the
UDP configuration.

7. in the Server Address field, enter the IPv4 address of the UDP relay server.

8. From theUDPPortmenu, select one of the following types of UDPdestination ports:
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• Other: The UDP Port Other Value field becomes available so that you can enter
a custom UDP port number.

• dhcp: Relay DHCP (UDP port 67) packets.
• domain: Relay DNS (UDP port 53) packets.
• isakmp: Relay ISAKMP (UDP port 500) packets.
• mobile-ip: Relay Mobile IP (UDP port 434) packets
• nameserver: Relay IEN-116 Name Service (UDP port 42) packets
• netbios-dgm: Relay NetBIOS Datagram Server (UDP port 138) packets
• netbios-ns: Relay NetBIOS Name Server (UDP port 137) packets
• ntp: Relay network time protocol (UDP port 123) packets.
• pim-auto-rp: Relay PIM auto RP (UDP port 496) packets.
• rip: Relay Routing Image Protocol (RIP) (UDP port 520) packets
• tacacs: Relay TACACS (UDP port 49) packet
• tftp: Relay TFTP (UDP port 69) packets
• time: Relay time service (UDP port 37) packets

9. If you selectOther from the UDP Portmenu, enter a custom UDP port number in
the UDP Port Other Value. field.
The port number can be in the range from 0 to 65535.

10. From the Discardmenu, select if packets that match the condition are dropped:

• Enable: The packets are dropped. This selection functions only is you enter 0.0.0.0
as the server IP address.

• Discard: The packets are not dropped. This selection functions if the server IP
address is not 0.0.0.0.

11. Click the Add button.
The UDP interface configuration is added.

The Hit Count field displays the number of UDP packets that are detected on the
UDP interface.

12. To save the settings to the running configuration, click the Save icon.

Change a UDP interface configuration
To change a UDP switch configuration:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
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The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Services > UDP Relay > UDP Relay Interface Configuration.
The page UDP Relay Interface Configuration page displays.

6. From the Interfacemenu, select the interface or VLAN.

7. Change the settings as needed.
For more information about the settings, see Add a UDP interface configuration on
page 120.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Remove a UDP switch configuration
To remove a UDP switch configuration:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Services > UDP Relay > UDP Relay Interface Configuration.
The page UDP Relay Interface Configuration page displays.

6. From the Interfacemenu, select the interface or VLAN.
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7. Click the Delete button.
The UDP switch configuration is removed.

8. To save the settings to the running configuration, click the Save icon.

DHCPv6 server

You can configure settings for a DHCPv6 server, DHCPv6 pools, DHCPv6 prefix
delegation, DHCPv6 interfaces. and DHCPv6 bindings. You can also view DHCPv6
statistics.

Enable the DHCPv6 server
By default, theDHCPv6 server is disabled. You can enable it so that the switch can assign
network configuration information to IPv6 clients.

To enable the DHCPv6 server on the switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Services > DHCPv6 Server > DHCPv6 Server Configuration.
The DHCPv6 Server Configuration page displays.

6. Select the Admin mode Enable radio button.
The default value is Disable.

7. Click the Apply button.
Your settings are saved.

The DHCPv6 Server DUID field displays the DHCP Unique Identifier (DUID) of the
DHCPv6 server.
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8. To save the settings to the running configuration, click the Save icon.

Manage DHCPv6 pools
ADHCPv6 pool provides network configuration information that is available toDHCPv6
clients that request such information. You can add, change, and removeDHCPv6 pools.

Create aDHCPv6poolADHCPv6pool provides network configuration information
that is available to DHCPv6 clients that request such information.
To create a DHCPv6 pool:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Services > DHCPv6 Server > DHCPv6 Pool Configuration.
The DHCPv6 Pool Configuration page displays.

6. From the Pool Namemenu, select Create.

7. In the Pool Name field, type a name that identifies the DHCPv6 server pool.
The name can be up to 31 characters in length.

8. Click the Default Router Addresses link and specify the list of default IPv6 router
addresses for the pool.
You can specify up to eight default router addresses in order of preference.

9. Click theDomain Name link and specify the list of IPv6 domain names for the pool.
A domain name can be up to 255 alphanumeric characters in length.

10. Click the Apply button.
Your settings are saved.

11. To save the settings to the running configuration, click the Save icon.

Change a DHCPv6 pool You can change an existing DHCPv6 pool.
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To change a DHCPv6 pool:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Services > DHCPv6 Server > DHCPv6 Pool Configuration.
The DHCPv6 Pool Configuration page displays.

6. From the Pool Namemenu, select the name for the pool.
You cannot change the pool name.

7. Click the Default Router Addresses link and change the list of default IPv6 router
addresses for the pool.
You can specify up to eight default router addresses in order of preference.

8. Click theDomain Name link and change the list of IPv6 domain names for the pool.
A domain name can be up to 255 alphanumeric characters in length.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

Delete a DHCPv6 pool You can delete a DHCPv6 pool that you no longer need.
To delete a DHCPv6 pool:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Services > DHCPv6 Server > DHCPv6 Pool Configuration.
The DHCPv6 Pool Configuration page displays.

6. From the Pool Namemenu, select the name for the pool.

7. Click the Delete button.
The pool is deleted.

8. To save the settings to the running configuration, click the Save icon.

Manage DHCPv6 prefix delegation for pools
A prefix delegation configuration supplies an IPv6 prefix and prefix length to a DHCPv6
pool that provide network configuration information to DHCPv6 clients that request
such information.

A DHCPv6 client can request multiple IPv6 prefixes and can also request specific IPv6
prefixes. If a DHCPv6 pool contains the specific prefix that a DHCPv6 client requests,
the prefix is delegated to the client. Otherwise, the first available IPv6 prefix in a pool
is delegated to the client.

Create a DHCPv6 prefix delegation configuration for a pool To create a
DHCPv6 prefix delegation configuration for a pool:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Services > DHCPv6 Server > DHCPv6 Prefix Delegation
Configuration.
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The DHCPv6 Prefix Delegation Configuration page displays.

6. From the Pool Namesmenu, select a pool.

7. In the Prefix field, specify the IPv6 prefix.

8. In the Prefix Length field, specify the length that is associated with the IPv6 prefix.

9. In the DUID field, specify the DHCP Unique Identifier (DUID) that is associated with
the IPv6 prefix.

Note: The DUID and client name are used only if a device requests a prefix. In this
way, the device receives an IPv6 prefix instead of specific IPv6 address. If you assign
a specific IPv6 address to the device, you can leave the DUID and Client Name fields
blank.

10. In the Client Name, field, enter a client name that is associated with the IPv6 prefix.
The name, which is useful for logging or tracing, can be up to 31 characters.

11. In theValid Lifetime field, enter the time in seconds after which the IPv6 prefix times
out.
Enter a value between 0 and 4294967295.

12. In the Prefer Lifetime field, enter the preferred time in seconds after which the IPv6
prefix times out.
Enter a value between 0 and 4294967295.

13. Click the Add button.
The prefix delegation configuration is added for the selected pool.

14. To save the settings to the running configuration, click the Save icon.

Change a DHCPv6 prefix delegation configuration for a pool You can
change an existing DHCPv6 prefix delegation configuration.
To create a DHCPv6 prefix delegation configuration for a pool:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Services > DHCPv6 Server > DHCPv6 Prefix Delegation
Configuration.
The DHCPv6 Prefix Delegation Configuration page displays.

6. From the Pool Namesmenu, select the pool.

7. Change the settings as needed.
For more information about the settings, see Create a DHCPv6 prefix delegation
configuration for a pool on page 126.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Delete a DHCPv6 prefix delegation configuration for a pool You can
delete an existing DHCPv6 prefix delegation configuration that you no longer need.
To delete a DHCPv6 prefix delegation configuration for a pool:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Services > DHCPv6 Server > DHCPv6 Prefix Delegation
Configuration.
The DHCPv6 Prefix Delegation Configuration page displays.

6. From the Pool Namesmenu, select the pool.

7. Click the Delete button.
The prefix delegation configuration is deleted.
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8. To save the settings to the running configuration, click the Save icon.

Configure the DHCPv6 settings for an interface
You can configure theDHCPv6 settings for an interface so that the interface can provide
DHCPv6 services to attached devices.

To configure the DHCPv6 settings for an interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Services > DHCPv6 Server > DHCPv6 Interface Configuration.
The DHCPv6 Interface Configuration page displays.

6. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

7. From the Adminmodemenu, select to enable or disable the DHCPv6 server mode
on the interface.

Note: DHCPv6 server and DHCPv6 relay functions are mutually exclusive. For
information about configuring an interface as a DHCPv6 relay, see DHCPv6 relay
interface on page 135.

8. From the Pool Name field, select a DHCPv6 pool.
For more information, see Manage DHCPv6 pools on page 124.

Main User Manual129Configure Switch System
Information

AV Line of Fully Managed Switches M4250 Series Main User Manual



9. From theRapidCommitmenu, select to enable or disable an abbreviated exchange
between the device that requests IPv6 information and the DHCPv6 server.
This setting is optional.

10. In the Preference field, specify the preference value that a device can use to
determine the preference of this interface in relation to other DHCPv6 servers.
You can enter a value from 0 to 4294967295. The default is 0.

11. Click the Apply button.
Your settings are saved.

12. To save the settings to the running configuration, click the Save icon.

Display the DHCPv6 bindings
After a client acquires IPv6 configuration information from a DHCPv6 server, the server
adds an entry to the DHCPv6 bindings table.

To display DHCPv6 bindings information:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Services > DHCPv6 Server > DHCPv6 Bindings Information.
The DHCPv6 Bindings Information page displays.

6. To search for a binding, enter the IPv6 address in the Search Binding IP field and
click the Go button.
Information about the binding displays.

7. The following table describes the nonconfigurable fields on the page.

8. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.
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Table 35. DHCPv6 binding Information

DescriptionField

The IPv6 address of the client associated with the binding.Client Address

The interface number on which the client binding occurred.Client Interface

The DHCPv6 Unique Identifier (DUID) of the client. The DUID is a

combination of the client’s hardware address and client identifier.

Client DUID

The IPv6 address for the delegated prefix associated with this binding.Prefix

The IPv6mask length for the delegatedprefix associatedwith this binding.Prefix Length

The type of IPv6 prefix associated with this binding.Prefix Type

The number of seconds until the prefix associated with a binding expires.Expiry Time

The maximum amount of time in seconds that the client is allowed to use

the prefix.

Valid Lifetime

The preferred amount of time in seconds that the client is allowed to use

the prefix.

Prefer Lifetime

Display DHCPv6 server statistics
You can display the DHCPv6 server statistics, including information about the DHCPv6
messages, sent, received, and discarded globally and on each interface.

To display DHCPv6 server statistics:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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5. Select System > Services > DHCPv6 Server > DHCPv6 Server Statistics.
The DHCPv6 Server Statistics page displays.

6. Do one of the following:

• Display statistics for one interface: From the Interfacemenu, select the interface.
• Display statistics for all interfaces: From the Interface menu, select All.

7. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 36. DHCPv6 server statistics information

DescriptionField

Messages Received

The number of DHCPv6 messages received. The DHCPv6 messages

sent fromaDHCP v6 client to aDHCP v6 server include solicit, request,

confirm, renew, rebind, release, decline, and information-request

messages. Additionally, a DHCP v6 relay agent can forward

relay-forward messages to a DHCP v6 server.

Total DHCPv6 Packets Received

The number of DHCPv6 Solicit messages received. This type of

message is sent by a client to locate DHCPv6 servers.

DHCPv6 Solicit Packets Received

The number of requests received.DHCPv6 Request Packets Received

The number of DHCPv6 Confirm messages received. This type of

message is sent by a client to all DHCPv6 servers to determinewhether

its configuration is valid for the connected link.

DHCPv6 Confirm Packets Received

The number of DHCPv6 Renew messages received. This type of

message is sent by a client to extend and update the configuration

information provided by the DHCPv6 server.

DHCPv6 Renew Packets Received

The number of DHCPv6 Rebind messages received. This type of

message is sent by a client to any DHCPv6 server when it does not

receive a response to a Renew message.

DHCPv6 Rebind Packets Received

The number of DHCPv6 Release messages received. This type of

message is sent by a client to indicate that it no longer needs the

assigned address.

DHCPv6 Release Packets Received
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Table 36. DHCPv6 server statistics information (Continued)

DescriptionField

The number of DHCPv6 Decline messages received. This type of

message is sent by a client to the DHCPv6 server to indicate that an

assigned address is already in use on the link.

DHCPv6 Decline Packets Received

The number of DHCP v6 information-request messages received. This

type ofmessage is sent by a client to request configuration information

other than IP address assignment.

DHCPv6 Inform Packets Received

The number of DHCPv6 relay-forward messages received. This type

of message is sent by a relay agent to forward messages to servers.

DHCPv6 Relay-forward Packets

Received

The number of DHCP v6 relay-reply messages received. This type of

message is sent by a server to a DHCP v6 relay agent and contains the

message for the relay agent to deliver to the client.

DHCPv6 Relay-reply Packets

Received

The number ofDHCPv6messages receivedbut droppedbecause they

were malformed.

DHCPv6 Malformed Packets

Received

The number of packets discarded.ReceivedDHCPv6PacketsDiscarded

Messages Sent

The number of DHCPv6 messages sent. The DHCPv6 messages sent

from a DHCPv6 server to a DHCPv6 client include Advertise, Reply,

Reconfigure, and Relay-Reply messages.

Total DHCPv6 Packets Sent

The number ofDHCPv6Advertisemessages sent. This typeofmessage

is sent by a server to a DHCPv6 client in response to a Solicit message

and indicates that it is available for service.

DHCPv6 Advertisement Packets

Transmitted

The number of DHCPv6 Reply messages sent to a DHCPv6 client in

response to a solicit, request, renew, rebind, information-request,

confirm, release, or decline message.

DHCPv6 Reply Packets Transmitted

The number of DHCPv6 reconfigure messages sent. This type of

message is sent by a server to a DHCPv6 client to inform the client that

the server has new or updated information. The client then typically

initiates a renew/reply or Information-request/reply transaction with

the server to receive the updated information.

DHCPv6 Reconfig Packets

Transmitted
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Table 36. DHCPv6 server statistics information (Continued)

DescriptionField

The number of DHCPv6 Relay-Forward messages sent. This type of

message is sent by a relay agent to forward messages to servers.

DHCPv6 Relay-forward Packets

Transmitted

The number of DHCPv6 Relay-Reply messages sent. This type of

message is sent by a server to a DHCPv6 relay agent and contains the

message for the relay agent to deliver to the client.

DHCPv6 Relay-reply Packets

Transmitted

Delete DHCPv6 statistics for one or all interfaces
To delete DHCPv6 statistics for one or all interfaces:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Services > DHCPv6 Server > DHCPv6 Server Statistics.
The DHCPv6 Server Statistics page displays.

6. Do one of the following:

• Delete statistics for one interface: From the Interfacemenu, select the interface.
• Delete statistics for all interfaces: From the Interface menu, select All.

7. Click the Clear button.
The selected statistics are deleted.

8. To save the settings to the running configuration, click the Save icon.
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DHCPv6 relay interface

A DHCPv6 relay agent allows sub-options to be attached to messages that are being
relayed by the switch to a DHCPv6 server. In turn, the DHCPv6 server can use this
information in determining an address to assign to a DHCPv6 client.

To configure an interface as a DHCPv6 relay:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Services > DHCPv6 Relay.
The DHCPv6 Relay page displays.

The DHCPv6 Interface Configuration page displays.

6. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

7. From the Admin modemenu, select to enable or disable the DHCPv6 relay mode
on the interface.

Note: DHCPv6 relay and DHCPv6 server functions are mutually exclusive. For
information about configuring an interface as a DHCPv6 server, see Configure the
DHCPv6 settings for an interface on page 129.

8. From theRelay Interfacemenu, select the interface, LAG, or VLAN that is connected
to the DHCPv6 relay server.
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9. In the Destination IP Address field, specify the IPv6 address for the DHCPv6 relay
server.

10. In the Remote ID field, specify the relay agent information option.
The remote ID is derived from the DHCPv6 server DUID and the relay interface
number, or you can specify is as a user-defined string.

11. Click the Apply button.
Your settings are saved.

12. To save the settings to the running configuration, click the Save icon.

Power over Ethernet

You can configure the global Power over Ethernet (PoE) configuration settings and the
PoE settings for each port.

PoE concepts
The Power over Ethernet (PoE)models support eight PoE+or PoE++ports with the port
capacities and budgets that are described in the following table.

Table 37. PoE port capacities and budgets

Switch PoE BudgetPort CapacityPoE portsModel

125W30W8 PoE+ (802.3at)M4250-10G2F-PoE+

240W30W8 PoE+ (802.3at)M4250-10G2XF-PoE+

720W90W8 PoE++ (802.3bt)M4250-10G2XF-PoE++

300W30W8 PoE+ (802.3at)M4250-26G4F-PoE+

480W30W8 PoE+ (802.3at)M4250-26G4XF-PoE+

1440W with both
internal PSUs connected

90W8 PoE++ (802.3bt)M4250-26G4F-PoE++

480W30W8 PoE+ (802.3at)M4250-40G8F-PoE+
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Table 37. PoE port capacities and budgets (Continued)

Switch PoE BudgetPort CapacityPoE portsModel

960W30W8 PoE+ (802.3at)M4250-40G8XF-PoE+

2880W with three
internal PSUs connected

90W8 PoE++ (802.3bt)M4250-40G8XF-PoE++

Supplied power is prioritized according to the port order, up to the total power budget
of the device. Port 1 receives the highest PoE priority, while port 8 is relegated to the
lowest PoE priority.

If the power requirements for attached powered devices (PDs) exceed the total power
budget of the switch, the PoE power to the device on the highest-numbered active PoE
port is disabled to make sure that the devices connected to the higher-priority,
lower-numbered PoE ports are supported first.

Although a device might be listed as an 802.3bt PoE++-powered or 802.3at
PoE+-powered device, it might not require the maximum power limit that is specified
by its IEEE standard. Many devices require less power, allowing all 8 PoE ports to be
active simultaneously when the devices correctly report their PoE class to the switch.

The following table shows the standard power ranges, calculated with the maximum
cable length of 328 feet (100 meters). If a device receives insufficient PoE power from
the switch, consider using a shorter cable.

Table 38. PoE classes and PoE power allocations

PowerDelivered to
the PD

Maximum Power
Reserved for the PD

Class DescriptionCompatible PoE
Standard

Device
Class

0.44W–15.8W15.4WDefault power (full)PoE, PoE+, and PoE++0

0.44W–3.84W4.0WVery low powerPoE, PoE+, and PoE++1

3.84W–7.2W7.0WLow powerPoE, PoE+, and PoE++2

6.49W–15.9W15.4WMid powerPoE, PoE+, and PoE++3

12.95W–30.8W30.0WHigh powerPoE+ and PoE++4

25.5W–47.0W45.0WUltra high powerPoE++5

51.0W–64.4W60.0WUltra high powerPoE++6
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Table 38. PoE classes and PoE power allocations (Continued)

PowerDelivered to
the PD

Maximum Power
Reserved for the PD

Class DescriptionCompatible PoE
Standard

Device
Class

62.0W–81.1W75.0WUltra high powerPoE++7

71.0W–96.5W90.0WUltra high powerPoE++8

Configure the global PoE settings
To configure the global PoE setting:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > PoE > Basic > PoE Configuration.
The PoE Configuration page displays.

6. In the System Usage Threshold field, enter a number from 1 to 99 to set the
threshold level at which a trap is sent if the consumed power exceeds the threshold
power.

7. From thePowerManagementmodemenu, select thepowermanagement algorithm
that the switch uses to deliver power to the requesting PDs:

• Static: Select Static to specify that the power allocated for each port depends on
the type of power threshold that is configured on the port.

• Dynamic: Select Dynamic to specify that the power consumption on each port
is measured and calculated in real time. This is the default setting.

8. To set the traps, in the PoE Trap Configuration section, select one of the following
radio buttons:

• Enable: Activates the PoE traps. This is the default setting.
• Disable: Deactivate the PoE traps.
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9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 39. PoE information

DescriptionField

The firmware version of the PoE software.Firmware Version

The power status.Power Status

The maximum power in watts the switch can deliver to all ports.Total Power Available (W)

If the consumed power is below the threshold power, the switch can power up
another port. The consumed power can be between the nominal and threshold
power. The threshold power is displayed in watts.
Note: The threshold power value is determined by the value that you enter in
the System Usage Threshold field.

Threshold Power (W)

Total power in watts that is being delivered to all ports.Consumed Power (W)

Configure the PoE ports settings
To configure the PoE ports settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > PoE > Advanced > PoE Port Configuration.
The PoE Port Configuration page displays.

6. Select one or more ports by taking one of the following actions:
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• To configure a single port, select the check box associated with the port, or type
the port number in the Go To Interface field and click the Go button.

• To configuremultiple ports with the same settings, select the check box associated
with each port.

• To configure all ports with the same settings, select the check box in the heading
row.

7. From the Port Powermenu, select the administrative PoE mode of the port:

• Enable: The port’s capacity to deliver power is enabled. This is the default setting.
• Disable: The port’s capacity to deliver power is disabled.

8. From the Port Prioritymenu, select the priority for the port in relation to other ports
if the total power that the switch is capable of delivering exceeds the total power
budget:

• Low: Low priority. This is the default setting.
• Medium: Medium priority.
• High: High priority.
• Critical: Critical priority.

The port priority determines which ports can still deliver power after the total power
delivered by the switch exceeds the total power budget. (In such a situation, the
switch might not be able to deliver power to all connected devices.) If the same
priority applies to two ports, the lower-numbered port receives higher priority.

9. From the Power Modemenu, select the PoE mode that the port must function in:

• 802.3af: The port is powered in and limited to the IEEE 802.3af mode. A PD that
requires IEEE 802.3at does not receive power if the port functions in IEEE 802.3af
mode.

• Legacy: The port is powered using high-inrush current, which is used by legacy
PDs that require more than 15W to power up.

• Pre-802.3at: The port is initially powered in the IEEE 802.3af mode and, before
75msec pass, is switched to the high power IEEE 802.3at mode. Select this mode
if the PD does not perform Layer 2 classification or if the switch performs
2-event Layer 1 classification.

• 802.3at: The port is powered in the IEEE 802.3at mode and is backward
compatiblewith IEEE 802.3af. The 802.3atmode is the defaultmode. In thismode,
if the switch detects that the attached PD requests more power than IEEE 802.3af
but is not an IEEE 802.3at Class 4 device, the PD does not receive power from the
switch.

• Pre-802.3bt: The port supports Class 4 devices that use 4-pair PoE (4PPoE) to
receive power higher than 30Wbut that are not compliant with IEEE 802.3bt. The
port also supports the IEEE 802.3at and IEEE 802.3af modes.
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• 802.3bt-Type3. Theport supports the IEEE802.3bt Type3mode, the IEEE802.3at
mode, and the IEEE 802.3af mode.

• 802.3bt: The port is powered in the IEEE 802.3bt mode and is backward
compatible with IEEE 802.3at and IEEE 802.3af. In this mode, if the switch detects
that the attached PD requests more power than IEEE 802.3at but is not an IEEE
802.3bt device, the PD does not receive power from the switch.

10. From thePower Limit Typemenu, select how theport controls themaximumpower
that it can deliver:

• None: For PoE+ (802.3at) ports, the port draws up to Class 0 maximum power in
low power mode. In high power mode, the following applies:

• PoE+ (802.3at) ports: The port draws up to Class 4 maximum power.

• PoE++ (802.3bt) ports: The port draws up to Class 8 maximum power.

• Class: The port power limit is equal to the class of the attached PD. This is the
default setting. The upper limit is the power that a port can deliver to a PD. The
class is detected based on the PD that is attached to the port, and the following
applies:

• PoE+ (802.3at) ports: Possible values are from Class 0 to Class 4.

• PoE++ (802.3bt) ports: Possible values are from Class 0 to Class 8.

• User: The port power limit is equal to the value that is specified in the Power
Limit (W) field.

Note: If a PD does not report its class correctly, use of these options can preserve
additional PoE power by preventing the switch from delivering more power than
the PD requires. However, depending on which option you select, a PD that does
not report its class correctly might not power up at all.

11. In the Power Limit (W) field, enter the maximum power (in W) that the port can
deliver.
The following applies:

• PoE+ (802.3at) ports: The range is from 3.0W to 30.0W.
• 802.3bt-Type3 ports (which is a selection from the Power Modemenu): The
range is from 3.0W to 60.0W.

• PoE++ (802.3bt) ports: The range is from 3.0W to 99.9W.

12. From the Detection Typemenu, select how the port detects the attached PD:

• IEEE 802: The port performs a 4-point resistive detection. This is the default
setting.
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• 4pt 802.3af + Legacy: The port performs a 4-point resistive detection, and if
required, continues with legacy detection.

• Legacy: The port performs legacy detection.

13. From the Timer Schedulemenu, select a timer schedule or select None, which is
the default selection.
For information about setting up and configuring PoE timer schedules, see Timer
schedules on page 144.

14. Click the Apply button.
Your settings are saved.

15. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 40. PoE port information

DescriptionField

All ports supports high power mode.High Power

The maximum power in Watts that can be provided by the port.Max Power (W)

The class defines the range of power that a powered device (PD) is
drawing from the switch. The class definitions are as follows:
• 0: 0.44W–15.8W

• 1: 0.44W–3.84W

• 2: 3.84W–7.2W

• 3: 6.49W–15.9W

• 4: 12.95W–30.8W

• 5: 25.5W–47.0W

• 6: 51.0W–64.4W

• 7: 62.0W–81.1W

• 8: 71.0W–96.5W

• Unknown: The class cannot be detected, or no PD is attached to the
port.

Class

The voltage that is delivered to the PD in volts.Output Voltage (Volts)

The current that is delivered to the PD in mA.Output Current (mA)

The power that is delivered to the PD in watts.Output Power (W)
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Table 40. PoE port information (Continued)

DescriptionField

The operational status of the port:
• Disabled: No power is delivered.

• Delivering Power. Power is being drawn by the PD.

• Requesting Power: The port is requesting power.

• Fault: A problem occurred with the power.

• Test: The port is in test mode.

• Other Fault: The port is idle because of an error condition.

• Searching: The port is not in one of the other states in this list.

Status

The error description when the PoE port is in a fault state:
• No Error: The port is not in any error state and can provide power.

• MPSAbsent: Theport detected the absence of themain power supply,
preventing the port from providing power.

• Short: The port detected a short circuit condition, preventing the port
from providing power.

• Overload: The PD that is connected to the port attempts to drawmore
power than allowed by the port’s settings, preventing the port from
providing power at all.

• Power Denied: The port was denied power because of a shortage of
power or because of an administrative condition. In this condition,

Fault Status

Power-cycle one or more PoE ports
You can power-cycle one or more PoE ports. This might be useful if PoE ports function
not as expected.

To power-cycle one or more PoE ports:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.
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The System Information page displays.

5. Select System > PoE > Advanced > PoE Port Configuration.
The PoE Port Configuration page displays.

6. Select one or more ports by taking one of the following actions:

• To power-cycle a single port, select the check box associated with the port, or
type the port number in the Go To Interface field and click the Go button.

• To power-cycle multiple ports with the same settings, select the check box
associated with each port.

• Topower-cycle all ports with the same settings, select the check box in the heading
row.

7. Click the Power-Cycle Port(s) button.
The ports are power-cycled.

Timer schedules

You can define multiple timer schedules (each with a unique name) that you can use
for PoE power delivery to attached PDs and for access control lists:

• Timers schedules for use with PoE:
After you create a timer schedule, you can associate it with one or more PoE ports
(seeConfigure the PoEports settings onpage 139). You can also use a separate timer
schedule for each PoE port.
After you associate a timer schedule with a PoE port, the start date and time force
the PoE port to stop delivering power and the stop date and time enable the PoE
port to start delivering power.

• Timers schedules for use with access control lists:
After you create a timer schedule, you can associate it with one or more access
control lists (see Access control lists on page 646). You can also use a separate timer
schedule for each access control list.

You can create absolute timer schedules, which apply to specific dates and times, and
you can create recurring timer schedules. For each timer schedule, you can addmultiple
entries that apply to the selected timer schedule only.

Create a timer schedule
The maximum number of timer schedules that you can add is 100.

Main User Manual144Configure Switch System
Information

AV Line of Fully Managed Switches M4250 Series Main User Manual



To create a timer schedule:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Timer Schedule > Basic > Global Configuration.
The Timer Schedule Name page displays.

6. In the Timer Schedule Name field, specify the name for a timer schedule.

7. Click the Add button.
The timer schedule is added to the table on the Timer Schedule Name page and is
assigned an ID.

8. To save the settings to the running configuration, click the Save icon.

Specify the settings for an absolute timer schedule
An absolute timer schedule applies to specific dates and times. The schedule is executed
once only.

To specify the settings for a timer schedule that uses specific dates and times:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.
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The System Information page displays.

5. Select System > Timer Schedule > Advanced > Timer Schedule Configuration.
The Timer Schedule Configuration page displays.

6. In the Timer Schedule Selection section, make your selections from the following
menus:

a. Timer Schedule Name. Select the name of the timer schedule that you want to
configure.
You can select only names of schedules that you created (see Create a timer
schedule on page 144).

b. Timer Schedule Type. Select Absolute.
The fields in the Timer Schedule Configuration section might adjust to let you
configure a timer schedule for specific dates and times.

c. Timer Schedule Entry. To add a new entry, select new.
Selecting an existing entry lets you make changes to that entry.

7. In the Timer Schedule Configuration section, specify the times and dates:

a. In the TimeStart field, enter the timeof day in theHH:MM format to specify when
the timer schedule must start.

b. In the Time End field, enter the time of day in the HH:MM format to specify when
the timer schedule must stop.

c. Next to the Date Start field, click the calendar icon and use the menus in the
pop-up window to enter the date in the DD-Mon-YYY format to specify when the
timer schedule must start.

d. Next to the Date End field, click the calendar icon and use the menus in the
pop-up window to enter the date in the DD-Mon-YYY format to specify when the
timer schedule must stop.

8. Click the Add button.
The entry for the timer schedule is added.

9. To save the settings to the running configuration, click the Save icon.

Specify the settings for a recurring timer schedule
A recurring schedule allows you to set up a single schedule that starts at a particular
date and that recurs either with a specific end date or indefinitely.
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For a single recurring timer schedule, you can add adaily, weekly, andmonthly schedule
configuration. That is, these schedule configurations are not mutually exclusive but
complement each other.

To specify the settings for a timer schedule that uses a recurring pattern:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Timer Schedule > Advanced > Timer Schedule Configuration.
The Timer Schedule Configuration page displays.

6. In the Timer Schedule Selection section, make your selections from the following
menus:

a. Timer Schedule Name: Select the name of the timer schedule that you want to
configure.
You can select only names of schedules that you created (see Create a timer
schedule on page 144).

b. Timer Schedule Type: Select Periodic.
The fields in the Timer Schedule Configuration section might adjust to let you
configure a timer schedule with a recurrence pattern.

c. Timer Schedule Entry: To add a new entry, select new.
Selecting an existing entry lets you make changes to that entry.

7. In the Timer Schedule Configuration section, specify the recurrence pattern:

a. In the TimeStart field, enter the timeof day in theHH:MM format to specify when
the timer schedule must start.

b. In the Time End field, enter the time of day in the HH:MM format to specify when
the timer schedule must stop.
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c. Next to the Date Start field, click the calendar icon and use the menus in the
pop-up window to enter the date in the DD-Mon-YYY format to specify when the
timer schedule must start.

d. Either select theNo End Date radio button or select the End Date radio button,
and next to the End Date field, click the calendar icon and use the menus in the
pop-up window to enter the date in the DD-Mon-YYY format to specify when the
timer schedule must stop.

e. From the Recurrence Patternmenu, select the pattern:

• Daily: The timer schedule works with daily recurrence. The fields adjust.
Either select the Every Weekday radio button to let the schedule operate
from Monday through Friday or select the Every Day(s) radio button and
enter a number from 0 to 255 in the field.
In the latter case, the schedule is triggered every specified number of days.
If the number of days is not specified, or if you enter 0, then the schedule is
triggered only once.

• Weekly: The timer schedule works with weekly recurrence. The fields adjust.
In the Every Week(s) field, enter a number from 0 to 255 to specify that the
schedule must be triggered every specified number of weeks. If the number
of weeks is not specified, or if you enter 0, then the schedule is triggered only
once.
Select a singleWeekDay check box,multiple check boxes, or all check boxes
to specify the day or days of the week that the schedule must operate.

• Monthly: The timer scheduleworkswithmonthly recurrence. The fields adjust.
In the Day field, enter a number from 1 to 31 to specify the day of the month
when the schedule must be triggered.
In the Every Month(s) field, enter a number from 0 to 99 to specify that the
schedulemust be triggered every specified number ofmonths. If the number
of months is not specified, or if you enter 0, then the schedule is triggered
only once.

8. Click the Add button.
The entry for the timer schedule is added.

9. To save the settings to the running configuration, click the Save icon.

Change the settings for a recurring timer schedule entry
You can change the settings for an existing recurring timer schedule entry. (You cannot
do this for an existing absolute timer schedule.)
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To change the settings for an existing recurring timer schedule entry:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Timer Schedule > Advanced > Timer Schedule Configuration.
The Timer Schedule Configuration page displays.

6. From the Timer Schedule Namemenu, select the schedule name.

7. From the Timer Schedule Typemenu, select the schedule type.

8. From the Timer Schedule Entrymenu, select the schedule entry.

9. Make the changes to the schedule entry.
For more information, see Specify the settings for a recurring timer schedule on
page 146.

10. Click the Apply button.
Your settings are saved.

11. To save the settings to the running configuration, click the Save icon.

Delete a timer schedule entry
You can delete a timer schedule entry that you no longer need.

To delete a timer schedule entry:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Timer Schedule > Advanced > Timer Schedule Configuration.
The Timer Schedule Configuration page displays.

6. From the Timer Schedule Namemenu, select the schedule name.

7. From the Timer Schedule Typemenu, select the schedule type.

8. From the Timer Schedule Entrymenu, select the schedule entry.

9. Click the Delete button.
The entry is deleted.

10. To save the settings to the running configuration, click the Save icon.

Delete a timer schedule
You can delete a timer schedule that you no longer need. All entries that are part of the
timer schedule are also deleted.

To delete a timer schedule:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Timer Schedule > Basic > Global Configuration.
The Timer Schedule Name page displays.

6. Select the check box for the schedule that you want to delete.

7. Click the Delete button.
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The schedule is deleted.

8. To save the settings to the running configuration, click the Save icon.

Simple Network Management Protocol

You can configure SNMP settings for SNMPv1, SNMPv2, and SNMPv3. The switch
supports the configuration of SNMP groups and users that can manage traps that the
SNMP agent generates.

The switch uses both standard public MIBs for standard functionality and private MIBs
that support additional switch functionality.

Manage SNMPv1 and SNMPv2 communities
By default, no SNMP communities exist. The communities that you define can access
to the switch using the SNMPv1 and SNMPv2. Only those communities with read/write
level access can be used to change the configuration using SNMP.

Add an SNMPv1 and SNMPv2 community You can add an SNMPv1 and
SNMPv2 community, which allows both SNMPv1 and SNMPv2 access.
To add an SNMPv1 and SNMPv2 community:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > SNMP > SNMP V1/V2 > Community Configuration.
The Community Configuration page displays.

6. In the Community Name field, enter a name for a new community.
The name can be up to 16 characters.

7. Specify the client IP address and client IP mask:
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• Client Address: Enter the IP address of the client.
• Client IP Mask: Enter the IP mask of the client.

The client IP address and client IP mask together denote a range of IP addresses
from which SNMP clients can use the community to access the switch.

If either the client IP address or client IP mask is 0.0.0.0, access is allowed from any
IP address. Otherwise, every client’s IP address is ANDed with the mask, as is the
client IP address. If the values are equal, access is allowed.

For example, if the client IP address and client IPmask are 192.168.1.0/255.255.255.0,
any client with an IP address in the range from 192.168.1.0 to 192.168.1.255
(inclusive) is allowedaccess. To allowaccess fromonly one station, use amanagement
station IP mask value of 255.255.255.255, and use that computer’s IP address as the
client address.

8. From the Access Modemenu, select the access level for this community, which is
either Read/Write or Read Only.

9. Click the Add button.
The community is added.

10. To save the settings to the running configuration, click the Save icon.

Change an existing SNMPv1 and SNMPv2 community You can change an
existing SNMPv1 and SNMPv2 community.
To modify an existing SNMPv1 and SNMPv2 community:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > SNMP > SNMP V1/V2 > Community Configuration.
The Community Configuration page displays.

6. Select the check box next to the community.

7. Change the settings as needed.
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For more information about the settings, see Add an SNMPv1 and SNMPv2
community on page 151.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Delete an SNMPv1 and SNMPv2 community You can delete an SNMPv1 and
SNMPv2 community that you no longer need.
To delete an SNMPv1 and SNMPv2 community:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > SNMP > SNMP V1/V2 > Community Configuration.
The Community Configuration page displays.

6. Select the check box next to the community.

7. Click the Delete button.
The community is deleted.

8. To save the settings to the running configuration, click the Save icon.

Manage the SNMPv1 and SNMPv2 trap settings
For each SNMP community, you can specify the source interface that must be used on
the switch, the community name, the associated IP address, and other settings.

Add an SNMPv1 or SNMPv2 trap configuration for a host You can add a
trap configuration for a host, enabling the host to receive SNMPv1 or SNMPv2 traps.
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To add an SNMPv1 or SNMPv2 trap configuration for a host:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > SNMP > SNMP V1/V2 > Trap Configuration.
The Trap Configuration page displays.

6. From the Source Interface menu, select the source interface that must be used for
the SNMP trap receiver:

• None: The primary IP address of the originating (outbound) interface is used as
the source address.

• Routing interface: The primary IP address of a physical port is used as the source
address.

• Routing VLAN: The primary IP address of a VLAN routing interface is used as the
source address.

• Routing loopback interface: The primary IP address of a routing loopback
interface is used as the source address.

• Tunnel interface: The IPv6 tunnel interface.
• Service port: The management port source IP address is used as the source
address.

By default, VLAN 1 is used as the source interface.

7. In the Community Name field, specify the name of the SNMP community that
includes the SNMP management host and the SNMP agent on the device.
This name can be up to 16 characters and is case-sensitive.

8. From the Versionmenu, select the SNMP version to be used by the receiver:

• SNMPv1: The switch uses SNMPv1 to send traps to the receiver. The default
setting is SNMPv1.

• SNMPv2: The switch uses SNMPv2 to send traps to the receiver.
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9. From the Protocolmenu, select the protocol to be used by the receiver:
Select IPv4 if the receiver's address is an IPv4 address or IPv6 if the receiver's address
is an IPv6 address. Or, you can select DNS and enter a domain name.

10. In theAddress field, enter the IPv4 or IPv6 address or the domain name, depending
on your selection from the Protocolmenu.

11. Click the Add button.
The trap configuration is added.

12. To save the settings to the running configuration, click the Save icon.

Change an SNMPv1 or SNMPv2 trap configuration for a host You can
change an existing SNMPv1 or SNMPv2 trap configuration for a host.
To change an SNMPv1 or and SNMPv2 trap configuration for a host:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > SNMP > SNMP V1/V2 > Trap Configuration.
The Trap Configuration page displays.

6. Select the check box next to the trap configuration.

7. Change the settings as needed.
For more information about the settings, see Add an SNMPv1 or SNMPv2 trap
configuration for a host on page 153.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Delete an SNMPv1 or SNMPv2 trap configuration for a host You can
delete an SNMPv1 or SNMPv2 trap configuration that you no longer need for a host.
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To delete an SNMPv1 or SNMPv2 trap configuration for a host:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > SNMP > SNMP V1/V2 > Trap Configuration.
The Trap Configuration page displays.

6. Select the check box next to the trap configuration.

7. Click the Delete button.
The trap configuration is deleted.

8. To save the settings to the running configuration, click the Save icon.

Configure SNMPv1 and SNMPv2 trap flags
You can enable or disable specific traps. When the condition that is identified by an
active trap occurs on the switch, a trap message is sent to any enabled SNMP trap
receivers, and a message is written to the trap log.

To configure the trap flags:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

Main User Manual156Configure Switch System
Information

AV Line of Fully Managed Switches M4250 Series Main User Manual



The System Information page displays.

5. Select System > SNMP > SNMP V1/V2 > Trap Flags.
The Trap Flags page displays.

6. Select the Authentication Disable or Enable radio button.
This setting enables or disables activation of authentication failure traps. The default
is Enable.

When enabled, SNMP traps are sent when events involving authentication occur,
such as when a user attempts to access the switch main UI and does not provide a
valid user name and password.

7. Select the Link Up/Down Disable or Enable radio button
This setting enables or disables activation of link status traps. The default is Enable.

When enabled, SNMP traps are sent when the administrative or operational state of
a physical or logical link changes

8. Select the Multiple Users Disable or Enable radio button
This setting enables or disables activation ofmultiple user traps. Thedefault is Enable.
This trap is triggered when the same user ID is logged into the switch more than
once at the same time (either through Telnet or the serial port).

9. Select the Spanning Tree Disable or Enable radio button.
This setting enables or disables activation of spanning tree traps. The default is
Enable.

10. Select the ACL Disable or Enable radio button.
This setting enables or disables activation of ACL traps. The default is Disable.

11. Select the Captive Portal Disable or Enable radio button.
This setting enables or disables activation of captive portal traps. The default is
Disable.

12. Select the PIM Disable or Enable radio button.
This setting enables or disables activation of PIM traps. The default is Disable.

13. Select the PoE Disable or Enable radio button.
This setting enables or disables activation of PoE traps. The default is Enable.

14. Click the Apply button.
Your settings are saved.

15. To save the settings to the running configuration, click the Save icon.
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Display the supported MIBs
To display the MIBs supported by the switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > SNMP > SNMP V1/V2 > Supported MIBs.
The Supported MIBs page displays.

The Name field displays the RFC number, if applicable, and the name of the MIB.

The Description field displays the RFC title or MIB description.

Manage SNMPv3 users
You can manage SNMPv3 user accounts and set up authentication and encryption.

Add an SNMPv3 user account You can add an SMPv3 user account.
To add an SNMPv3 user account:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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5. Select System > SNMP > SNMP V3 > User Configuration.
The User Configuration page displays.

6. In the User Name field, type a name for the user account.
The name can up be up to 30 characters.

7. From the SNMPv3AccessModemenu, selectRead-OnlyorRead/Write to specify
the SNMPv3 access privileges for the user account.
The SNMPv3 access privileges for the admin account are Read/Write.

8. From the Authentication Protocolmenu, select SHA512 for the authentication.
SHA512 is the only possible choice from the menu.

9. From the Authentication Protocolmenu, specify a password (key) in the
Authentication Key field.
The password can be up to 32 characters.

10. From the Encryption Protocolmenu, select None or AES128 for the encryption:

• None: The information is not encrypted.
• AES128: You must specify an encryption password for SNMPv3 access (see the
following step).

11. If you selectAES128 from the Encryption Protocolmenu, specify a password (key)
in the Encryption Key field.
The password can be up to 32 characters.

12. Click the Add button.
The SNMPv3 user account is added.

13. To save the settings to the running configuration, click the Save icon.

Change an SNMPv3 user account You can change an existing SMPv3 user
account.
To change an existing SNMPv3 user account:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > SNMP > SNMP V3 > User Configuration.
The User Configuration page displays.

6. Select the check box next to the SNMPv3 user account.

7. Change the settings as needed.
For more information about the settings, see Add an SNMPv3 user account on page
158.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Delete an SNMPv3 user account You can delete an SMPv3 user account that
you no longer need.
To delete an SNMPv3 user account:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > SNMP > SNMP V3 > User Configuration.
The User Configuration page displays.

6. Select the check box next to the SNMPv3 user account.

7. Click the Delete button.
The SNMPv3 user account is deleted.
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8. To save the settings to the running configuration, click the Save icon.

Link Layer Discovery Protocol

Link Layer Discovery Protocol (LLDP), which is the defined in IEEE 802.1AB, lets devices
on a LAN advertise major capabilities and physical descriptions. You can view this
information to identify the system topology and detect problematic configurations in
the LAN.

LLDP is a one-way protocol without request and response sequences. Information is
advertisedbydevices that are configured to transmit LLDPand is received andprocessed
by devices that are configured to receive LLDP. You can enable anddisable the transmit
and receive functions separately per port. By default, both transmit and receive functions
are disabled on all ports.

Configure the global LLDP settings
You can specify LLDP settings that are globally applied to the switch.

To configure the global LLDP settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > LLDP > Global Configuration.
The Global Configuration page displays.

6. In the TLV Advertised Interval field, enter the interval in seconds to transmit LLDP
frames.
The range is from 5 to 32768 secs. The default is 30 seconds.
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7. In the Hold Multiplier field, enter the multiplier for the value that you enter in the
TLV Advertised Interval field, which determines the time-to-live (TTL) for LLDP
notifications.
The range is from 2 to 10 secs. The default value is 4. As an example, if the value
that you enter in the TLVAdvertised Interval field is 30 and the value that you enter
in the Hold Multiplier field is 4, the TTL for LLDP notifications is 120 seconds.

8. In the Reinitialization Delay field, enter the delay before reinitialization starts.
The range is from 1 to 10 secs. The default is 2 seconds.

9. In the Notification Interval field, enter the interval in seconds for the transmission
of notifications.
The range is from 5 to 3600 secs. The default is 5 seconds.

10. Click the Apply button.
Your settings are saved.

11. To save the settings to the running configuration, click the Save icon.

Configure LLDP interface settings
You can specify LLDP settings that are applied to one or more interfaces.

To configure LLDP interface settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > LLDP > Interface Configuration.
The Interface Configuration.page displays.

6. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.
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• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

The Link Status fields shows whether the interface is up or down.

7. From the Transmitmenu, select if the interface can transmit LLDP notifications.
The default is Enable.

8. From the Receivemenu, select if the interface can receive LLDP notifications.
The default is Enable.

9. From the Notifymenu, select if the interface can support LLDP notifications.
The default is Disable.

10. As an option, configure the following Type Length Value (TLV) information, all of
which are enabled by default:

• Port Description: Select if the interface can send a port description in an LLDP
frame.

• SystemName: Select if the interface can send the systemname in an LLDP frame.
• SystemDescription: Select if the interface can send the system description in an
LLDP frame.

• System Capabilities: Select if the interface can send the system capabilities in
an LLDP frame.

11. From theManagement Informationmenu, select if the management address is
transmitted in LLDP frames.

12. Click the Apply button.
Your settings are saved.

13. To save the settings to the running configuration, click the Save icon.

Display or clear LLDP statistics
To display or clear LLDP statistics:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > LLDP > Statistics.
The Statistics page displays.

6. To refresh the page, click the Refresh button.

7. To clear all LLDP statistics, click the Clear button.
All statistics are cleared.

8. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 41. LLDP statistics information

DescriptionField

LLDP Statistics
These statistics are for the switch.

The time when an entry was created, modified or deleted in the tables
associated with the remote system.

Last Update

The number of times the complete set of information advertised by a
particular MAC Service Access Point (MSAP) was inserted into tables
associated with the remote systems.

Total Inserts

The number of times the complete set of information advertised by a
particular MAC Service Access Point (MSAP) was deleted from tables
associated with the remote systems.

Total Deletes

The number of times the complete set of information advertised by a
particular MAC Service Access Point (MSAP) could not be entered into
tables associated with the remote systems because of insufficient
resources.

Total Drops

The number of times the complete set of information advertised by a
particular MAC Service Access Point (MSAP) was deleted from tables
associated with the remote systems because the information timeliness
interval has expired.

Total Ageouts

LLDP Statistics
Therese statistics are for interfaces.

The interface.Interface
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Table 41. LLDP statistics information (Continued)

DescriptionField

The number of LLDP frames transmitted by the LLDP agent.Transmit Total

The number of valid LLDP frames received by this LLDP agent.Receive Total

The number of LLDP TLVs discarded for any reason by the LLDP agent.Discards

The number of invalid LLDP frames received by the LLDP agent.Errors

The number of age-outs that occurred. An age-out is the number of times
the complete set of information advertised by a particular MAC Service
Access Point (MSAP) was deleted from tables associated with the remote
entries because information timeliness interval expired.

Ageouts

The number of LLDP TLVs discarded by the LLDP agent.TLV Discards

The number of LLDP TLVs received that were not recognized by the LLDP
agent.

TLV Unknowns

The total number of LLDP-MED TLVs received.TLV MED

The total number of LLDP TLVs received that are of type 802.1.TLV 802.1

The total number of LLDP TLVs received that are of type 802.3.TLV 802.3

The total number of LLDP TLVs received that are of type UPOE.TLV UPOE

The total number of LLDP TLVs received that are of type NTGR.TLV NTGR

Display LLDP local device information
You can display LLDP local device information, which is information that the switch itself,
or an interface of the switch, advertises.

To display LLDP local device information:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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5. Select System > LLDP > Local Device Information.
The Local Device Information page displays.

6. From the Interfacemenu, select an interface on which the transmission of LLDP
frames is enabled.

7. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 42. LLDP local device information

DescriptionField

The switch identifier is the MAC address of the switch (see the following

field).

Chassis ID Subtype

The MAC address of the switch.Chassis ID

The port identifier is the MAC address of the interface (see the following

field).

Port ID Subtype

The MAC address of the interface on the switch.Port ID

The system name, if any, of the switch.System Name

The description of the switch.System Description

The interface name, if any, of the interface on the switch.Port Description

The system capabilities of the switch.SystemCapabilities Supported

The system capabilities of the switch that are enabled.System Capabilities Enabled

The type of the management IP address of the switch.Management Address Type

The advertised management IP address of the switch.Management Address

Display LLDP remote device information
You can display LLDP remote device information, which is information that the device
that is connected to an interface advertises.

To display LLDP remote device information:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
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The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > LLDP > Remote Device Information.
The Remote Device Information page displays.

6. From the Interfacemenu, select an interface on which the reception of LLDP frames
is enabled.

7. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 43. LLDP remote device information

DescriptionField

The ID of the remote device.Remote ID

The MAC address of the remote device.Switch ID

The switch identifier is the MAC address of the remote device (see the

previous field).

Switch ID Subtype

The identifier that is associated with the interface on the remote device.Port ID

The type of the port identifier on the remote device.Port ID Subtype

The system name, if any, of the remote device.System Name

The description of the remote device.System Description

The interface name, if any, of the interface on the remote device.Port Description

The system capabilities that are supported on the remote device.System Capabilities Supported

The system capabilities that are enabled on the remote device.System Capabilities Enabled

The time-to-live period in seconds of the received remote entry.Time to Live
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Table 43. LLDP remote device information (Continued)

DescriptionField

The type of the management IP address of the remote device.Management Address Type

The advertised management IP address of the remote device.Management Address

Display the LLDP remote device inventory
The LLDP inventory consists of the devices that LLDP detects.

To display the LLDP remote device inventory:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > LLDP > LLDP > Remote Device Inventory.
The Remote Device Inventory page displays.

6. To search for an interface, enter the interface number in the format 0/x, in which x
is the interface number, in the Search Interface field and click the Go button.
Information about the interface displays.

7. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.
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Table 44. LLDP remote device inventory information

DescriptionField

The interface on the switch on which LLDP information is received.Port

The remote device ID.Remote Device ID

The advertised management address of the remote device.Management Address

The MAC address of the remote device.MAC Address

The system name of the remote device.System Name

The interface number of the remote device.Remote Port ID

The Type-Length-Value (TLV) organizationally unique identifier (OUI) of

the remote device.

OUI

The subtype of the TLV OUI of the remote device.OUI Subtype

Link Layer Discovery Protocol for Media
Endpoint Devices

Link Layer Discovery Protocol for Media Endpoint Discovery (LLDP-MED) is an
enhancement to LLDP with support for the following features:

• Auto-discovery of LANpolicies (such as VLAN, Layer 2 priority, andDiffServ settings),
which allows for plug-and-play networking.

• Device location discovery, which allows for the creation of location databases.

• Extended and automated power management of Power over Ethernet endpoints.

• Inventory management, which lets you track your network devices and determine
their characteristics, such as manufacturer, software and hardware versions, and
serial or asset numbers.

Configure the global LLDP-MED settings
You can specify LLDP-MED settings that are globally applied to the switch.
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To configure the global LLDP-MED settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > LLDP > LLDP-MED > Global Configuration.
The Global Configuration page displays.

6. In the Fast Start Repeat Count field, enter the number of LLDP PDUs that are
transmitted when the protocol is enabled.
The range is from (1 to 10). Default value of fast repeat count is 3.

TheDeviceClass field displays the switchMEDclassification. The switch is aNetwork
connectivity device.

The following four types of MED devices exist, of which the first three are endpoints:

• Class I: Generic devices, which include IP communication controllers.
• Class II: Media devices, which include conference bridges.
• Class III: Communication devices, which include IP telephones.
• Class IV: Network connectivity devices, which include LAN switches, routers,
IEEE 802.1 bridges, and IEEE 802.11 WiFi access points.

7. Click the Apply button.
Your settings are saved.

8. To save the settings to the running configuration, click the Save icon.

Configure LLDP-MED interface settings
You can specify LLDP-MED settings that are applied to one or more interfaces.

To configure LLDP-MED interface settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
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The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > LLDP > LLDP-MED > Interface Configuration.
The Interface Configuration page displays.

6. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

The following two fields are nonconfigurable on the page:

• The Link Status fields shows whether the interface is up or down.
• The Operational Status field shows whether LLDP-MED TLVs are transferred on
this interface.

7. From theMED Statusmenu, select if LLDP-MED mode is enabled or disabled on
the interface.
The default is Enable.

8. From the Receivemenu, select if the interface can receive LLDP notifications.
The default is Enable.

9. From the Notification Statusmenu, select if the interface can support LLDP-MED
notifications.
The default is Disable.

10. Configure if the following transmit Type Length Value (TLV) information, all of which
is enabled by default, is transmitted for LLDP-MED in LLDP PDU frames:

• MEDCapabilities. Select if the interface can send theMED capabilities in an LLDP
frame.
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• Network Policy: Select if the interface can send the network policy in an LLDP
frame.

• Location Identification: Select if the interface can send location information in
an LLDP frame.

• Extended MDI-PSE: Select if the interface can send power sourcing equipment
(PSE) information in an LLDP frame.

• Inventory Information: Select if the interface can send inventory information in
an LLDP frame.

11. Click the Apply button.
Your settings are saved.

12. To save the settings to the running configuration, click the Save icon.

Display LLDP-MED local device information
You can display LLDP-MED local device information, which is information that the switch
itself, or an interface of the switch, advertises.

To display LLDP-MED local device information:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > LLDP > LLDP-MED > Local Device Information.
The Local Device Information page displays.

6. From the Interfacemenu, select an interface onwhich the transmission of LLDP-MED
frames is enabled.

7. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.
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Table 45. LLDP-MED local device information

DescriptionField

Network Policy Information

Displays if a network policy TLV is present in LLDP-MED frames that are transmitted.

The application type, which can be one of the following:

• unknown

• voice signaling

• guest voice

• guest voice signaling

• soft phone voice

• videoconferencing

• streaming video

• video signaling

Each application type that is transmitted includes the VLAN ID, priority,

DSCP, tagged bit status, and unknown bit status. An interface can

receive one or many such application types.

This information is displayed only if a network policy TLV is transmitted.

Media Application Type

The VLAN ID that is transmitted.VLAN ID

The priority that is transmitted.Priority

The DSCP that is transmitted.DSCP

The unknown bit status that is transmitted.Unknown Bit Status

The tagged bit status that is transmitted.Tagged Bit Status

Inventory Information

Displays if an inventory TLV is present in LLDP-MED frames that are transmitted.

The hardware version that is transmitted.Hardware Revision

The firmware version that is transmitted.Firmware Revision

The software version that is transmitted.Software Revision

The serial number that is transmitted.Serial Number
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Table 45. LLDP-MED local device information (Continued)

DescriptionField

The manufacturers name that is transmitted.Manufacturer Name

The model name that is transmitted.Model Name

The asset ID that is transmitted.Asset ID

Location Information

Displays if a location TLV is present in LLDP-MED frames that are transmitted.

The type of location information that is transmitted.Sub Type

The location information that is transmitted.Location Information

Extended PoE

Displays if PoE device information is present in LLDP-MED frames that are transmitted.

The type of PoE device that is transmitted. The switch can supply PoE, so

it is a power sourcing equipment (PSE).

Device Type

The type of power source that is transmitted.Power Source

The type of power priority that is transmitted.Power Priority

The power in watts that is transmitted, that is, the information is

transmitted, not the actual power.

Power Value

Display the LLDP-MED remote device information
You can display LLDP-MED remote device information, which is information that the
device that is connected to an interface advertises.

To display the LLDP-MED remote device information:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > LLDP > LLDP-MED > Remote Device Information.
The Remote Device Information page displays.

6. From the Interfacemenu, select an interface on which the reception of LLDP-MED
frames is enabled.
The Remote ID field displays the ID that is assigned to the remote device.

7. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 46. LLDP-MED remote device information

DescriptionField

Capability Information

Displays the supported capabilities that are received in LLDP-MED frames.

The system capabilities that are supported on the remote device.Supported Capabilities

The system capabilities that are enabled on the remote device.Enabled Capabilities

The device class that is advertised by the remote device.

The device class can be Generic, Media, Communication, or Network

Connectivity.

Device Class

Network Policies Information

Displays the network policies information that is received in LLDP-MED frames.
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Table 46. LLDP-MED remote device information (Continued)

DescriptionField

The application type of the remote device, which can be one of the

following:

• unknown

• voice signaling

• guest voice

• guest voice signaling

• soft phone voice

• videoconferencing

• streaming video

• video signaling

Each application type that is received includes the VLAN ID, priority,

DSCP, tagged bit status, and unknown bit status. An interface can

receive one or many such application types.

This information is displayed only if a network policy TLV is received.

Media Application Type

The VLAN ID of the remote device.VLAN ID

The priority of the remote device.Priority

The DSCP of the remote device.DSCP

The unknown bit status of the remote device.Unknown Bit Status

The tagged bit status of the remote device.Tagged Bit Status

Inventory Information

Displays the inventory information that is received in LLDP-MED frames.

The hardware version of the remote device.Hardware Revision

The firmware version of the remote device.Firmware Revision

The software version of the remote device.Software Revision

The serial number of the remote device.Serial Number

The manufacturers name of the remote device.Manufacturer Name

The model name of the remote device.Model Name
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Table 46. LLDP-MED remote device information (Continued)

DescriptionField

The asset ID of the remote device.Asset ID

Location Information

Displays the location information that is received in LLDP-MED frames.

The type of location information of the remote device.Sub Type

The location information of the remote device.Location Information

Location Information

Displays if a location TLV is present in LLDP-MED frames that are transmitted.

The type of location information of the remote device.Sub Type

The location information of the remote device.Location Information

Extended PoE

Displays if extended PoE information is received in LLDP-MED frames.

The PoE device type of the remote device.Device Type

Extended PoE PSE:

Displays if extended PoE PSE information is received in LLDP-MED frames.

The type of PoE device that remote device is.Device Type

The type of power source of that the remote device.Power Source

The type of power priority on the remote device.Power Priority

The power in watts that the remote device transmits, that is, the

information is transmitted, not the actual power.

Power Value

Extended PoE PD:

Displays if extended PoE PD information is received in LLDP-MED frames.

The type of PoE device that remote device is.Device Type

The type of power source of that the remote device.Power Source
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Table 46. LLDP-MED remote device information (Continued)

DescriptionField

The type of power priority on the remote device.Power Priority

The power in watts that the remote device transmits, that is, the

information is transmitted, not the actual power.

Power Value

Display the LLDP-MED remote device inventory
The LLDP inventory consists of the devices that LLDP detects and that support MED.

To display the LLDP-MED remote device inventory:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > LLDP > LLDP-MED > Remote Device Inventory.
The Remote Device Inventory page displays.

6. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 47. LLDP-MED remote device inventory information

DescriptionField

The interface on the switch on which LLDP-MED information is received.Port

The advertised management address of the remote device.Management Address

The MAC address of the remote device.MAC Address
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Table 47. LLDP-MED remote device inventory information (Continued)

DescriptionField

The system name of the remote device.System Name

The interface number of the remote device.Remote Port ID

Link dependency

Link dependency lets you enable or disable one or more interfaces based on the link
state of one or more other interfaces. That is, if you enable link dependency on an
interface, the link state of that interface depends on the link state of another interface.
For example, if port 0/2 depends on port 0/4 and the switch detects a link loss on port
0/4, the switch can automatically bring down the link on port 0/2. When the link is
restored on port 0/4, the switch can automatically restore the link on port 0/2.

The other way around is also possible: If port 0/2 depends on port 0/4 and the switch
detects a link loss on port 0/4, the switch can automatically bring up the link on port
0/2. When the link is restored on port 0/4, the switch can automatically bring down the
link on port 0/2.

Configure a link dependency group
A link dependency group includes a list of upstream interfaces, a list of downstream
interfaces, and an action that is configured for the group. If all upstream interfaces in
the list go down, all downstream interfaces in the list are either brought downor brought
up, depending on the action that you configure for the link dependency group.

After you configure the link dependencygroup, configure the upstreamanddownstream
interfaces for the group (see Configure or display upstream and downstream interfaces
for a link dependency group on page 180).

To configure a link dependency group:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Link Dependency > Link Dependency Group Configuration.
The Link Dependency Group Configuration page displays.

6. Select one or more check boxes for the group IDs.
The switch supports 16 group IDs.

Note: The group IDs are not associated with interface numbers.

7. From the Link Actionmenu, specify the following actions that must occur on the
downstream interfaces in the group when all upstream interfaces in the group are
down:

• Link Down: When all upstream interfaces in the group are down, all downstream
interfaces in the group are brought down too.When any of the upstream interfaces
in the group are up, all downstream interfaces in the group are brought up too.

• Link Up: When all upstream interfaces in the group are down, all downstream
interfaces in the group are brought up. When any of the upstream interfaces in
the group are up, all downstream interfaces in the group are brought down.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Configure or display upstream and downstream interfaces
for a link dependency group
In a link dependencygroup, if you adddownstream interfaces to thegroup, the interfaces
are brought down until you add one or more upstream interfaces to the group. Then,
the link state of the downstream interfaces is determinedby the link state of the upstream
interfaces and the action that you configure for the group.We recommend that you first
configure the upstream interfaces and then configure the downstream interfaces.

In one link dependency group, an interface can either be a member of the upstream
list or the downstream list, bot not both.
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To configureor display upstreamanddownstream interfaces for a linkdependency
group:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Link Dependency > Link Dependency Interface Configuration.
The Link Dependency Interface Configuration page displays.

6. In the LinkDependencyGroup ID section, from theGroup IDmenu, select the group
ID for which you want to display or configure the settings.

Note: The group IDs are not associated with interface numbers.

7. In the Link Dependency Interface Configuration section, select whether to display
physical interfaces, LAGs, or both by clicking one of the following links above the
table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

8. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

9. From the Downstream Interfacemenu, select if the interface is a member of the
group’s downstream list.
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• False: The interface is not a member of the downstream list for the group. This is
the default setting.

• True: The interface is a member of the downstream list for the group.

10. Click the Apply button.
Your settings are saved.

11. From theUpstream Interfacemenu, select if the interface is amember of the group’s
upstream list.

• False. The interface is not a member of the upstream list for the group. This is the
default setting.

• True: The interface is a member of the up stream list for the group.

12. Click the Apply button.
Your settings are saved.

The Link Status field shows whether the link for the corresponding interface or LAG
is up or down.

13. To save the settings to the running configuration, click the Save icon.

14. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields that are displayed in the
Link Dependency Group Statistic section.

Table 48. Link dependency group statistic information

DescriptionField

The group ID. The range is from 1 to 16.Group ID

The action to be performed on downstream interfaces when all the

interfaces in the upstream list go down.

Link Action

The current state of the group.Group State

The number of group transitions.Group Transitions

The time of the last group transition.Last Transition Time

Clear all interfaces in a link dependency group
You can clear all interfaces in a link dependency group. After you do so, the upstream
list and downstream list for the group do not include any interfaces.
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To clear all interfaces in a link dependency group:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Link Dependency > Link Dependency Interface Configuration.
The Link Dependency Interface Configuration page displays.

6. In the LinkDependencyGroup ID section, from theGroup IDmenu, select the group
ID for which you want to display or configure the settings.
The range for the group ID is from 1 to 16.

Note: The group IDs are not associated with interface numbers.

7. Click the Clear button.
The interfaces are removed from the group.

8. To save the settings to the running configuration, click the Save icon.

Industry Standard Discovery Protocol

Industry Standard Discovery Protocol (ISDP) is a protocol that enables devices to share
information in a network.

You can configure the global and interface settings for ISDP.

Configure the global ISDP settings
You can configure the ISDP settings that apply globally to the switch.

Main User Manual183Configure Switch System
Information

AV Line of Fully Managed Switches M4250 Series Main User Manual



To configure the global ISDP settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > ISDP > Basic > Global Configuration.
The Global Configuration page displays.

6. Select theAdminmodeDisableorEnable radio button to specify is the ISDP service
is disable or enabled.
The default is Enabled.

7. In the Timer field, specify the period in seconds between the transmission of ISDP
packets.
The range is from 5 to 254 seconds. The default is 30 seconds.

8. In theHold Time field, specify the hold time for ISDPpackets that the switch transmits.
The hold time specifies how long a receiving device must store information sent in
the ISDP packet before discarding it. The range from 10 to 255 seconds. The default
is 180 seconds.

9. Select the Version 2 AdvertisementsDisable or Enable radio button to specify if the
switch can send ISDPv2 packets.
The default is Enabled.

10. Click the Apply button.
Your settings are saved.

11. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.
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Table 49. ISDP global configuration information

DescriptionField

The time that the information in the neighbors table was changed.Neighbors table last time
changed

The device ID of this switch.Device ID

The device ID format capability.Device ID Format Capability

The device ID format.Device ID Format

Configure ISDP settings for an interface
You can configure if an interface can communicate IDSP packets.

To configure ISDP settings for an interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > ISDP > Advanced > Interface Configuration.
The Interface Configuration page displays.

6. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.
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7. From the Admin modemenu, select Enable or Disable to specify if the interface
can communicate ISDP information.
The default is Enable.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Display or clear ISDP neighbor information
You can view or clear the information about ISDP neighbors.

To display or clear ISDP neighbor information:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > ISDP > Advanced > Neighbor.
The Neighbor page displays.

6. To search for a neighbor, from the Search menu, selectDevice ID or Interface, and
in the field, enter the device ID or interface number.

7. To refresh the page, click the Refresh button.

8. To clear the ISDP neighbor information, click the Clear button.
All information on the page is cleared.

9. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.
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Table 50. ISDP neighbor information

DescriptionField

The device ID of the ISDP neighbor.Device ID

The interface on which the neighbor is discovered.Interface

The IP address of the neighbor.Address

The capability of the neighbor, which can be one of the following:
• Router

• Trans Bridge

• Source Route

• Switch

• Host

• IGMP

• Repeater

Capability

The model type of the neighbor.Platform

The port ID on the neighbor.Port ID

The hold time for ISDP packets that the neighbor transmits.Hold Time

The ISDP version sending from the neighbor.Advertisement Version

The time since the last entry was changed.Entry Last Changed Time

The software version on the neighbor.Software Version

Display or clear ISDP statistics
You can display or clear the ISDP statistics.

To display or clear ISDP statistics:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > ISDP > Advanced > Statistics.
The Statistics page displays.

6. To refresh the page, click the Refresh button.

7. To clear the ISDP statistics, click the Clear button.
The statistics are cleared.

8. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 51. ISDP statistics information

DescriptionField

The ISDPv2 and ISDPv3 packets received on the switch.ISDP Packets Received

The ISDPv2 and ISDPv3 packets transmitted on the switch.ISDP Packets Transmitted

The ISDPv1 packets received on the switch.ISDPv1 Packets Received

The ISDPv1 packets transmitted on the switch.ISDPv1 Packets Transmitted

The ISDPv2 packets received on the switch.ISDPv2 Packets Received

The ISDPv2 packets transmitted on the switch.ISDPv2 Packets Transmitted

The ISDP packets with bad headers received on the switch.ISDP Bad Header

The ISDP packets with checksum errors received on the switch.ISDP Checksum Error

The number of ISDP packets that the switch failed to transmit.ISDP Transmission Failure

Thenumber of ISDPpacketswith an invalid format that the switch received.ISDP Invalid Format

The size of the ISDP table.ISDP Table Full

The size of the ISDP IP address table.ISDP IP Address Table Full

Main User Manual188Configure Switch System
Information

AV Line of Fully Managed Switches M4250 Series Main User Manual



3
Configure Switching Information

This chapter covers the following topics:

• VLANs
• Auto-VoIP
• Spanning Tree Protocol
• Multicast forwarding database
• Internet Group Management Protocol snooping
• Multicast Listener Discovery snooping
• Multicast VLAN registration
• MAC address table
• Port settings
• Link aggregation groups
• 802.1AS timing and synchronization
• Multiple Registration Protocol and 802.1Qav settings
• Loop protection
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VLANs

Adding virtual LAN (VLAN) support to a Layer 2 switch offers some of the benefits of
both bridging and routing. Like a bridge, a VLAN switch forwards traffic based on the
Layer 2 header, which is fast, and like a router, it partitions the network into logical
segments, which provides better administration, security, andmanagement ofmulticast
traffic.

By default, all ports on the switch are in the samebroadcast domain. VLANs electronically
separate ports on the same switch into separate broadcast domains so that broadcast
packets are not sent to all the ports on a single switch. When you use a VLAN, users can
be grouped by logical function instead of physical location.

Each VLAN in a network is assigned an associated VLAN ID, which appears in the IEEE
802.1Q tag in the Layer 2 header of packets transmitted on a VLAN. An end station can
omit the tag, or the VLANportion of the tag, in which case the first switch port to receive
the packet can either reject it or insert a tag using its default VLAN ID. A port can handle
traffic for more than one VLAN, but it can support only one default VLAN ID.

You can define VLAN groups stored in the VLAN membership table. Each switch can
support up to 1024 VLANs. VLAN 1 is created by default and is the default VLAN of
which all ports are members.

Manage the VLAN configuration on the switch
You can add, change, and delete VLANs, or reset the entire VLAN configuration on the
switch to defaults.

Add a VLAN You can add multiple VLANs to customize the switch for you network.
An internal VLAN is reserved by a port-based routing interface and invisible to the end
user. After an internal VLAN is allocated by the port-based routing interface, the VLAN
cannot be assigned to a routing VLAN interface.

To add a VLAN:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > VLAN > Basic > VLAN Configuration.
The VLAN Configuration page displays.

6. In the VLAN Configuration section, specify the settings for the new VLAN:

• VLAN ID: Specify the identifier for the new VLAN.
The range of the VLAN ID can be from 1 to 4093.

• VLAN Name: Type a name for new VLAN.
The name can be up to 32 characters, including blanks.
By default, the name for VLAN ID 1 is Default.

Note: When you add a VLAN manually (as in this procedure), the VLAN Type field
always shows Static. A VLAN that is created by GVRP registration initially uses a type
of dynamic but you can change it to static (see Change a VLAN on page 191). The
type of the default VLAN (VLAN ID 1) is always Default.

7. Click the Add button.
The VLAN is added.

8. To save the settings to the running configuration, click the Save icon.

Change a VLAN You can change the name for a statically or dynamically added
VLAN. For a dynamically added VLAN (for example, a VLAN that is created by GVRP
registration), you change the VLAN type to static.
To change a VLAN:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > VLAN > Basic > VLAN Configuration.
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The VLAN Configuration page displays.

6. In the VLAN Configuration section, select the check box for the VLAN ID.

7. To change the VLAN name, in the VLAN Name field, type a name for new VLAN.
The name can be up to 32 characters, including blanks.

8. To change the VLAN type fromdynamic to static, from theMake Staticmenu, select
Enable.
A VLAN that is created by GVRP registration initially uses a type of dynamic but you
can change it to static. You cannot change the type for a VLAN that you added
manually. The type of the default VLAN (VLAN ID 1) is always Default.

9. Click the Apply button.
You changes are saved.

10. To save the settings to the running configuration, click the Save icon.

Delete one ormore VLANs You can delete one ormore VLANs that you no longer
need. You cannot delete the default VLAN (VLAN 1).
To delete one or more VLANs:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > VLAN > Basic > VLAN Configuration.
The VLAN Configuration page displays.

6. In the VLAN Configuration section, select the check boxes for the VLAN IDs.

7. Click the Delete button.
The VLANs are deleted.

8. To save the settings to the running configuration, click the Save icon.
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Reset the entire VLAN configuration to default setting You can reset all
VLAN configuration settings on the switch to factory default settings, with the exception
of the default VLAN (VLAN 1). The factory default values are as follows:

• All ports are assigned to the default VLAN of 1.

• All ports are configured with a PVID of 1.

• All ports are configured to an “Acceptable Frame Types value of Admit All Frames.”

• All ports are configured with ingress filtering disabled.

• All ports are configured to transmit only untagged frames.

• GVRP is disabled on all ports and all dynamic entries are cleared.

To reset the entire VLAN configuration to default settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > VLAN > Advanced > VLAN Configuration.
The VLAN Configuration page displays.

6. Select the Reset Configuration check box.
A confirmation windows displays.

WARNING: If you select this button and confirm your selection, all VLAN
configuration settings on the switch are reset to their factory default values.

7. Click theOK button.
All VLANs, except for the default VLAN, are deleted.

8. To save the settings to the running configuration, click the Save icon.

Change the internal VLAN allocation settings In most situations, you do not
need to change the internal VLAN allocation settings.
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To change the internal VLAN allocation settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > VLAN > Basic > VLAN Configuration.
The VLAN Configuration page displays.

6. In the Internal VLANAllocation Base field, specify the VLAN allocation base for the
routing interface.
The default base range of the internal VLAN is from 1 to 4093.

7. Select the Internal VLAN Allocation Policy Ascending or Descending radio button
to specify the policy for the internal VLAN allocation:

• Ascending: VLANs are allocated in ascending order from 2 to 4093.
• Descending: VLANs are allocated in descending order from 4093 to 2.

VLAN 1 is the default VLAN.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Auto-Trunk overview
Auto-trunk is a feature that lets the switch automatically enable Trunkmode on capable
physical links and LAG interfaces between partner devices. A trunk can carry all active
VLANs. By default, the Auto-Trunk feature is enabled on the switch.

If the switch automatically configures a port as a trunk (that is, an Auto-Trunk), all VLANs
on the switch become part of the trunk, allowing automatic configuration of all VLANs
on the switch and on the partner device with which the trunk is established.
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Before the switch configures an Auto-Trunk, the switch first detects the physical links
with the partner device that also supports theAuto-Trunk feature, and then automatically
configures the ports that are connected and capable of forming a trunk at both ends.

A trunk carriesmultiple VLANs andaccepts both taggedanduntaggedpackets. Typically,
a connection between the switch and a partner device such as a router, access point,
or another switch functions as a trunk.

For the switch to form an Auto-Trunk with a partner device, the following are required:

• The Auto-Trunk feature must be supported and globally enabled on the switch and
the partner device. (On all M4250 switch models, the Auto-Trunk feature is enabled
by default.)

• The interconnectedports onboth the switch and thepartner devicemust be enabled.
(On all M4250 switch models, all ports are enabled by default.)

• LLDP must be enabled on the interconnected ports on both the switch and the
partner device. (On allM4250 switchmodels, LLDP is enabledby default on all ports.)

• The interconnected ports on the switch and the partner devicemust be in the default
switch port mode, which is the General mode. If the ports are in the Access mode
or already in the Trunk mode, an Auto-Trunk cannot be formed on an Auto-LAG.

For an Auto-Trunk, the PVID is automatically set to the management VLAN. If you want
to change the PVID for an Auto-Trunk, change the management VLAN.

The Auto-Trunk feature functions together with the Auto-LAG feature (see Auto-LAG
overview on page 302). After an Auto-LAG is formed, the switch automatically applies
trunk mode (that is, an Auto-Trunk) to the LAG at both ends. In other words, after an
Auto-LAG is formed, the mode for the ports that participate in an Auto-LAG is
automatically changed from the default switch port mode to the trunk port mode, and
the Auto-LAG then becomes an Auto-Trunk.

After a port or an Auto-LAG becomes an Auto-Trunk, all VLANs on the switch become
part of the trunk, and all VLANs on the switch and the partner device can be configured
automatically.

Enable or disable Auto-Trunks
By default, the Auto-Trunk feature is globally enabled but you can globally disable it.

To enable or disable Auto-Trunks:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
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The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching> VLAN > Advanced > VLAN Trunking Configuration.
The VLAN Trunking Configuration page displays.

6. In the Global Auto-Trunk Mode section, select the Admin Mode Enable or Disable
radio button.
By default, the Auto-Trunk feature is globally enabled.

7. Click the Apply button.
Your settings are saved.

8. To save the settings to the running configuration, click the Save icon.

Configure the switch port mode settings for interfaces
You can configure switch portmode settings on interfaces. The switch portmodedefines
the purpose of the port based on the type of device it connects to and constraints the
VLANconfiguration of the port accordingly. Assigning the appropriate switch portmode
helps simplify VLAN configuration and minimize errors.

The switch supports the following types of switch ports:

• Access: This mode is for ports connected to end devices. Access ports participate
in one VLAN only. They accept both tagged and untagged packets, but always
transmit untagged packets.

• General: This mode enables a custom configuration of a port. You can configure
the general port VLAN attributes, such as membership (see Configure membership
interfaces for a VLAN on page 199) and PVID, tagging, ingress filter, and so on (see
Change the port VLAN ID settings on page 202). By default, all ports are initially
configured in the general mode.

• Trunk: This mode is for ports that are connected to other switches or to a router. A
trunk port can participate in multiple VLANs and accept both tagged and untagged
packets.

In the following procedure, ports are referred to as interfaces.
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To configure the switch port mode settings for interfaces:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > VLAN > Advanced > VLAN Trunking Configuration.
The VLAN Trunking Configuration page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. From the Switch port Modemenu, select one of the following:

• Access: Select this mode if the interface is connected to end devices. Access
interfaces participate in one VLAN only. They accept both tagged and untagged
packets, but always transmit untagged packets.

• General: Select this mode so that you can configure the interface. You can
configure the general port VLAN attributes, such as membership (see Configure
membership interfaces for a VLAN on page 199) and PVID, tagging, ingress filter,
and so on (see Change the port VLAN ID settings on page 202). This is the default
selection.
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• Trunk: Select this mode if the interface is connected to another switch or to a
router. A trunk interface can participate inmultiple VLANs and accept both tagged
and untagged packets.

9. Do one of the following, depending on your selection in the previous step:

• Access: If you selectedAccess from theSwitchportModemenu, from theAccess
VLAN IDmenu, select the access VLAN for the interface.

• Trunk: If you selected Trunk from the Switch portModemenu, do the following:

a. From the Native VLAN IDmenu, select the native VLAN for the interface.

b. In the Trunk Allowed VLANs field, enter the VLANs of which the interface can
be a member when the switch port mode for the interface Trunk
By default, the field includes all VLANs, even if they are not yet created. VLAN
IDs are in the range from 1 to 4093. Use a hyphen (-) to specify a VLAN range,
or a comma (,) to separate VLAN IDs in a list. Spaces are not permitted. A zero
value clears the allowed VLANs. If you enter All, all VLANs in the range from 1
to 4093 are included.

10. Click the Apply button.
Your settings are saved.

11. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.
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DefinitionField

Displays if VLAN tagging is enabled:
• Disable:WhenVLAN tagging is enabled, if the trunk port receives untagged frames,
it forwards them on the native VLAN with no VLAN tag.

• Enable:When VLAN tagging is disabled, if the trunk port receives untagged frames,
it includes the native VLAN ID in the VLAN tag when it forwards frames.

Native VLAN
Tagging

Displays if Auto-Trunk is configured on the interface:
• Disable: Auto-Trunk is not configured on the interface.

• Enable: Auto-Trunk is configured on the interface.

Auto-Trunk
Operational Status

The VLANs that are members of the Auto-Trunk, if an Auto-Trunk is configured on the
interface.

Auto-TrunkMember
VLAN List

Configure membership interfaces for a VLAN
To configure membership interfaces for a VLAN:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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5. Select Switching > VLAN > Advanced > VLANMembership.

The previous figure shows the page for a model with 12 ports. Depending on your
switch model, the Ports icon (above the Ports table) might show as the Unit 1 icon.

6. From the VLAN IDmenu, select the VLAN ID.

7. To add or remove all ports and LAGs simultaneously (you can also select them
individually), select one of the following options from the Group Operationmenu:

• Untag All: All ports and LAGs are added as untagged members of the VLAN.
• Tag All: All ports and LAGs are added as untagged members of the VLAN.
• Remove All: All ports and LAGs are excluded from the VLAN

8. In the Ports table, click a port once, twice, or three times to configure one of the
following modes:

• T (tagged) member: The port is added as a tagged member of the VLAN.
• U (untagged)member: The port is added as an untaggedmember of the VLAN.
• Excluded member: By default, the selection is blank, which means that the port
is excluded from the VLAN. A port that is excluded can still be dynamically added
to the VLAN through GVRP.

9. In the LAG table, click a LAG once, twice, or three times to configure one of the
following modes:
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• T (tagged) member: The LAG is added as a tagged member of the VLAN.
• U (untagged)member: The LAG is added as an untaggedmember of the VLAN.
• Excluded member: By default, the selection is blank, which means that the LAG
is excluded from the VLAN. A LAG that is excluded can still be dynamically added
to the VLAN through GVRP.

10. Click the Apply button.
Your settings are saved.

11. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 52. Advanced VLAN Membership

DefinitionField

The name for the VLAN.VLAN Name

The type of the VLAN you selected:
• Default (VLAN ID = 1): Always present.

• Static: A VLAN that you added manually.

• Dynamic: A VLAN that was created through GVRP registration and that you did not
convert to static, and that GVRP can therefore remove.

VLAN Type

View the VLAN status on the switch
You can view the status of all configured VLANs.

To view the VLAN status on the switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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5. Select Switching > VLAN > Advanced > VLAN Status.
The VLAN Status page displays.

6. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 53. VLAN Status

DefinitionField

The VLAN identifier (VID) of the VLAN. The range of the VLAN ID is 1 to 4093.VLAN ID

The name of the VLAN. VLAN ID 1 is always named Default.VLAN Name

The type of the VLAN you selected:

• Default (VLAN ID = 1): Always present.

• Static: A VLAN that you added manually.

• Dynamic: A VLAN that was created through GVRP registration and that you did

not convert to static, and that GVRP can therefore remove.

VLAN Type

The interface associatedwith the VLAN, if VLAN routing is configured for this VLAN.Routing Interface

The interfaces and LAGs that are members of the VLAN.Member Ports

Change the port VLAN ID settings
By default, each interface is assigned a port VLAN ID (PVID) of 1 because it is associated
with the default VLAN, VLAN ID 1.

If you want to change the PVID for an interface, the interface must be a member of at
least one other VLAN in addition to the default VLAN.

In addition to the PVID, you can configure other PVID-related settings.

To configure the PVID and PVID-related settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > VLAN > Advanced > Port PVID Configuration.
The Port PVID Configuration page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. In thePVID field, specify the VLAN ID to assign to untaggedor priority-tagged frames
received on this interface.
The default is 1.

9. In the VLANMember field, specify the VLAN ID or list of VLANs of a member
interface.
VLAN IDs range from 1 to 4093. The default is 1. Use a hyphen (-) to specify a range
or a comma (,) to separate VLAN IDs in a list. Spaces and zeros are not permitted.

10. In the VLAN Tag field, specify the VLAN ID or list of VLANs of a tagged interface.
VLAN IDs range from 1 to 4093. Use a hyphen (-) to specify a range or a comma (,)
to separate VLAN IDs in a list. Spaces and zeros are not permitted. To reset the VLAN
tag configuration to the defaults, use theNone keyword. Port tagging for the VLAN
can be set only if the interface is a member of this VLAN.

11. From the Acceptable Frame Typesmenu, select the types of frames that can be
received on the interface:
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• VLANonly: Untagged frames andpriority-tagged frames receivedon the interface
are discarded. VLAN-tagged frames are forwarded in accordance to the 802.1Q
VLAN specification.

• Admit All: Untagged frames and priority-tagged frames received on the interface
are accepted and assigned the value of the port VLAN ID for the interface.
VLAN-tagged frames are forwarded in accordance to the 802.1Q VLAN
specification.

• Admit UntaggedOnly: Untagged frames received on the interface are accepted.
VLAN-tagged frames are forwarded in accordance to the 802.1Q VLAN
specification.

12. From the Ingress Filteringmenu, select one of the following options:

• Enabled: The frame is discarded if the interface is not amember of the VLANwith
which this frame is associated. In a tagged frame, the VLAN is identified by the
VLAN ID in the tag. In an untagged frame, the VLAN is the port VLAN ID of the
interface that receives this frame.

• Disabled: All frames are forwarded in accordance with the 802.1Q VLAN bridge
specification. The default is Disabled.

13. In the Port Priority field, specify the default 802.1p priority assigned to untagged
packets arriving at the port.
You can enter a number from 0 to 7.

14. Click the Apply button.
Your settings are saved.

15. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 54. PVID configuration information

DescriptionField

Indicates whether ingress filtering is enabled for the interface.Current Ingress Filtering

The number of untagged VLANs that the interface is a member of.Untagged VLANs

The number of tagged VLANs that the interface is a member of.Tagged VLANs
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Table 54. PVID configuration information (Continued)

DescriptionField

The number of forbidden VLANs that the interface is a member of.Forbidden VLANs

The number of dynamically added VLANs that the interface is a member of.Dynamic VLANs

Configure a MAC-based VLAN
AMAC-based VLAN allows incoming untagged packets to be assigned to a VLAN and
classify traffic based on the source MAC address of the packet.

You define aMAC-to-VLANmapping by configuring an entry in theMAC-to-VLAN table.
An entry is defined by its source MAC address and a VLAN ID. MAC-to-VLAN
configurations are shared across all interfaces (that is, there is a system-wide table with
MAC-address-to-VLAN-ID mappings).

When untagged or priority-tagged packets arrive at the switch and entries exist in the
MAC-to-VLAN table, the switch attempts to find the sourceMAC address of the packet:
If the switch finds an entry, the corresponding VLAN ID is assigned to the packet. If the
packet is already priority-tagged, it maintains this value; otherwise, the priority is set to
zero. The assigned VLAN ID is verified against the VLAN table: If the VLAN is valid,
ingress processing on the packet continues; otherwise the packet is dropped. This
implies that you can manually configure a MAC-address-to-VLAN-ID mapping.

Add a MAC-based VLAN configuration To add a MAC-based VLAN
configuration:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > VLAN > Advanced > MAC Based VLAN.
The MAC Based VLAN page displays.

6. In theMAC Address field, type a MAC address that must be bound to a VLAN ID.
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7. In the VLAN ID field, specify the VLAN ID in the range of 1 to 4093.

8. Click the Add button.
The MAC-based VLAN configuration is added.

9. To save the settings to the running configuration, click the Save icon.

Delete a MAC-based VLAN configuration To delete a MAC-based VLAN
configuration:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > VLAN > Advanced > MAC Based VLAN.
The MAC Based VLAN page displays.

6. Select the check box for the MAC-based VLAN configuration

7. Click the Delete button.
The MAC-based VLAN configuration is deleted.

8. To save the settings to the running configuration, click the Save icon.

Configure a protocol-based VLAN group
You can use a protocol-based VLAN to define filtering criteria for untagged packets.
By default, if you do not configure a port-based (IEEE 802.1Q) or protocol-based VLAN,
untagged packets are assigned to VLAN 1. You can override this behavior by defining
either port-based VLANs or protocol-based VLANs, or both. Taggedpackets are always
handled according to the IEEE 802.1Q standard, and are not included in protocol-based
VLANs.

If you assign an interface to a protocol-based VLAN for a specific protocol, untagged
frames received on the interface for that protocol are assigned the protocol-basedVLAN
ID. Untagged frames received on the interface for other protocols are assigned the Port
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VLAN ID, either the default PVID (1) or a PVID you specifically assigned to the interface
(see Change the port VLAN ID settings on page 202).

You define a protocol-based VLAN by creating a group. Each group has a one-to-one
relationship with a VLAN ID, can include one to three protocol definitions, and can
include multiple interfaces. When you create a group, you specify a name. A group ID
is assigned automatically.

Add a protocol-based VLANgroup You can add a protocol-based VLANgroup.
To add a protocol-based VLAN group:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > VLAN > Advanced > Protocol Based VLAN Group
Configuration.
The Protocol Based VLAN Group Configuration page displays.

6. In the Group ID field, specify a numerical ID.
You can enter an ID in the range from 1 to 128.

7. In the Group Name field, specify a name for the new group.
You can enter up to 16 characters.

8. In theProtocol field, specify one ormore of the following protocols to be associated
with the group:

• IP: IP is a network layer protocol that provides a connectionless service for the
delivery of data.

• ARP: Address Resolution Protocol (ARP) is a low-level protocol that dynamically
mapsnetwork layer addresses tophysicalmediumaccess control (MAC) addresses.

• IPX: The internetwork packet exchange (IPX) is a connectionless datagram
network-layer protocol that forwards data over a network.

Separate protocols by a comma (,). For example, to specify all three protocols, enter
the following: ip,arp,ipx
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You can also enter hexadecimal or decimal values in the range of 0x0600(1536) to
0xFFFF(65535).

9. In the VLAN ID field, specify the VLAN ID.
The IDmust be a number in the range of 1 to 4093. An interface in the group assign
this VLAN ID to untagged packets that the interface receives for the protocols that
you include in this group.

10. Click the Add button.
The protocol-based VLAN group is added.

The Ports field displays the interfaces ports that belong to the group.

11. To save the settings to the running configuration, click the Save icon.

Change a protocol-based VLAN group You can change an existing
protocol-based VLAN group.
To change a protocol-based VLAN group:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > VLAN > Advanced > Protocol Based VLAN Group
Configuration.
The Protocol Based VLAN Group Configuration page displays.

6. Select the check box for the group ID.

7. Change the settings are needed.
For more information, see Add a protocol-based VLAN group on page 207.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.
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Delete a protocol-based VLAN group You can delete a protocol-based VLAN
group that you no longer need.
To delete a protocol-based VLAN group:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > VLAN > Advanced > Protocol Based VLAN Group
Configuration.
The Protocol Based VLAN Group Configuration page displays.

6. Select the check box for the group ID.

7. Click the Delete button.
The protocol-based VLAN group is deleted.

8. To save the settings to the running configuration, click the Save icon.

Configure membership interfaces for a protocol-based
VLAN group
For a protocol, an interface can belong to one protocol-based VLAN group only. If you
already added an interface to a group for IP, you cannot add the interface to another
group that also includes IP, but you can add it to a new group for IPX.

To configure membership interfaces for a protocol-based VLAN group:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectSwitching>VLAN>Advanced>ProtocolBasedVLANGroupMembership.

The previous figure shows the page for a model with 12 ports. Depending on your
switch model, the Ports icon (above the Ports table) might show as the Unit 1 icon.

6. From the Group IDmenu, select the protocol-based VLAN group ID.
The Group Name field shows the name for the protocol-based VLAN that you
selected.

7. To display the current members of the selected protocol-based VLAN group, click
the Current Members button.
A pop-up window displays the members.

8. To select physical interfaces for the VLAN, do one the following:

• Select all physical interfaces: Click the Ports icon orUnit 1 icon above the Ports
table.

• Select individual physical interfaces: In the Ports table, click one or more ports
individually.
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9. To select LAGs for the VLAN, do one the following:

• Select all LAGs: Click the LAG icon above the LAG table.
• Select individual LAGs: In the LAG table, click one or more LAGs individually.

10. Click the Apply button.
Your settings are saved.

11. To save the settings to the running configuration, click the Save icon.

Configure an IP subnet-based VLAN
You configure an IP subnet-to-VLANmappingby specifying a source IP address, network
mask, and the VLAN ID. The IP subnet-to-VLAN configurations are shared across all
interfaces of the switch.

Add an IP subnet-based VLAN You can add an IP subnet-based VLAN.
To add an IP subnet-based VLAN:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > VLAN > Advanced > IP Subnet Based VLAN.
The IP Subnet Based VLAN page displays.

6. In the IP Address field, specify an IP address.
Enter the IP address in dotted-decimal notation.

7. In the SubnetMask field, specify a subnetmask that is associatedwith the IP address.
Enter the subnet mask in dotted-decimal notation.

8. In the VLAN ID field, specify the VLAN ID to which the IP configuration must be
bound.
The VLAN ID can be in the range from 1 to 4093.
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9. Click the Add button.
The IP subnet-based VLAN is added.

10. To save the settings to the running configuration, click the Save icon.

Delete an IP subnet-based VLAN You can delete an IP subnet-based VLAN that
you no longer need.
To delete an IP subnet-based VLAN:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching> VLAN > Advanced > IP Subnet Based VLAN.
The IP Subnet Based VLAN page displays.

6. Select the check box for the IP subnet-based VLAN.

7. Click the Delete button.
The IP subnet-based VLAN is deleted.

8. To save the settings to the running configuration, click the Save icon.

Configure a double VLAN
A double VLAN (DVLAN) lets you configure an EtherType VLAN tag inside a VLAN tag.
TheEtherTypeVLAN tag canbe an802.1Q tag, virtualmetropolitan area network (vMAN)
tag, or custom tag.

To configure theglobal EtherType for theDVLANand configure theDVLANonone
or more interfaces:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.
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3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > VLAN > Advanced > Port DVLAN Configuration.
The Port DVLAN Configuration page displays.

6. From theGlobal EtherTypemenu, select a tag type that determines the first 16 bits
of the DVLAN tag:

• 802.1Q Tag: The dot1q tag that represents 0x8100.
• vMAN Tag: The virtual metropolitan area network (vMAN) tag that represents
0x88A8.

• Custom Tag: A custom EtherType tag in the range from 0 to 65535. With this
selection the Custom Value field displays.

7. if you select Custom Tag from the Global EtherTypemenu, enter the custom
EtherType tag in the Custom Value field.
The tag can be in the range from 0 to 65535.

8. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

9. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

10. From theAdminModemenu, select Enabled orDisabled to specify if the selected
DVLAN tag is added to frames that are processed on the interface.
The default is Disabled and the selected DVLAN tag is not added to frames.
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11. Click the Apply button.
Your settings are saved.

12. To save the settings to the running configuration, click the Save icon.

Configure a voice VLAN
You can configure a voice VLAN for use with voice traffic. For example, enable the voice
VLAN on an interface that is connected to IP phones. A voice VLAN can ensure that the
sound quality of IP phone traffic remains good when data traffic on the same interface
is high.

To configure a voice VLAN:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > VLAN > Advanced > Voice VLAN Configuration.
The Voice VLAN Configuration page displays.

6. Select the Admin Mode Disable or Enable radio button to disable or enable the
global voice VLAN mode on the switch.
The default is Disable. If you want to use a voice VLAN, you must enable the global
voice VLAN mode.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.
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8. From the Interface Modemenu, select the voice VLAN mode:

• Disable: This is the default value.
• None: Allows an IP phone to use its own configuration to send untagged voice
traffic.

• VLAN ID: An IP phone must be configured to send tagged voice traffic.
• Dot1p: Configure voice VLAN 802.1p priority tagging for voice traffic.
If you select this mode, enter the dot1p value in the Value field.

• Untagged: An IP phone must be configured to send untagged voice traffic.

9. From the CoS Override Modemenu, select one of the following:

• Enable: The interface ignores (that is, overrides) the 802.1p priority value in the
Ethernet frames it receives from connected devices. TheDSCP field overrides the
CoS value.

• Disable: The interface trusts the priority value in the received frame. The default
is Disable.

10. From the Authentication Modemenu, select one of the following:

• Enable: Voice traffic is allowed on an unauthorized voice VLAN interface. The
default is Enable.

• Disable: Voice traffic is allowed only an authorized voice VLAN interface, for which
dot1x must be enabled (see Manage port authentication on individual ports on
page 554).

11. In the DSCP Value field, configure the DSCP value for the interface.
The range is from 0 to 64. The default is 0.

12. Click the Apply button.
Your settings are saved.

The Operational State field displays the operational status of the voice VLAN on the
interface.

13. To save the settings to the running configuration, click the Save icon.

Configure Generic Attribute Registration Protocol
Generic Attribute Registration Protocol (GARP) allows network devices to share
information such as VLAN IDs and multicast group membership across a bridged LAN.
That is, GARP participants can register and deregister attribute values within the LAN.
When a GARP participant declares or withdraws an attribute, the attribute value is
recorded for that attribute and for the interface fromwhich the declaration or withdrawal
was made.
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The following applies to GARP:

• Registration occurs only on interfaces that receive a GARP PDU with a declaration
or withdrawal.

• Deregistration occurs only if all GARP participants that are connected to the same
LAN segment as the interface withdraw the declaration.

ConfigureGARP switch settings Youcanglobally enableGARPVLAN registration
protocol (GVRP) and GARP multicast registration protocol (GMRP) on the switch.
To configure GARP switch settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > VLAN > Advanced > GARP Switch Configuration.
The GARP Switch Configuration page displays.

6. Select the GVRP Mode Disable or Enable radio button to disable or enable GARP
VLAN registration protocol (GVRP) globally for the switch.
If GVRP is enabled, the switch can share VLAN IDs with devices in the network. the
The default is Disable.

7. Select the GMRP Mode Disable or Enable radio button to disable or enable GARP
multicast registration protocol (GMRP) globally for the switch.
If GVMP is enabled, the switch can share multicast information with devices in the
network. the The default is Disable.

8. Click the Apply button.
Your settings are saved.

It can take up to 10 seconds for GARP configuration changes to take effect.

9. To save the settings to the running configuration, click the Save icon.
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Configure GARP settings for one or more interfaces You can configure
GARP settings for individual interfaces. These settings take effect only if GVRP mode,
GMRP mode, or both modes are enabled on the switch.
To configure GARP settings for one or more interfaces:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > VLAN > Advanced > GARP Port Configuration. The
The GARP Port Configuration page display.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. From the GVRP Modemenu, select Enable or Disable to specify the GARP VLAN
registration protocol mode for the port.
If you select Disable, GVRP is not active and the join time, leave time, and leave all
time options are without any effect. The default is Disable.

9. From theGMRPModemenu, selectEnableorDisable to specify theGARPmulticast
registration protocol mode for the port.
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If you select Disable, GMRP is not active and the join time, leave time, and leave all
time options are without any effect. The default is Disable.

10. In the Join Timer field, specify the time in centiseconds between the transmission
of GARP PDUs registering membership for a VLAN or multicast group.
Enter a number between 10 and 100 (0.1 to 1.0 seconds). The default is 20
centiseconds (0.2 seconds). An instance of this timer exists for eachGARPparticipant
for each port.

11. In the Leave Timer field, specify the time in centiseconds to wait after receiving an
unregister request for a VLAN or multicast group before deleting the associated
entry.
This allows time for another station to assert registration for the same attribute to
maintain uninterrupted service. Enter a number between 20 and 600 (0.2 to 6.0
seconds). The default is 60 centiseconds (0.6 seconds). An instance of this timer
exists for each GARP participant for each port.

12. In the Leave All Timer field, specify how frequently (in centiseconds) LeaveAll PDUs
are generated.
A LeaveAll PDU indicates that all registrations will be deregistered soon. Tomaintain
registration, participants must rejoin. The leave all period timer is set to a random
value in the range of LeaveAllTime to 1.5 * LeaveAllTime. The timer is specified in
centiseconds. Enter a number between 200 and 6000 (2 to 60 seconds). The default
is 1000 centiseconds (10 seconds). An instance of this timer exists for each GARP
participant for each port.

13. Click the Apply button.
Your settings are saved.

It can take up to 10 seconds for GARP configuration changes to take effect.

14. To save the settings to the running configuration, click the Save icon.

Auto-VoIP

Voice over Internet Protocol (VoIP) enables telephone calls over a data network. Because
voice traffic is typically more time-sensitive than data traffic, Auto-VoIP provides
classification for voice packets so that they can be prioritized above data packets for
better quality of service (QoS).WithAuto-VoIP, voice prioritization is basedon call-control
protocols such as SIP, H.323, and SCCPon interfaces or organizationally unique Identifier
(OUI) bits.
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Configure Auto-VoIP protocol-based settings
To prioritize time-sensitive voice traffic over data traffic, protocol-based Auto-VoIP
determines if packets carry the following VoIP protocols:

• Session Initiation Protocol (SIP)

• H.323

• Signalling Connection Control Part (SCCP)

VoIP packets that come in on an interface on which Auto-VoIP is enabled are marked
with the specified CoS traffic class value.

To configure protocol-based settings for one or more interfaces:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Auto-VoIP > Protocol-based > Port Settings.
The Port Settings page displays.

6. In the Protocol Based Global Settings section, specify the following global settings:

a. From the Prioritization Typemenu, select Traffic Class or Remark.
This specifies the type of prioritization.

b. From the Class Valuemenu, specify the CoS class value to be reassigned for
packets that the voice VLAN receives.
You can select a value in the range from 0 to 7.
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7. In the Protocol Based Global Settings section, specify the Auto VoIP settings for the
interfaces:

a. Select whether to display physical interfaces, LAGs, or both by clicking one of
the following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.

• LAG: Only LAGs are displayed.

• All: Both physical interfaces and LAGs are displayed.

b. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associated with the port,
or type the port number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

c. From theAutoVoIPModemenu, select to enable or disable theAuto VoIPmode
for the interface.
Auto-VoIP is disabled by default.

8. Click the Apply button.
Your settings are saved.

The Operational Status field show if the interface is up or down.

9. To save the settings to the running configuration, click the Save icon.

Configure the Auto-VoIP OUI-based properties
With organizationally unique Identifier (OUI)–based Auto-VoIP, voice prioritization is
provided based on OUI bits.

To configure the Auto-VoIP OUI-based properties:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Auto-VoIP > OUI-based > Properties.
The Properties page displays.

6. In the Auto-VoIP VLAN ID field, enter the VoIP VLAN ID of the switch.
No default VLAN exists for Auto-VoIP, you must create a VLAN for Auto-VoIP.

7. From theOUI-based prioritymenu, select the OUI-based priority of the switch.
The default value is 7.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Configure the OUI-based interface settings
You can configure the OUI interface settings.

To configure the OUI-based interface settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Auto-VoIP > OUI-based > Port Settings.
The page Port Settings displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:
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• 1: Only physical interfaces are displayed. This is the default setting.
• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associated with the port, or
type the port number in the Go To Interface field and click the Go button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. From the Auto VoIP Modemenu, select to enable or disable the Auto VoIP mode
for the interface.
Auto-VoIP is disabled by default.

9. Click the Apply button.
Your settings are saved.

The Operational Status field show if the interface is up or down.

10. To save the settings to the running configuration, click the Save icon.

Manage the OUI table
Device hardwaremanufacturers can include anOUI in a network adapter to help identify
a hardware device. TheOUI is a unique 24-bit number assigned by the IEEE registration
authority. The switch comes preconfigured with the following OUIs that identify the IP
phone manufacturer:

• 00:01:E3: SIEMENS

• 00:03:6B: CISCO1

• 00:12:43: CISCO2

• 00:0F:E2: H3C

• 00:60:B9: NITSUKO

• 00:D0:1E: PINTEL

• 00:E0:75: VERILINK

• 00:E0:BB: 3COM

• 00:04:0D: AVAYA1

• 00:1B:4F: AVAYA2
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• 00:04:13: SNOM

• 00:1D:C1: Dante

You can select an existing OUI or add a new OUI and description to identify the IP
phones on the network.

Add an OUI prefix To add an OUI prefix:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Auto-VoIP > OUI-based > OUI Table.
The OUI Table page displays.

6. In the Telephony OUI(s) field, specify the new VoIP OUI prefix in the format
AA:BB:CC.
The table can include up to 128 OUIs.

7. In the Description field, enter the description for the OUI.
The maximum length is 32 characters.

8. Click the Add button.
The telephony OUI entry is added.

9. To save the settings to the running configuration, click the Save icon.

Delete one or more OUI prefixes To delete one or more OUI prefixes:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Auto-VoIP > OUI-based > OUI Table.
The OUI Table page displays.

6. Select the check box next to each OUI prefix to be removed.

7. Click the Delete button.
The telephony OUI entries are removed.

8. To save the settings to the running configuration, click the Save icon.

Display the Auto-VoIP status
To display the Auto-VoIP status:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Auto-VoIP > Auto-VoIP Status.
The Auto-VoIP Status page displays.

6. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.
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Table 55. Auto-VoIP status information

DescriptionField

The Auto-VoIP VLAN ID.Auto-VoIP VLAN ID

The maximum number of voice channels supported.Maximum Number of Voice

Channels Supported

The number of VoIP channels prioritized successfully.Number of Voice Channels

Detected

Spanning Tree Protocol

The Spanning Tree Protocol (STP) provides a tree topology for any arrangement of
network devices. STP also provides one path between end stations on a network,
eliminating loops. STP (also referred to as “classic” STP) provides a single path between
end stations, avoiding and eliminating loops. For information about configuring the
global STP settings for the switch, see Configure the STP settings and display the STP
status on page 226.

The switch support the following spanning tree versions:

• CST: Common STP. For information about configuring CST, see Configure the CST
settings and display the CST status on page 229 and Configure the CST interface
settings on page 231.

• MSTP: Multiple Spanning Tree Protocol (MSTP, also referred to as MST) supports
multiple instances of spanning tree to efficiently channel VLAN traffic over different
interfaces. For information about configuring MSTP, see Manage MST instances on
page 236 and Configure and display the interface settings for an MST instance on
page 239.

• RSTP: Rapid STP. Each instance of the spanning tree behaves in themanner specified
in IEEE 802.1w, Rapid Spanning Tree (RSTP), with slightmodifications in theworking
but not the end effect (the main effect is the rapid transitioning of the port to the
forwarding state).
The difference between the RSTP and the traditional STP (IEEE 802.1D) is the ability
to configure and recognize full-duplex connectivity and ports that are connected to
end stations, resulting in rapid transitioning of the port to the forwarding state and
the suppression of Topology Change Notification messages. These features are
represented by the ‘pointtopoint’ and ‘edgeport’ parameters. MSTP is compatible
with both RSTP and STP. It behaves in a way that is appropriate for STP and RSTP
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bridges. An MSTP bridge can be configured to behave entirely as an RSTP bridge
or an STP bridge.

• PVST: Per-VLAN Spanning Tree (PVST) provides a unique instance of spanning tree
for each VLAN. For information about configuring PVTP, see Configure the
PVST/RPVSTVLAN settings onpage243 andConfigure the PVST andRPVST interface
settings on page 246.

• RPVST: Rapid Per-VLAN Spanning Tree (RPVST) provides a unique instance of
spanning tree for each VLAN with each instance behaving in the manner specified
in IEEE 802.1w, Rapid Spanning Tree (RSTP). Compared to PVST, RPVST provides a
faster spanning tree convergence in response to Layer 2 topology changes.
For information about configuring RPVTP, see Configure the PVST/RPVST VLAN
settings on page 243 and Configure the PVST and RPVST interface settings on page
246.

Note: For two bridges to be in the same region, the force version must be 802.1s and
their configuration names, digest keys, and revision levels must match. For additional
information about regions and their effect on network topology, refer to the IEEE 802.1Q
standard.

Configure the STP settings and display the STP status
You can configure the Spanning Tree Protocol (STP) settings and display the STP status
on the switch.

To configure the STP settings and display the STP status:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > STP > Basic > STP Configuration.
The STP Configuration page displays.

6. Select the Spanning Tree Admin Mode Disable or Enable radio button.
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This specifies whether spanning tree operation is enabled on the switch.

7. Select one of the following Force Protocol Version radio buttons to specify the STP
version that the switch must use:

• IEEE 802.1d: Traditional (classic) Spanning Tree Protocol.
• IEEE 802.1w: Rapid Spanning Tree Protocol.
• IEEE 802.1s: Multiple Spanning Tree Protocol.
• PVST: Per-VLAN Spanning Tree Protocol.
• RPVST: Rapid Per-VLAN Spanning Tree Protocol.

8. In the Configuration Name field, specify an ID or name that lets you identify the
configuration.
The name can be up to 32 characters. The default is the MAC address of the switch.

9. In the Configuration Revision Level field, specify an ID that lets you identify the
configuration.
For example, if you change the configuration, you can change the ID in the
Configuration Revision Level field so you can keep track of the different
configurations. You can enter an ID from 0 to 65535. The default is 0.

10. Select one of the following Forward BPDU while STP Disabled radio buttons:

• Disabled: Spanning tree BPDUs are not forwarded if spanning-tree is disabled
on the switch. The default is Disable.

• Enabled: Spanning tree BPDUs are forwarded if spanning-tree is disabled on the
switch.

11. Select one of the following BPDU Guard radio buttons:

• Disabled: The BPDU guard feature is disabled, which is the default setting.
• Enabled: The BPDU guard feature is enabled and enforces the STP domain
borders to keep the active topology consistent and predictable. Switches behind
edge ports on which STP BPDU guard is enabled do not affect the overall STP
topology. At the reception of BPDUs, the port on which BPDU guard is enabled
transitions into disabled state.

12. Select one of the following BPDU Filter radio buttons:

• Disabled: The BPDU Filter feature is disabled, which is the default setting.
• Enabled: The BPDU Filter feature is enabled and applies to all operational edge
ports. An edge port in an operational state connects to hosts that typically drop
BPDUs. If an operational edge port receives a BPDU, it loses its operational status.
If a port on which BPDU filtering is enabled receives BPDUs, the port drops the
BPDUs and remains operational.
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13. Select one of the following Fast Backbone radio buttons:

• Disabled: The Fast Backbone feature is disabled, which is the default setting.
• Enabled: The Fast Backbone feature is enabled. If an indirect link fails, the switch
can automatically select a new indirect link.With PVST, the switch does not ignore
inferior BPDUs (which occurs with STP), but lets the BPDUs time-out on the port
where they were received. Then, the switch sends root link queries on other
non-designated ports. If the switch receives a positive response, it selects a new
indirect link.

14. Select one of the following Fast Uplink radio buttons:

• Disabled: The Fast Uplink feature is disabled, which is the default setting.
• Enabled: The Fast Uplink feature is enabled. If the primary root port goes down,
the recovery time in selecting a new root port is reduced.

15. If you enabled Fast Uplink in the previous step, in theMax Update Rate field, enter
the maximum update rate in packets per second.
You enter from 0 to 32000 packets per second. The default is 150.

16. Click the Apply button.
Your settings are saved.

17. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 56. STP configuration and status information

DescriptionField

STP Configuration

The identifier for the STP configuration.Configuration Digest Key

The version of the configuration format for the exchange of BPDUs.ConfigurationFormat Selector

STP Status

The multiple spanning tree (MST) or common spanning tree (CST) instance.MST ID
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Table 56. STP configuration and status information (Continued)

DescriptionField

The VLAN ID (VID).VID ID

The filtering ID (FID).FID ID

Configure the CST settings and display the CST status
You can configure common spanning tree (CST) and display the CST status on the
switch.

To configure the CST settings and display the CST status:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > STP > Advanced > CST Configuration.
The CST Configuration page displays.

6. In theBridgePriority field, specify thebridgepriority value for the common spanning
tree (CST) and common and internal spanning tree (CIST).
The range is from 0 to 61440. The bridge priority is a multiple of 4096. The default
priority is 32768.

When switches or bridges are running STP, each is assigned a priority. After
exchangingBPDUs, the switchwith the lowest priority value becomes the root bridge.
If you specify a priority that is not a multiple of 4096, the priority is automatically set
to the next lowest priority that is amultiple of 4096. For example, if you set the priority
to a value between 0 and 4095, it is automatically set to 0.

7. In theBridgeMaxAge (secs) field, specify the period in seconds that a bridgewaits
before implementing a topological change.
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The range is from 6 to 40 seconds, and the value must be less than or equal to the
following: (2 * Bridge Forward Delay) – 1 and greater than or equal to 2 * (Bridge
Hello Time +1).

The default is 20 seconds.

Note: The Bridge Hello Time (secs) field shows the fixed period in seconds that a
root bridge waits between configuration messages. The fixed period is 2 seconds.

8. In theBridge ForwardDelay (secs) field, specify the period in seconds that a bridge
remains in a listening and learning state before forwarding packets.
The period is form 4 to 30 seconds, and the value must be greater or equal to the
following: (Bridge Max Age / 2) + 1.

The default is 15 seconds.

9. In the Spanning TreeMaximumHops field, specify themaximumnumber of bridge
hops that the information for a particular CST instance can travel before being
discarded.
The range is from 6 to 40 hops. The default is 20 hops.

10. In the Spanning Tree Tx Hold Count field, specify the maximum number of BPDUs
that the bridge can send within the hello time window.
The range is from 1 to 10. The default is 6.

11. Click the Apply button.
Your settings are saved.

12. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 57. CST status information

DescriptionField

The bridge identifier for the CST, which consist of the bridge priority and
the base MAC address of the bridge.

Bridge identifier

The time in seconds since the topology of the CST changed.Time Since Topology Change

The number of times the topology changed for the CST.Topology Change Count

This field shows if a topology change is in progress on any port assigned
to the CST. (True or False.)

Topology Change
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Table 57. CST status information (Continued)

DescriptionField

The bridge identifier of the root bridge, which consist of he bridge priority
and the base MAC address of the bridge.

Designated Root

The path cost to the designated root for the CST.Root Path Cost

The port through which the designated root for the CST is accessed.Root Port

The period in seconds that passes before a bridge port saves its
configuration BPDU information.

Max Age (secs)

The period in seconds that the root port bridge delays the forwarding
process. This period is a derived value.

Forward Delay (secs)

The minimum period between the transmission of configuration BPDUs.Hold Time (secs)

The priority and base MAC address of the CST regional root.CST Regional Root

The path cost to the CST regional root.CST Path Cost

The port on which the topology change (TC) is triggered,Port Triggered TC

Configure the CST interface settings
You can configure a common spanning tree (CST) and internal spanning tree on a
specific interface on the switch.

An interface can become diagnostically disabled (D-Disable) when a severe error
condition occurs for DOT1S. The most common cause is when BPDU flooding occurs.
The flooding criteria are such that DOT1S receives more than 15 BPDUs in a 3-second
interval. (Other causes for a DOT1S D-Disable condition are very rare.)

To configure the CST interface settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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5. Select Switching > STP > Advanced > CST Port Configuration.
The CST Port Configuration page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associated with the port, or
type the port number in the Go To Interface field and click the Go button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. In the Port Priority field, specify the priority for the port in the CST.
Specify the port priority in multiples of 16. For example, if you set the port priority
to a value between 0 and 15, it is automatically set to 0. if you set the port priority to
a value between 16 and (2*16-1), it is automatically set to 16, and so on. The default
is 128.

9. From the Admin Edge Portmenu, select Enable or Disable to specify if the port
functions as an edge port in the CIST.
The default is Disable.

10. In the Port Path Cost field, specify a path cost value for the port in the CIST
The value can be in the range from 1 to 200000000. The default is 0.

11. From theAutoCalculatedPort PathCostmenu, selectEnableorDisable to specify
if the external path cost is calculated automatically.
If the value in the Port Path Cost field is zero and the path cost is calculated
automatically, the value is based on the link speed of the port.

The default is Disable.

12. In the External Port Path Cost field, specify an external path cost value for the port
in the CIST.
The value can be in the range from 1 to 200000000. The default is 0.

13. From theAutoCalculatedExternal Port PathCostmenu, selectEnableorDisable
to specify if the external path cost is calculated automatically.
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If the value in the External Port Path Cost field is zero and the external path cost is
calculated automatically, the value is based on the link speed of the port.

The default is Disable.

14. From the BPDU Filtermenu, select Enable or Disable to specify if BPDU traffic is
filtered on the port when STP is enabled on the port.
The default value is Disable.

15. From the BPDU Forwardingmenu, select Enable or Disable to specify if BPDU
traffic that arrives on the port can be flooded if STP is disabled on the port.
The default value is Disable.

16. From the Auto Edgemenu, select Enable or Disable to specify if the port can
become an edge port if the port does not receive BPDUs for a period.
The default is Enable.

17. From the Root Guardmenu, select Enable or Disable to specify if the port can
discard any superior information that it receives and, in this way, protect the root of
the device from changing.
If you enable this option, the port is placed in the discarding state and does not
forward any packets. The default value is Disable.

18. From the Loop Guardmenu, select Enable or Disable to specify if the port is
protected from Layer 2 forwarding loops.
If you enable this option, the port moves from the ‘listening/learning/forwarding’
state to the ‘STP loop inconsistent blocking state.’ The default is Disable

19. From theTCNGuardmenu, selectEnableorDisable to specify if the port is restricted
from propagating any topology change information that it receives.
The default is Disable.

20. From the Port Modemenu, select Enable orDisable to specify if STP is enabled or
disabled on the port.
The default value is Disable.

21. Click the Apply button.
Your settings are saved.

22. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.
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Table 58. CST port configuration information

DescriptionField

The setting of the Hello Timer for the CST. By default, the setting is 2.Hello Timer

Indicates if an edge port that receives BPDU packets is enabled or disabled.BPDU Guard Effect

Indicates the current STP state of the interface. If enabled, the port state
determines what forwarding action is taken on traffic. Possible port states are
as follows:
• Disabled: STP is currently disabled on the interface. The interface forwards
traffic while learning MAC addresses.

• Blocking: The interface is currently blocked and cannot be used to forward
traffic or learn MAC addresses.

• Listening: The interface is currently in the listening mode. The interface
cannot forward traffic nor can it learn MAC addresses.

• Learning: The interface is currently in the learningmode. The interface cannot
forward traffic. However, it can learn new MAC addresses.

• Forwarding: The interface is currently in the forwardingmode. The interface
can forward traffic and learn new MAC addresses

• Manual forwarding: The interface is currently in the manual forwarding
mode. The interface can forward traffic and learn new MAC addresses

Port Forwarding State

Display the CST interface status
You can display the Common Spanning Tree (CST) status information for interfaces on
the switch.

To display the CST interface status:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > STP > Advanced > CST Port Status.
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The CST Port Status page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. To refresh the page, click the Refresh button.

The following table describes the nonconfigurable fields on the page.

Table 59. CST interface status information

DescriptionField

The physical interface or LAG that is associated with the CST.Interface

The port identifier for port in the CST, which is created from the port
priority and the interface number.

Port ID

Indicates the current STP state of the interface. If enabled, the port state
determineswhat forwarding action is taken on traffic. Possible port states
are as follows:
• Disabled: STP is currently disabled on the interface. The interface
forwards traffic while learning MAC addresses.

• Blocking: The interface is currently blocked and cannot be used to
forward traffic or learn MAC addresses.

• Listening: The interface is currently in the listeningmode. The interface
cannot forward traffic nor can it learn MAC addresses.

• Learning. The interface is currently in the learningmode. The interface
cannot forward traffic. However, it can learn new MAC addresses.

• Forwarding: The interface is currently in the forwarding mode. The
interface can forward traffic and learn new MAC addresses.

• Manual forwarding: The interface is currently in themanual forwarding
mode. The interface can forward traffic and learn newMAC addresses

Port Forwarding State

Each MST bridge port that is enabled is assigned a port role for each
spanning tree. The port role is one of the following: Root, Designated,
Alternate, Backup, Master, or Disabled.

Port Role

The root bridge for theCST, which is created from the bridge priority and
the base MAC address of the bridge.

Designated Root

The path cost offered to the LAN by the designated port.Designated Cost

The bridge identifier of the bridgewith the designatedport. This identifier
is created from the bridge priority and the base MAC address of the
bridge.

Designated Bridge

Main User Manual235Configure Switching Information

AV Line of Fully Managed Switches M4250 Series Main User Manual



Table 59. CST interface status information (Continued)

DescriptionField

The port identifier on the designated bridge that offers the lowest cost
to the LAN. This identifier is created from theport priority and the interface
number of the port.

Designated Port

Indicates if the topology change acknowledgement flag is set for the next
BPDU to be transmitted on the port. (True or False.)

Topology Change Acknowledge

Indicates if the port is enabled as an edge port.Edge port

The point-to-point status, which indicates is the port’s link is a
point-to-point link (True) or not or (False).

Point-to-Point MAC

The bridge identifier of the CST regional root. This identifier is created
from the bridge priority and the base MAC address of the bridge.

CST Regional Root

The path cost to the CST regional root.CST Path Cost

The the time the counters were last cleared.Port Up Time Since Counters Last
Cleared

Indicates if the interface is in a loop-inconsistent state. (False or True.)Loop Inconsistent State

The number of times the interface transitioned into the loop-inconsistent
state.

Transitions Into Loop Inconsistent
State

The number of times the interface transitionedout of the loop-inconsistent
state.

Transitions Out Of Loop
Inconsistent State

Manage MST instances
You can add, change, or delete multiple spanning tree (MST) instances on the switch.

The MST instance consists of an ID, a priority value, and a VLAN ID.

AddanMST instance anddisplay theMST statusYoucanaddanMST instance
and display the MST status.
To add an MST instance and display the MST status:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.

Main User Manual236Configure Switching Information

AV Line of Fully Managed Switches M4250 Series Main User Manual



The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > STP > Advanced > MST Configuration.
The MST Configuration page display.

6. Configure the settings for the MST instance:

• MST ID: In theMST ID field, specify the ID of the MST. The ID can be in the range
from 1 to 4094.

• Priority: In thePriority field, specify the bridge priority value for theMST instance.
When switches or bridges are running STP, each is assigned a priority. After
exchanging BPDUs, the switch with the lowest priority value becomes the root
bridge. The bridge priority is a multiple of 4096. If you specify a priority that is not
a multiple of 4096, the priority is automatically set to the next lowest priority that
is a multiple of 4096. For example, if you set the priority to any value between 0
and 4095, the switch automatically sets the value to 0. The range is from 0 to
61440. The default is 32768.

• VLAN ID: From the VLAN IDmenu, select the VLAN that must be associated with
the MST instance.

7. Click the Add button
The MST is added.

8. To save the settings to the running configuration, click the Save icon.

9. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 60. MST configuration information

DescriptionField

The bridge identifier for the MST instance, which is created by using the bridge

priority and the base MAC address of the bridge.

Bridge Identifier

The time in seconds since the topology of the MST instance changed.Last TCN

The number of times the topology changed for the MST instance.Topology Change Count

This field shows if a topology change is in progress on an interface in the MST.

(True or False.)

Topology Change
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Table 60. MST configuration information (Continued)

DescriptionField

The bridge identifier of the root bridge, which is created by using the bridge

priority and the base MAC address of the bridge

Designated Root

The path cost to the designated root for the MST instance.Root Path Cost

Theport throughwhich thedesignated root for theMST instance canbe accessed.Root Port

Change an MST instance You can change an existing MST instance.
To change an existing MST instance:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > STP > Advanced > MST Configuration.
The MST Configuration page display.

6. Select the check box that is associated with the MST instance.

7. Change the settings as needed.
For more information, see Add anMST instance and display theMST status on page
236.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Delete anMST instance You can delete anMST instance that you no longer need.
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To delete an MST instance:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > STP > Advanced > MST Configuration.
The MST Configuration page display.

6. Select the check box that is associated with the MST instance.

7. Click the Delete button.
The MST instance is deleted.

8. To save the settings to the running configuration, click the Save icon.

Configure and display the interface settings for an MST
instance
You can configure and display the interface settings for aMultiple Spanning Tree (MST)
instance.

An interface can become diagnostically disabled (D-Disable) when a severe error
condition occurs for DOT1S. The most common cause is when BPDU flooding occurs.
The flooding criteria are such that DOT1S receives more than 15 BPDUs in a 3-second
interval. (Other causes for a DOT1S D-Disable condition are very rare.)

To configure and display the port settings for an MST instance:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > STP > Advanced > MST Port Configuration.
The MST Port Configuration page displays.

6. From the Select MSTmenu, select an MST instance.
For information about adding MST instances, see Manage MST instances on page
236.

7. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

8. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associated with the port, or
type the port number in the Go To Interface field and click the Go button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

9. Configure the MST values for the selected interface or interfaces:

• Port Priority: In the Port Priority field, specify the priority for the interface in the
MST instance. The port priority is set in multiples of 16. If you specify a value that
is not a multiple of 16, the priority is automatically set to the next lowest priority
that is a multiple of 16. For example, if you set a value between 0 and 15, the
priority is set to 0. If you specify a number between 16 and 31, the priority is set
to 16. Specify a value in the range from 0 to 240. The default is 128.

• Port Path Cost: In the Port Path Cost field, specify the path cost in the range
from 0 to 200000000. The default is 0.

10. Click the Apply button.
Your settings are saved.

11. To save the settings to the running configuration, click the Save icon.
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12. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 61. MST interface configuration information

DescriptionField

The path cost that the interface uses.Operational Port Path Cost

Indicates if the path cost is automatically calculated (Enable) or not

(Disable). If enabled, the path cost is calculated based on the link speed

of the port if the configured value for Port Path Cost is zero.

Auto Calculated Port Path Cost

The port identifier for the port in the MST instance, which is created by

using the port priority and the interface number.

Port ID

The time since the counters were cleared.Port Uptime Since Last Clear

Counters

Indicates if STP is enabled for the interface.Port Mode

Indicates the current STP state of the interface. If enabled, the port state

determineswhat forwarding action is taken on traffic. Possible port states

are as follows:

• Disabled: STP is currently disabled on the interface. The interface

forwards traffic while learning MAC addresses.

• Blocking: The interface is currently blocked and cannot be used to

forward traffic or learn MAC addresses.

• Listening: The interface is currently in the listeningmode. The interface

cannot forward traffic nor can it learn MAC addresses.

• Learning: The interface is currently in the learningmode. The interface

cannot forward traffic. However, it can learn new MAC addresses.

• Forwarding: The interface is currently in the forwarding mode. The

interface can forward traffic and learn new MAC addresses.

• Manual forwarding: The interface is currently in themanual forwarding

mode. The interface can forward traffic and learn newMAC addresses.

Port Forwarding State

Each MST bridge port that is enabled is assigned a port role for each

spanning tree. The port role is one of the following: Root, Designated,

Alternate, Backup, Master, or Disabled.

Port Role
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Table 61. MST interface configuration information (Continued)

DescriptionField

The bridge identifier of the root bridge, which is created by using the

bridge priority and the base MAC address of the bridge

Designated Root

The path cost offered to the LAN by the designated port.Designated Cost

The bridge identifier of the bridgewith the designated port. This identifier

is created from the bridge priority and the base MAC address of the

bridge.

Designated Bridge

The port identifier on the designated bridge that offers the lowest cost

to the LAN. This identifier is created from theport priority and the interface

number of the port.

Designated Port

Indicates if the interface is in a loop-inconsistent state. (False or True.)Loop Inconsistent State

The number of times the interface transitioned into the loop-inconsistent

state.

Transitions Into Loop Inconsistent

State

The number of times the interface transitionedout of the loop-inconsistent

state.

Transitions Out Of Loop

Inconsistent State

Display the STP interface statistics
You can display information about the number and type of bridge protocol data units
(BPDUs) that are transmitted and received on each interface.

To display the STP interface statistics:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

Main User Manual242Configure Switching Information

AV Line of Fully Managed Switches M4250 Series Main User Manual



5. Select Switching > STP > Advanced > STP Statistics.
The STP Statistics page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

Your settings are saved.

7. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 62. STP interface statistics information

DescriptionField

The number of STP BPDUs received on the interface.STP BPDUs Received

The number of STP BPDUs transmitted from the interfaceSTP BPDUs Transmitted

The number of RSTP BPDUs received on the interface.RSTP BPDUs Received

The number of RSTP BPDUs transmitted from the interface.RSTP BPDUs Transmitted

The number of MSTP BPDUs received on the interface.MSTP BPDUs Received

The number of MSTP BPDUs transmitted from the interface.MSTP BPDUs Transmitted

Configure the PVST/RPVST VLAN settings
You can configure the Per-VLANSpanning Tree Protocol (PVST) and Rapid PVST (RPVST)
settings for a VLAN.

PVST and RPVSTmust be enabled. Formore information, seeConfigure the STP settings
and display the STP status on page 226.

To configure the PVST/RPVST VLAN settings for the switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.

Main User Manual243Configure Switching Information

AV Line of Fully Managed Switches M4250 Series Main User Manual



The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > STP > Advanced > PVST VLAN.
The PVST VLAN page displays.

6. In the VLAN ID field, specify a unique VLAN ID.
You can specify only VLANs for which STP is enabled and for which PVST or RPVST
is enabled.

7. From the Rootmenu, select None, Primary, or Secondary.:

• None: The default is None. The switch does not function as a root bridge or a
standby bridge for the VLAN.

• Primary: The switch functions as a root bridge for the VLAN. The bridge priority
is changed from the default value of 32768 to a lower value to ensure a root bridge
configuration.

• Secondary: The switch functions as a standby bridge for the VLAN. The bridge
priority is changed from the default value of 32768 to a lower value to ensure a
standby bridge configuration.

8. In the Hello Time field, enter the spanning tree hello time interval for the VLANs.
The hello time is the interval between sending successive BPDUs. Enter a value in
the range from 1 to 10 seconds. The default is 2 seconds.

9. In the Forward Time field, enter the spanning tree forwarding delay interval for the
VLAN.
This interval is the period during which the switch can detects state before
transitioning an interface port to the forwarding state.The range is from 4 to 30
seconds. The default is 15 seconds.

10. in theMax Age field, enter the spanning tree maximum age time for the VLAN.
This time is the period after which a bridge interface saves its configuration
information. The range is from 6 to 40 seconds. The default is 20 seconds.

11. In the Priority field, enter the priority for the VLAN.
The allowed values are between 0 and 61440. The valid values are listed in the
following table.
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819240960

204801638412288

32768 (default)2867224576

450564096036864

573445324849152

61440

The default value is 32768. If the value that you enter is not among the specified
values, the value is automatically rounded off to the nearest valid value.

12. Click the Add button.
PVST/RPVST VLAN configuration is added.

13. To save the settings to the running configuration, click the Save icon.

Change a PVST/RPVST VLAN configuration
You can change an existing PVST/RPVST VLAN configuration.

To change an existing PVST/RPVST VLAN configuration:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > STP > Advanced > PVST VLAN.
The PVST VLAN page displays.

6. Select the check box that is associated with the PVST/RPVST VLAN configuration.

7. Change the settings as needed.
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For more information, see Configure the PVST/RPVST VLAN settings on page 243.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Remove a PVST/RPVST VLAN configuration
You can delete a PVST/RPVST VLAN configuration that you no longer need.

To delete a PVST/RPVST VLAN configuration:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > STP > Advanced > PVST VLAN.
The PVST VLAN page displays.

6. Select the check box that is associated with the PVST/RPVST VLAN configuration.

7. Click the Delete button.
The PVST/RPVST VLAN configuration is deleted.

8. To save the settings to the running configuration, click the Save icon.

Configure the PVST and RPVST interface settings
You can configure the Per-VLANSpanning Tree Protocol (PVST) and Rapid PVST (RPVST)
settings for an interface.

PVST and RPVSTmust be enabled. Formore information, seeConfigure the STP settings
and display the STP status on page 226.
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To configure the PVST and RPVST interface settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > STP > Advanced > PVST Interface.
The PVST Interface page displays.

6. From theVLAN IDmenu, select a VLANs for which STP and PVST or RPVST is already
enabled, or selectOther to configure a by entering and a new VLAN ID.

7. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

8. In the Priority field, enter the priority for the interface.
Set this value to a lower number to let the interface forward frames. The priority s
usedwhen the interface is configured as a point-to-point link. The value can be from
0 to 240. The value must be a multiple of 16.

32160

806448

128 (default)11296

176160144
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(Continued)

224208192

––240

The default value is 128. If the value that you enter is not among the specified values,
the value is automatically rounded off to the nearest valid value.

9. In the Cost field, enter the path cost from the interface to the root bridge.
By default, the cost is not manually configured. You can enter a value from 1 and
200,000,000. Enter 0 to disable the setting. If the per-VLAN cost is not configured,
the path cost value is set based on the link speed.

10. From the Auto Calculated Costmenu, select Enable or Disable to specify if the
cost is automatically calculated.
The default is Enable.

11. Click the Apply button.
Your settings are saved.

12. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 63. PVST/RPVST interface configuration information

DescriptionField

The role of the interface, which can be Disabled, Root, Designated, Alternate,
Backup, or Master.
Note: For an interface that is not member of the selected VLAN, VLAN, the field
is blank.

Role

The status of the interface, which can be Discarding, Learning, Forwarding, or
Disabled.
Note: For an interface that is not member of the selected VLAN, VLAN, the field
is blank.

Status

Display the PVST and RPVST statistics
You can display the Per-VLAN Spanning Tree Protocol (PVST) and Rapid PVST (RPVST)
statistics.

PVST and RPVSTmust be enabled. Formore information, seeConfigure the STP settings
and display the STP status on page 226.
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To display the PVST and RPVST statistics:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > STP > Advanced > PVST Statistics.
The PVST/RPVST Statistics page displays.

6. To refresh the page, click the Refresh button.
If PVST or RPVST is enabled, the page displays statistic information.

Multicast forwarding database

Multicast IP traffic is traffic that is destined to a host group. Host groups are identified
by class D IP addresses, which range from 224.0.0.0 to 239.255.255.255.

Display the entries in the multicast forwarding database
The multicast forwarding database (MFDB) holds the port membership information for
all active multicast address entries. The key for an entry consists of a combination of a
VLAN ID and a MAC address. Entries can contain data for more than one protocol.

To display the entries in the multicast forwarding database:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Multicast > MFDB > MFDB Table.
The MFDB Table page displays.

6. To search for an entry, in the Search by MAC Address, enter a MAC address, and
click the Go button.
If the address exists, that entry is displayed. An exact match is required.

The following table describes the nonconfigurable fields on the page.

Table 64. MFDB information

DescriptionField

The multicast MAC address for which you requested data.MAC Address

The VLAN ID to which the multicast MAC address is related.VLAN ID

The component that is responsible for this entry in the MFDB. The

component can be IGMP snooping, GMRP, Static Filtering, or MLD

snooping.

Component

The type of the entry. Static entries are those that you configure. Dynamic

entries are added to the table as a result of a learning process or protocol.

Type

The description of this multicast table entry. The description can be

Management Configured, Network Configured, or Network Assisted.

Description

The forwarding list that is derived from combining all the forwarding

interfaces and removing the interfaces that are listed as the static filtering

interfaces.

Forwarding Interfaces

Remove the IGMP snooping entries from the multicast
forwarding database
You can remove the IGMP snooping entries from the multicast forwarding database.
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To remove the IGMP snooping entries from the multicast forwarding database:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Multicast > MFDB > MFDB Table.
The MFDB Table page displays.

6. Click the Clear button.
Your settings are saved.

7. To save the settings to the running configuration, click the Save icon.

Remove all knownmulticastMACentries from themulticast
forwarding database
You can remove all knownmulticastMACentries from themulticast forwardingdatabase.

To removeall knownmulticastMACentries fromthemulticast forwardingdatabase:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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5. Select Switching > Multicast > MFDB > MFDB Table.
The MFDB Table page displays.

6. Select the Reset Known Multicast MAC Entries check box.
A confirmation pop-up window displays.

7. Select theOK button.
The pop-up window closes.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Display the multicast forwarding database statistics
You can display the multicast forwarding database statistics

To display the multicast forwarding database statistics:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Multicast > MFDB > MFDB Statistics.
The MFDB Statistics table displays.

6. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.
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Table 65. MFDB statistics information

DescriptionField

The maximum number of entries that the multicast forwarding database

table can hold.

Max MFDB Table Entries

The largest number of entries that were present in themulticast forwarding

database table since the last reset. This value is also known as the MFDB

high-water mark.

Most MFDB Entries Since Last

Reset

The current number of entries in themulticast forwarding database table.Current Entries

Internet Group Management Protocol
snooping

Internet Group Management Protocol (IGMP) snooping allows a switch to forward
multicast traffic intelligently. Multicast IP traffic is destined to a host group. Host groups
are identified by class D IP addresses, which range from 224.0.0.0 to 239.255.255.255.
Based on the IGMP query and report messages, the switch forwards traffic only to the
ports that request the multicast traffic. This prevents the switch from broadcasting the
traffic to all ports and possibly affecting network performance.

A traditional Ethernet network can be separated into different network segments to
prevent placing too many devices onto the same shared media. Bridges and switches
connect these segments. When a packet with a broadcast or multicast destination
address is received, the switch forwards a copy into each of the remaining network
segments in accordance with the IEEE MAC Bridge standard. Eventually, the packet is
made accessible to all nodes connected to the network.

This approach works well for broadcast packets that are intended to be seen or
processed by all connected nodes. In the case of multicast packets, however, this
approach could lead to less efficient use of network bandwidth, particularly when the
packet is intended for only a small number of nodes. Packets are flooded into network
segments where no node is receptive to the packet. While nodes rarely incur any
processing overhead to filter packets addressed to unrequested group addresses, they
cannot transmit newpackets onto the sharedmedia during the period that themulticast
packet is flooded. The problem of wasting bandwidth is even worse when the LAN
segment is not shared, for example in full-duplex links.
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Allowing switches to snoop IGMP packets is a creative effort to solve this problem. The
switch uses the information in the IGMPpackets as they are being forwarded throughout
the network todeterminewhich segments receivepackets directed to thegroupaddress.

Configure IGMP snooping automatically with IGMP Plus
mode
IGMPPlusmode lets you automatically configure IGMP snooping,which is used tobuild
forwarding lists for IPv4 multicast traffic.

You can also configure IGMPsnoopingmanually (seeConfigure IGMPsnoopingmanually
on page 255).

To configure IGMP snooping automatically:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Multicast > IGMP Snooping > Configuration.
The Configuration page displays.

6. Select the IGMP Plus Mode Enable or Disable radio button.
If enabled, the following IGMP snooping modes are automatically enabled:

• Admin mode

• Proxy Querier mode

• Report Flood Mode

• Exclude Mrouter Interface Mode

• Fast Leave Auto-assignment Mode

The default is Enable.

If disabled, these IGMP snooping modes are automatically disabled.
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Note: For information about other settings on the page, see Configure IGMP
snooping manually on page 255.

7. Click the Apply button.
Your settings are saved.

8. To save the settings to the running configuration, click the Save icon.

9. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 66. IGMP snooping configuration information

DescriptionField

The number of multicast control frames that are processed by the switch.Multicast Control FrameCount

The interfaces on which IGMP snooping is enabled.Interfaces Enabled for IGMP

Snooping

Indicates if IGMP snooping is globally enabled or disabled on the switch.Operational Mode

The VLANs on which IGMP snooping is enabled.VLAN IDs Enabled For IGMP

Snooping

Configure IGMP snooping manually
You can manually configure the settings for IGMP snooping, which is used to build
forwarding lists for IPv4 multicast traffic.

You can also configure IGMP snooping automatically (see Configure IGMP snooping
automatically with IGMP Plus mode on page 254).

To configure the settings for IGMP snooping manually:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Multicast > IGMP Snooping > Configuration.
The Configuration page displays.

6. Select the Admin Mode Enable or Disable radio button.
This selection enables or disables the administrative mode for IGMP snooping for
the switch. The default is Disable.

7. Select the Validate IGMP IP header Enable or Disable radio button.
This selection enables or disables header validation for all IGMP versions on the
switch. If enabled, a packet IGMP IP header validates the Router Alert option, ToS
and TTL. The default is Enable.

8. Select the Proxy Querier Mode Enable or Disable radio button.
This selection enables or disables the IGMP proxy querier for the switch. If disabled,
the IGMP proxy query with source IP address 0.0.0.0 is not sent in response to an
IGMP leave packet. The default is Enable.

9. Select the Report Flood Mode Enable or Disable radio button.
This selection enables or disables the report floodingmodeon the switch. If enabled,
IGMP Join/Leave PDUs that the switch receives from a host on a downstream port
are forwarded to all other ports in the associated VLAN. The default is Enable.

10. Select the Exclude Mrouter Interface Mode Enable or Disable radio button.
This selection specifies the type of information that is forwarded to the upstream
multicast router interface.

If enabled, the switch forwards IGMP Join/Leave PDUs that it receives on a
downstream port to an upstreammrouter interface. In addition, the switch forwards
a multicast data stream to an upstream mrouter interface only if that port already
received an IGMPv1 or IGMPv2 membership message. The switch drops unknown
multicast streams. The default is Enable.

If disabled, the switch forwards IGMP Join/Leave PDUs, known multicast streams,
and unknown multicast streams to the upstream mrouter interface.

11. Select the Fast Leave Auto-Assignment Mode Enable or Disable radio button.
This selection enables or disables the automatic assignment of fast-leave messages
to all ports and LAGs on the switch. The default is Enable.

Note: For information about IGMP Plus mode, see Configure IGMP snooping
automatically with IGMP Plus mode on page 254.
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12. Click the Apply button.
Your settings are saved.

13. To save the settings to the running configuration, click the Save icon.

14. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 67. IGMP snooping configuration information

DescriptionField

The number of multicast control frames that are processed by the switch.Multicast Control FrameCount

The interfaces on which IGMP snooping is enabled.Interfaces Enabled for IGMP

Snooping

Indicates if IGMP snooping is globally enabled or disabled on the switch.Operational Mode

The VLANs on which IGMP snooping is enabled.VLAN IDs Enabled For IGMP

Snooping

Configure the IGMP snooping settings for interfaces
You can configure the IGMP snooping settings for interfaces.

To configure the IGMP snooping settings for interfaces:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Multicast > IGMP Snooping > Interface Configuration.
The Interface Configuration page displays.
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6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. From the Admin Modemenu, select Disable or Enable.
This selection enables or disables the administrative mode for IGMP snooping for
the interface. The default is Disable.

9. In theMembership Interval field, specify the period that the switchwaits for a group
report before it removes the interface as a member of the group.
Enter a value between 1 and 3600 seconds. The default is 600 seconds.

10. In theMax Response Time field, specify the period that the switch waits after it sent
a query on an interface because it did not receive a report from a group on that
interface.
Enter a value that is 1 or greater but less than the value in the Membership Interval
field. The default is 120 seconds.

11. In the Expiration Time field, specify the period that the switch waits to receive a
query on the interface before it removes the interface from the list of interfaces with
multicast routers attached.
Enter a value from 0 to 3600 seconds. The default is 300 seconds. If you enter 0, you
configure an infinite time-out (no expiration).

12. From the Fast Leavemenu, select to enable or disable the IGMP snooping fast leave
mode for the interface. This selection enables or disables the automatic assignment
of fast-leave messages for the interface. The default is Disable.
The Fast Leave Operational Mode field shows the status of the interface.

13. From the ProxyQueriermenu, select to enable or disable the proxy querier for the
interface.
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If disabled, the IGMP proxy query with source IP address 0.0.0.0 is not sent in
response to an IGMP leave packet. The default is Enable.

14. Click the Apply button.
Your settings are saved.

15. To save the settings to the running configuration, click the Save icon.

Configure IGMP snooping for VLANs automatically with
IGMP Plus mode
IGMP Plus mode lets you automatically configure IGMP snooping for VLANs, which is
used to build forwarding lists for multicast traffic.

You can also configure IGMP snooping for VLANs manually (see Configure IGMP
snooping manually on page 255).

To configure IGMP snooping for VLANs automatically:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Multicast > IGMP Snooping > IGMP VLAN Configuration.
The IGMP VLAN Configuration page displays.

6. Select the check box next to the VLAN ID.

7. From the IGMPPlusModemenu at the right of the page, select to enable or disable
the IGMP Plus mode on the VLAN.
If enabled, the following IGMP snooping modes are automatically enabled for the
VLAN and the following occurs:

• Admin mode

• Fast-Leave
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• Proxy Querier

• Report Flood Mode

• Exclude Mrouter Interface Mode

• Installs reserved Multicast MAC addresses into the system.

If disabled, these IGMP snooping modes are automatically disabled for the VLAN.

Note: For information about other settings on the page, see Configure IGMP
snooping for VLANs manually on page 260.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Configure IGMP snooping for VLANs manually
You can manually configure the settings for IGMP snooping for VLANs, which is used
to build forwarding lists for multicast traffic.

You can also configure IGMP snooping for VLANS automatically (see Configure IGMP
snooping for VLANs automatically with IGMP Plus mode on page 259).

To configure the settings for IGMP snooping for a VLAN manually:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Multicast > IGMP Snooping > IGMP VLAN Configuration.
The IGMP VLAN Configuration page displays.

6. Select the check box next to the VLAN ID.
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7. From the Admin Modemenu, select to enable or disable IGMP snooping for the
VLAN.
The default is Disable.

8. From the Fast Leavemenu, select to enable or disable the IGMP snooping fast leave
mode for the VLAN.
This selection enables or disables the automatic assignment of fast-leave messages
for all members of the VLAN. The default is Enable.

9. In theMembership Interval field, enter theperiod for thegroupmembership interval
of IGMP snooping for the VLAN.
The periodmust be the value in theMaximumResponse Time field plus a value from
1 to 3600 seconds. The default is 600 seconds.

10. In theMaximumResponse Time field, enter the period for the maximum response
time of IGMP snooping for the VLAN.
The rangemust be from 1 to the value in theGroupMembership Interval fieldminus
1. The value in the Maximum Response Time field must be greater than the value in
the Group Membership Interval field. The default is 120 seconds.

11. In theMulticast Router Expiry Time field, enter the period for the multicast router
expiration time of IGMP snooping for the VLAN.
The range must be from 0 to 3600 seconds. The default is 300 seconds.

12. From theReport Suppressionmenu, select to enable or disable the IGMP snooping
report suppression mode for the VLAN.
This mode allows for the suppression of IGMP reports that are sent by multicast
hosts. The switch does so by building a Layer 3membership table and sending only
the essential reports to IGMP routers that must receive the multicast traffic. As a
result, the multicast report traffic that is sent to the IGMP routers is reduced. The
default is Disable.

13. From the ProxyQueriermenu, select to enable or disable the proxy querier for the
VLAN.
If disabled, the IGMP proxy query with source IP address 0.0.0.0 is not sent in
response to an IGMP leave packet. The default is Enable.

14. From theReport FloodModemenu, select to enable or disable the report flooding
mode on the VLAN.
If enabled, IGMP Join/Leave PDUs that the VLAN receives from a host on a
downstreamport are forwarded to all other ports in the VLAN. The default is Enable.

15. From the Exclude Mrouter Interface Modemenu, select to enable or disable the
Exclude Mrouter Interface Mode.
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This selection specifies the type of information that is forwarded to the upstream
multicast router interface:

• Enable. The VLAN forwards IGMP Join/Leave PDUs that it receives on a
downstreamport to an upstreammrouter interface. In addition, the VLAN forwards
a multicast data stream to an upstreammrouter interface only if that port already
received an IGMPv1or IGMPv2membershipmessage. The VLANdrops unknown
multicast streams. The default is Enable.

• Disable: The VLAN forwards IGMP Join/Leave PDUs, known multicast streams,
and unknown multicast streams to the upstream mrouter interface.

Note: For information about IGMP Plus mode for VLANs, see Configure IGMP
snooping for VLANs automatically with IGMP Plus mode on page 259.

16. Click the Apply button.
Your settings are saved.

17. To save the settings to the running configuration, click the Save icon.

Configure an IGMP multicast router interface
You can configure an interface as the designated interface to which a multicast router
is attached. All IGMP packets snooped by the switch are forwarded to the multicast
router that is reachable from this interface. We refer to this interface as the multicast
router.

In most situations, this configuration is not required because the switch automatically
detects a multicast router and forwards IGMP packets accordingly. This configuration
might be required in a complex network if you want to make sure that the multicast
router always receives IGMP packets from the switch.

To configure a multicast router interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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5. SelectSwitching>Multicast > IGMPSnooping>Multicast Router Configuration.
The Multicast Router Configuration page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. From theMulticast Routermenu, select to enable or disable the multicast router
option.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

Configure an IGMP multicast router VLAN
You can configure a specific VLAN for a specific interface to forward snooped IGMP
packets to the multicast router that is connected to the interface.

In most situations, this configuration is not required because the switch automatically
detects a multicast router and forwards IGMP packets accordingly. This configuration
might be required in a complex network if you want to make sure that the multicast
router always receives IGMP packets from the switch.

To configure a multicast router VLAN:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Multicast > IGMP Snooping > Multicast Router VLAN
Configuration.
The Multicast Router VLAN Configuration page displays.

6. From the Interfacemenu, select the interface.

7. In the VLAN ID field, enter the VLAN ID.

8. From theMulticast Routermenu, select Enable or Disable to specify if the VLAN
is a multicast router VLAN.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

IGMP snooping querier overview
IGMP snooping requires that one central switch or router periodically query all
end-devices on the network to announce their multicast memberships. This central
device is the IGMP querier. The IGMP query responses, known as IGMP reports, keep
the switch updated with the current multicast group membership on a port-by-port
basis. If the switch does not receive updatedmembership information in a timely fashion,
it stops forwarding multicasts to the port where the end device is located.

You can configure and display information for IGMP snooping queriers on the network
and, separately, on VLANs.

Configure the IGMP snooping querier global settings
You can configure the global settings for an IGMP snooping querier on the switch.

To configure the global settings for an IGMP snooping querier:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Multicast > IGMP Snooping > Querier Configuration.
The Querier Configuration page displays.

6. Select the Querier Admin Mode Enable or Disable radio button to specify if IGMP
snooping is enabled for the switch.
The default is Disable.

7. In the Snooping Querier IP Address field, specify the snooping querier IP address
that must be used as the source address in periodic IGMP queries.
This address is used when no address is configured on the VLAN on which queries
are sent.

8. In the IGMP Version field, specify the IGMP protocol version used in periodic IGMP
queries.
The version can be 1 to 2. The default is 2.

9. In theQuery Interval (secs) field, specify the period in seconds between periodic
queries sent by the snooping querier.
The range is from 1 to 1800 seconds. The default is 60 seconds.

10. In theQuerier Expiry Interval (secs) field, specify the period in seconds after which
the last querier information is removed.
The range is from 60 to 300 seconds. The default is 180 seconds.

11. Click the Apply button.
Your settings are saved.

The page displays the VLAN IDs enabled for IGMP snooping querier.

12. To save the settings to the running configuration, click the Save icon.

Configure an IGMP snooping querier for a VLAN
You can configure an IGMP querier for use with a VLAN on the network.
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To configure an IGMP snooping querier for a VLAN:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Multicast > IGMP Snooping > Querier VLAN Configuration.
The Querier VLAN Configuration page displays.

6. Either specify a new VLAN or change an existing VLAN:

• Specify a new VLAN: In the VLAN ID field, enter the ID for a new VLAN.
• Change an existing VLAN: Select the check box for an existing VLAN.

7. From theQuerier Election ParticipateModemenu, select to enable or disable the
querier election participate mode:

• Disabled. If the switch detects another querier of the same version in the VLAN,
the snooping querier moves to the non-querier state.

• Enabled: The snoopingquerier participates in querier election, inwhich the lowest
numbered IP address operates as the querier in that VLAN. The other querier
moves to non-querier state.

By default, the querier election participate mode is enabled for VLAN 1.

8. In the Snooping Querier VLAN Address field, specify the IP address to be used as
the source IP address in periodic IGMP queries that are sent on the VLAN.

9. Either add the new VLAN or save the settings for the existing VLAN:

• Add the new VLAN: Click the Add button.
The VLAN is added.

• Save the settings for the existing VLAN: Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.
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Table 68. Querier VLAN configuration information

DescriptionField

The operational state of the IGMP snooping querier on a VLAN:
• Querier: The snooping switch is the querier in the VLAN. The snooping
switch sends out periodic queries with a time interval equal to the
configured querier query interval. If the snooping switch finds a better
querier in the VLAN, it moves to non-querier mode.

• Non-Querier: The snooping switch is innNon-querier mode in the
VLAN. If the querier expiry interval timer expires, the snooping switch
moves into querier mode.

• Disabled: The snooping querier is not operational on the VLAN. The
snooping querier moves to disabled mode when IGMP snooping is
not operational on the VLAN or when the querier address is not
configured or the networkmanagement address is also not configured.

Operational State

The operational IGMP protocol version of the querier.Operational Version

The IP address of the last querier from which a query was snooped on
the VLAN.

Last Querier Address

The IGMP protocol version of the last querier from which a query was
snooped on the VLAN.

Last Querier Version

The maximum response time to be used in the queries that are sent by
the snooping querier.

Operational Max Response Time

Remove the IGMP snooping querier settings for a VLAN
You can remove the IGMP snooping querier settings for a VLAN.

To remove the IGMP snooping querier settings for a VLAN:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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5. Select Switching > Multicast > IGMP Snooping > Querier VLAN Configuration.
The Querier VLAN Configuration page displays.

6. Select the VLAN for which you want to remove the IGMP snooping querier settings.

7. Click the Delete button.
Your settings are saved. (The VLAN itself is not deleted.)

8. To save the settings to the running configuration, click the Save icon.

Display the status of the IGMP snooping querier
You can display the status of the IGMP snooping querier for an interface or a VLAN.

To display the status of the IGMP snooping querier:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectSwitching>Multicast > IGMPSnoopingQuerier > IGMPSnoopingGroup
Table.
The IGMP Snooping Group Table page displays.

6. To display information for a specific VLAN or interface, do the following:

a. From the Searchmenu, select VLAN ID or interface.

b. In the field, enter the VLAN ID or interface number.

c. Click the GO button.

7. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.
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Table 69. IGMP snooping group information

DescriptionField

The ID of the VLAN on which the host sends IGMP member join requests.VLAN ID

The IP address andMACaddress of the host that sends IGMPmember join requests.Subscriber

The multicast IP address and MAC address that the subscriber is registered to.MC Group

The interface on which the IGMP member join requests us detected.Interface

The IGMP protocol version.Type

The time that the most recent update for this host expires.Timeout (secs)

Multicast Listener Discovery snooping

In IPv6 networks,Multicast ListenerDiscovery (MLD) snoopingperforms a similar function
as IGMP in IPv4 networks.WithMLDsnooping, IPv6multicast data is selectively forwarded
to ports that are configured to receive the data, instead of being flooded to all ports in
a VLAN. The ports are determined by snooping IPv6 multicast control packets.

A multicast listener is a device that is configured to receive IPv6 multicast packets. MLD
is used by IPv6 multicast routers to discover the presence of multicast listeners on its
directly-attached links and to discover which multicast packets are of interest to
neighboring devices.

TheMLDprotocol is derived from IGMP.MLD version 1 (MLDv1) is equivalent to IGMPv2,
and MLD version 2 (MLDv2) is equivalent to IGMPv3. MLD is a subprotocol of Internet
ControlMessageProtocol version 6 (ICMPv6), andMLDmessages are a subset of ICMPv6
messages, identified in IPv6 packets by a preceding Next Header value of 58.

Configure MLD snooping automatically with MLD Plus
mode
MLD Plus mode lets you automatically configure MLD snooping, which is used to build
forwarding lists for IPv6 multicast traffic.

You can also configureMLD snoopingmanually (seeConfigureMLD snoopingmanually
on page 271).
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To configure MLD snooping automatically:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Multicast > MLD Snooping > Configuration.
The Configuration page displays.

6. Select the MLD Plus Mode Enable or Disable radio button.
If enabled, the following MLD snooping modes are automatically enabled:

• MLD Snooping Admin mode

• Exclude Mrouter Interface Mode

The default is Enable.

If disabled, these MLD snooping modes are automatically disabled.

Note: For information about other settings on the page, see Configure MLD
snooping manually on page 271.

7. Click the Apply button.
Your settings are saved.

8. To save the settings to the running configuration, click the Save icon.

9. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.
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Table 70. MLD snooping configuration information

DefinitionField

The number of multicast control frames that were processed.Multicast Control Frame Count

The interface on which MLD snooping is administratively enabled. MLD

snooping must be enabled globally and on an interface for the interface

to be able to snoop MLD packets to determine which segments should

receive multicast packets directed to the group address.

Interfaces Enabled for MLD

Snooping

The VLAN on which MLD snooping is administratively enabled.VLAN IDs Enabled For MLD

Snooping

Configure MLD snooping manually
You can manually configure the settings for MLD snooping, which is used to build
forwarding lists for IPv6 multicast traffic.

You can also configure MLD snooping automatically (see Configure MLD snooping
automatically with MLD Plus mode on page 269).

To configure the settings for MLD snooping manually:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Multicast > MLD Snooping > Configuration.
The Configuration page displays.

6. Select the MLD Snooping Admin Mode Enable or Disable radio button to specify
the administrative mode for MLD snooping for the switch. The default is Disable.

7. Select the Proxy Querier Mode Enable or Disable radio button.
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This enables or disables an MLD proxy querier on the system. If it is disabled, then
an MLD proxy query with source IP 0::0 is not sent in response to an MLD leave
packet. If it is enabled, then MLD proxy queries are sent. The default is Enable.

8. Select the Exclude Mrouter Interface Mode Enable or Disable radio button.
This selection specifies the type of information that is forwarded to the upstream
multicast router interface.

If enabled, the switch blocks all unknown multicast data through the mrouter port,
whether the port is configured dynamically or statically. OnlyMLDPDUs are allowed
to pass through the mrouter port to the upstream router interface.

The default is Enable. If disabled, the switch forwards both unknown multicast data
and MLD PDUs to the upstream multicast router interface.

Note: For information about MLD Plus mode, see Configure MLD snooping
automatically with MLD Plus mode on page 269.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

11. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 71. MLD snooping configuration information

DefinitionField

The number of multicast control frames that were processed.Multicast Control Frame Count

The interface on which MLD snooping is administratively enabled. MLD

snooping must be enabled globally and on an interface for the interface

to be able to snoop MLD packets to determine which segments should

receive multicast packets directed to the group address.

Interfaces Enabled for MLD

Snooping

The VLAN on which MLD snooping is administratively enabled.VLAN IDs Enabled For MLD

Snooping

Configure the MLD snooping settings for interfaces
You can configure the MLD snooping settings for interfaces.
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To configure the MLD snooping settings for interfaces:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Multicast > MLD Snooping > Interface Configuration.
The Interface Configuration page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. From the Admin Modemenu, select to enable or disable MLD snooping for the
interface.
The default is Disable.

9. In theMembership Interval field, specify the time that the switch must wait for a
report for a particular group on a particular interface before it deletes that interface
from the group.
The valid range is from 2 to 3600 seconds. The configured value must be greater
than the maximum response time. The default is 260 seconds.
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10. In theMax Response Time field, specify the time that the switch must wait after
sending a query on an interface because it did not receive a report for a particular
group on that interface.
Enter a value greater than or equal to 1 and less than the membership interval in
seconds. The default is 10 seconds. The configured value must be less than the
membership interval.

11. In the Expiration Time field, specify the time that the switch must wait to receive a
query on an interface before removing the interface from the list of interfaces with
multicast routers attached.
Enter a value between 0 and 3600 seconds. The default is 300 seconds. A value of
zero indicates an infinite time-out, that is, no expiration.

12. From the Fast Leavemenu, select Enable orDisable to enable or disable Fast Leave
on the interface.
If Fast Leave is enabled, the interface can immediately be removed from the Layer
2 forwarding table when the switch receives an MLD leave message for a multicast
group without first sending MAC-based general queries. The default is Disable.

13. From theProxyQuerierModemenu, selectEnableorDisable to enable or disable
the proxy querier mode on the interface.
If themode is disabled, anMLDproxy querywith source IP 0::0 is not sent in response
to an MLD leave packet. If the mode is enabled, MLD proxy queries are sent. The
default value is Enable.

14. Click the Apply button.
Your settings are saved.

15. To save the settings to the running configuration, click the Save icon.

ConfigureMLDsnooping for VLANs automaticallywithMLD
Plus mode
MLD Plus mode lets you automatically configure MLD snooping for VLANs, which is
used to build forwarding lists for IPV6 multicast traffic.

You canalso configureMLDsnooping for VLANsmanually (seeConfigure IGMPsnooping
manually on page 255).

To configure MLD snooping for VLANs automatically:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.
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3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Multicast > MLD Snooping > MLD VLAN Configuration.
The MLD VLAN Configuration page displays.

6. Select the check box for the VLAN ID for which MLD snooping must be enabled.

7. From theMLD PlusModemenu, select to enable or disable the MLD Plus mode on
the VLAN.
If enabled, the following MLD snooping modes are automatically enabled for the
VLAN:

• Admin mode

• Fast-Leave

• Exclude Mrouter Interface Mode

If disabled, these MLD snooping modes are automatically disabled for the VLAN.

Note: For information about other settings on the page, see Configure MLD
snooping for VLANs manually on page 275.

8. Click Add to enable MLD Snooping on the specified VLAN.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

Configure MLD snooping for VLANs manually
You can manually configure the settings for MLD snooping for VLANs, which is used to
build forwarding lists for IPv6 multicast traffic.

You can also configure MLD snooping for VLANS automatically (see Configure MLD
snooping for VLANs automatically with MLD Plus mode on page 274).
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To configure the settings for MLD snooping for a VLAN manually:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Multicast > MLD Snooping > MLD VLAN Configuration.
The MLD VLAN Configuration page displays.

6. Either specify a new VLAN or change an existing VLAN:

• Specify a new VLAN: In the VLAN ID field, enter the ID for a new VLAN.
• Change an existing VLAN: Select the check box for an existing VLAN.

7. From the Fast Leavemenu, select to enable or disable theMLD snooping Fast Leave
mode.

8. In theMembership Interval field, specify the period for the group membership
interval of MLD snooping.
The range is from the period that you specify in theMaximumResponse Time field
plus 1 to 3600 seconds. The default is 260 seconds.

9. In theMaximumResponse Time field, specify the period for themaximum response
time of MLD snooping.
The range is from1 second to theperiod that you specify in theMembership Interval
minus 1. The default is 10 seconds.

10. In theMulticast Router Expiry Time field, specify the period for themulticast router
expiration time of MLD Snooping.
The range is from 0 to 3600 seconds. The default is 300 seconds.

11. From the Proxy Querier Modemenu, select to enable or disable the proxy querier
mode.
If you select Disable, theMLD proxy query with source IP 0::0 is not sent in response
to an MLD leave packet. The default value is Enable.
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12. From the Exclude Mrouter Interface Modemenu, select to enable or disable the
mrouter interface mode.
This selection specifies the type of information that is forwarded to the upstream
multicast router interface.

If enabled, the interface blocks all unknownmulticast data through themrouter port,
whether the port is configured dynamically or statically. OnlyMLDPDUs are allowed
to pass through the mrouter port to the upstream router interface.

The default is Enable. If disabled, the interface forwards both unknown multicast
data and MLD PDUs to the upstream multicast router interface.

Note: For information about MLD Plus mode for VLANs, see Configure MLD
snooping for VLANs automatically with MLD Plus mode on page 274.

13. Either add the new VLAN or save the settings for the existing VLAN:

• Add the new VLAN: Click the Add button.
The VLAN is added.

• Save the settings for the existing VLAN: Click the Apply button.
Your settings are saved.

14. To save the settings to the running configuration, click the Save icon.

Remove the MLD snooping querier settings for a VLAN
You can remove the MLD snooping querier settings for a VLAN.

To remove the MLD snooping querier settings for a VLAN:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Multicast > MLD Snooping > Querier VLAN Configuration.
The Querier VLAN Configuration page displays.
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6. Select the VLAN for which you want to remove the IGMP snooping querier settings.

7. Click the Delete button.
Your settings are saved. (The VLAN itself is not deleted.)

8. To save the settings to the running configuration, click the Save icon.

Configure an MLD multicast router interface
You can configure an interface as the designated interface to which a multicast router
is attached. AllMLDpackets snoopedby the switch are forwarded to themulticast router
that is reachable from this interface. We refer to this interface as the multicast router.

In most situations, this configuration is not required because the switch automatically
detects a multicast router and forwards MLD packets accordingly. This configuration
might be required in a complex network if you want to make sure that the multicast
router always receives MLD packets from the switch.

To configure an MLD multicast router interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectSwitching>Multicast >MLDSnooping>Multicast Router Configuration.
The Multicast Router Configuration page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select one or more interfaces by taking one of the following actions:
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• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. From theMulticast Routermenu, select to enable or disable the multicast router
option.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

Configure an MLD multicast router VLAN
You can configure a specific VLAN for a specific interface to forward snooped MLD
packets to the multicast router that is connected to the interface.

In most situations, this configuration is not required because the switch automatically
detects a multicast router and forwards MLD packets accordingly. This configuration
might be required in a complex network if you want to make sure that the multicast
router always receives MLD packets from the switch.

To configure a multicast router VLAN:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Multicast > MLD Snooping > Multicast Router VLAN
Configuration.
The Multicast Router VLAN Configuration page displays.

6. From the Interfacemenu, select the interface.
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7. In the VLAN ID field, enter the VLAN ID.

8. From theMulticast Routermenu, select Enable or Disable to specify if the VLAN
is a multicast router VLAN.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

Configure the MLD snooping querier global settings
You can configure the global settings for an MLD snooping querier on the switch.

To configure the global settings for an MLD snooping querier:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Multicast > MLD Snooping > Querier Configuration.
The Querier Configuration page displays.

6. Select the Querier Admin Mode Enable or Disable radio button to specify if MLD
snooping is enabled for the switch.
The default is Disable.

7. In theQuerier Address field, specify the snooping querier IP address that must be
used as the source address in periodic MLD queries.
This address is used when no address is configured on the VLAN on which queries
are sent. The supported IPv6 formats are x:x:x:x:x:x:x:x and x::x.

Note: The MLDP Version field always states MLD protocol version 1. This is the
version that is used in periodic MLD queries.
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8. In theQuery Interval (secs) field, specify the period in seconds between periodic
queries sent by the snooping querier.
The range is from 1 to 1800 seconds. The default is 60 seconds.

9. In theQuerier Expiry Interval (secs) field, specify the period in seconds after which
the last querier information is removed.
The range is from 60 to 300 seconds. The default is 60 seconds.

10. Click the Apply button.
Your settings are saved.

The page displays the VLAN IDs enabled for MLD snooping querier.

11. To save the settings to the running configuration, click the Save icon.

Configure an MLD snooping querier for a VLAN
You can configure an MLD querier for use with a VLAN on the network.

To configure an MLD snooping querier for a VLAN:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching> Multicast > MLD Snooping > Querier VLAN Configuration.
The Querier VLAN Configuration page displays.

6. Either specify a new VLAN or change an existing VLAN:

• Specify a new VLAN. In the VLAN ID field, enter the ID for a new VLAN.
• Change an existing VLAN. Select the check box for an existing VLAN.

7. From theQuerier Election ParticipateModemenu, select to enable or disable the
querier election participate mode:
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• Disabled: If the switch detects another querier of the same version in the VLAN,
the snooping querier moves to the non-querier state.

• Enabled: The snoopingquerier participates in querier election, inwhich the lowest
numbered IPv6 address operates as the querier in that VLAN. The other querier
moves to non-querier state.

8. In theQuerier VLANAddress field, specify the IPv6 address to be used as the source
address in periodic IGMP queries that are sent on the VLAN.

9. Either add the new VLAN or save the settings for the existing VLAN:

• Add the new VLAN: Click the Add button.
The VLAN is added.

• Save the settings for the existing VLAN: Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 72. Querier VLAN configuration information

DescriptionField

The operational state of the MLD snooping querier on a VLAN:
• Querier: The snooping switch is the querier in the VLAN. The snooping
switch sends out periodic queries with a time interval equal to the
configured querier query interval. If the snooping switch finds a better
querier in the VLAN, it moves to non-querier mode.

• Non-Querier: The snooping switch is in non-queriermode in the VLAN.
If the querier expiry interval timer expires, the snooping switch moves
into querier mode.

• Disabled: The snooping querier is not operational on the VLAN. The
snooping querier moves to disabledmodewhenMLD snooping is not
operational on the VLANorwhen the querier address is not configured
or the network management address is also not configured.

Operational State

The operational MLD protocol version of the querier.Operational Version

The IP address of the last querier from which a query was snooped on
the VLAN.

Last Querier Address
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Table 72. Querier VLAN configuration information (Continued)

DescriptionField

The MLD protocol version of the last querier from which a query was
snooped on the VLAN.

Last Querier Version

The maximum response time to be used in the queries that are sent by
the snooping querier.

Operational Max Response Time

Remove the MLD snooping querier settings for a VLAN
You can remove the MLD snooping querier settings for a VLAN.

To remove the MLD snooping querier settings for a VLAN:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching> Multicast > MLD Snooping > Querier VLAN Configuration.
The Querier VLAN Configuration page displays.

6. Select the VLAN for which you want to remove the IGMP snooping querier settings.

7. Click the Delete button.
Your settings are saved. (The VLAN itself is not deleted.)

8. To save the settings to the running configuration, click the Save icon.

Multicast VLAN registration

IGMP and MLD snooping help to limit multicast traffic when member ports are in the
same VLAN. However, when ports belong to different VLANs, a copy of the multicast
stream is sent to each VLAN with member ports in the multicast group. Multicast VLAN
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registration (MVR) eliminates the need to duplicate the multicast traffic when multicast
group member ports belong to different VLANs.

MVR uses a dedicated multicast VLAN to forward multicast traffic over the L2 network.
You can configure one multicast source VLAN (MVLAN) only on the switch. Such an
MVLAN is used only for certain multicast traffic, such as traffic from an IPTV application,
to prevent duplication of multicast streams for clients in different VLANs. Clients can
dynamically join or leave theMVLANwithout interferingwith their membership in other
VLANs.

MVR, like IGMP and MLD snooping, allows a Layer 2 switch to listen to IGMP and MLD
messages to learn about multicast group membership.

You can configure global, group, interface, and group membership settings.

Configure the global MVR settings
You can configure the global MVR settings that apply to the switch.

To configure the global MVR settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > MVR > Basic > MVR Configuration.
The MVR Configuration page displays.

6. From theMVRRunningmenu, select Enable orDisable to specify if MVR is globally
enabled or disabled on the switch
The default is Disable.

7. In theMVRMulticast VLAN field, specify the VLAN on which MVR multicast data is
received.
All source ports belong to this VLAN. The range is from 1 to 4093. The default 1.
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8. In theMVRGlobal Query Response Time field, set the period that the switch must
wait for an IGMP group membership report from an interface before removing the
interface as a member from the multicast group.
This period applies only to the removal of the interface from the receiver port on
the switch. When an IGMP query is sent from a receiver port, the switch waits for the
default or configuredMVRquery time for an IGMPgroupmembership report before
removing the interface as a member from the multicast group. The period is equal
to a tenths of a second. The range is from 1 to 100 tenths. The default is 5 tenths or
one-half.

9. From theMVRModemenu, select compatibleordynamic to specify theMVRmode
of operation.
Select compatible (the default mode) to block IGMP groupmembership reports on
source ports. Select dynamic to allow IGMP group membership reports on source
ports.

10. Click the Apply button.
Your settings are saved.

11. To save the settings to the running configuration, click the Save icon.

12. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 73. MVR configuration information

DefinitionField

The maximum number of multicast groups that MVR supports.MVR Max Multicast Groups

The number of the MVR groups allocated.MVR Current Multicast Groups

Configure an MVR group
You can configure an MVR group. After you configure interfaces for MVR, you can add
them as members to the MVR group.

To configure an MVR group:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
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The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > MVR > Advanced > MVR Group Configuration.
The MVR Group Configuration page displays.

6. In theMVR Group IP field, specify the IP address for the new MVR group.

7. In the Count field, specify the number of contiguous MVR groups.
This number helps you to create multiple MVR groups through a single click of the
Addbutton. If the field is empty, then clicking the button creates only one newgroup.
The field is displayed as empty for each particular group. The range is from 1 to 256.

8. Click the Add button.
The MVR group is added.

9. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 74. MVR group configuration information

DefinitionField

The status of the specific MVR group.Status

The list of interfaces that participate in the MVR group.Members

Remove an MVR group
You can remove an MVR group that you no longer need.

To remove an MVR group:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > MVR > Advanced > MVR Group Configuration.
The MVR Group Configuration page displays.

6. Select the check box for the MVR group.

7. Click the Delete button.
The MVR group is removed.

8. To save the settings to the running configuration, click the Save icon.

Configure an MVR interface
We recommend that you first configure andMVR interfacebefore you add it as amember
to an MVR group.

To configure an MVR interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > MVR > Advanced > MVR Interface Configuration.
The MVR Interface Configuration page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• LAG: Only LAGs are displayed.
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• All: Both physical interfaces and LAGs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. From the Admin Modemenu, specify whether MVR is enabled on the interface by
selecting Enable or Disable.
The default is Disable.

9. From the Typemenu, specify whether the interface is an MVR receiver or an MVR
source by selecting receiver or source.
The default port type is none.

10. From the Immediate Leavemenu, specify whether the Immediate Leave feature is
enabled by selecting Enable or Disable.
The default is Disable.

11. Click the Apply button.
Your settings are saved.

12. To save the settings to the running configuration, click the Save icon.

13. To refresh the page, click the Refresh button.
The Status field shows the status for each interface.

Configure the interface members of an MVR group
You can add or remove interfaces as members of an MVR group.

To configure the interface members of an MVR group:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > MVR > Advanced > MVR Group Membership.
The MVR Group Membership page display.

6. From the Group IPmenu, select the IP address of the MVR group.

7. In the Ports table, click each port that youwant tomake amember of theMVRgroup.
A selected port is shown by a check mark.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Display the MVR statistics
You can display MVR statistics for the switch. These statistics are associated with IGMP.

To display the MVR statistics:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > MVR > Advanced > MVR Statistics.
The MVR Statistics page displays.

6. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.
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Table 75. MVR statistics information

DefinitionField

The number of received IGMP queries.IGMP Query Received

The number of received IGMP V1 reports.IGMP Report V1 Received

The number of received IGMP V2 reports.IGMP Report V2 Received

The number of received IGMP leaves.IGMP Leave Received

The number of transmitted IGMP queries.IGMP Query Transmitted

The number of transmitted IGMP V1 reports.IGMP Report V1 Transmitted

The number of transmitted IGMP V2 reports.IGMP Report V2 Transmitted

The number of transmitted IGMP leaves.IGMP Leave Transmitted

The number of IGMP packet receive failures.IGMP Packet Receive Failures

The number of IGMP packet transmit failures.IGMP Packet Transmit Failures

MAC address table

You can viewor configure theMACaddress table. This table contains information about
unicast entries for which the switch holds forwarding or filtering information. This
information lets the transparent bridging function determine how an incoming frame
must be propagated.

View, search, or clear the MAC address table
If you clear theMAC address entries in theMAC address table, only the dynamic entries
are removed.

To view, search, or clear the MAC address table:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
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The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Address Table > Basic > Address Table.
The Address Table page displays.

6. Use the Searchmenu and field to search for a MAC address, VLAN ID, or interface
number:

• SearchbyMACAddress: From the Searchmenu, selectMACAddress, and enter
the 6-byte hexadecimal MAC address in two-digit groups separated by colons,
for example, 01:23:45:67:89:AB. Then click the Go button.
If the address exists, that entry is displayed as the first entry followed by the
remaining (higher) MAC addresses. An exact match is required.

• Search VLAN ID: From the Searchmenu, select VLAN ID, and enter the VLAN ID,
for example, 100. Then click the Go button.

• Search Interface: From the Searchmenu, select Port, and enter the interface ID
using the respective interface naming convention (for example, 0/2). Then click
the Go button.

7. To remove the dynamic entries from the MAC address table, click the Clear button.

8. To save the settings to the running configuration, click the Save icon.

9. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 76. MAC address table information

DescriptionField

The number of total MAC addresses learned or configured.Total MAC Address

The unicast MAC address for which the switch holds forwarding information, filtering

information, or both forwarding and filtering information. The format is a 6-byte MAC

address that is separated by colons, for example 01:23:45:67:89:AB.

MAC Address

The VLAN ID associated with the MAC address.VLAN ID
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Table 76. MAC address table information (Continued)

DescriptionField

The interface on which the address was learned.Port

The status of this entry:

• Static: TheMACaddresswas addedby the switch or a user and cannot be relearned.

• Learned: The MAC address was learned, and is being used.

• Management: The management MAC address.

Status

Set the dynamic address aging interval
You can set the address aging interval for the forwarding database. This is the time-out
period in seconds for aging out dynamically learned forwarding information.

To set the dynamic address aging interval:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Address Table > Advanced > Dynamic Addresses.
The Dynamic Addresses page displays.

6. In theAddressAgingTimeout (seconds) field, specify the time-out period in seconds
for aging out dynamically learned forwarding information.
The period is from 10 to 1000000 seconds. The default is 3000 seconds.

7. Click the Apply button.
Your settings are saved.

8. To save the settings to the running configuration, click the Save icon.
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Add a static MAC address to the MAC address table
Static MAC address entries are the ones that you manually add to the MAC address
table for a specific interface and VLAN.

To add a static MAC address to the MAC address table:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Address Table > Advanced > Static MAC Address.
The Static MAC Address page displays.

6. From the Interfacemenu, select the interface or LAG.

7. In the Static MAC Address field, enter the MAC address.

8. From the VLAN IDmenu, select the VLAN ID that must be associated with the MAC
address.

9. Click the Add button.
The static MAC address is added to the MAC address table.

10. To save the settings to the running configuration, click the Save icon.

Remove a static MAC address from theMAC address table
You can remove a static MAC address that you no longer need.

To remove a static MAC address from the MAC address table:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.
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3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Address Table > Advanced > Static MAC Address.
The Static MAC Address page displays.

6. From the Interfacemenu, select the interface or LAG.

7. Select the check box for the MAC address.

8. Click the Delete button.
The static MAC address is removed from the MAC address table.

9. To save the settings to the running configuration, click the Save icon.

Port settings

For the physical ports and LAGson the switch, you can configure anddisplay the settings,
including the administrative mode of a port or LAG (by default, enabled) and speed
settings of a port (by default, automatically detected), add port descriptions, display
information about optional port transceivers that youmight have installed, and configure
the port link flap settings.

Configure and display the port settings
You can configure and display the information for the physical port on the switch. Some
settings that apply to physical ports do not apply to LAGs.

Note: If you change, the autonegotiation, speed, or duplex mode for a physical port,
the switch might be inaccessible for a number of seconds while the new settings take
effect.

To configure and display the port settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

Main User Manual294Configure Switching Information

AV Line of Fully Managed Switches M4250 Series Main User Manual



3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Ports > Port Configuration.
The Port Configuration page display.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. From the STP Modemenu, select to enable or disable the Spanning Tree Protocol
administrative mode for the port or LAG.
The default is Enable.

9. From the Admin Modemenu, select to enable or disable the administrative mode
for the port or LAG.
For the port or LAG to participate in the network, youmust select Enable. The default
is Enable.

10. From the LACPModemenu, select to enable or disable the LinkAggregationControl
Protocol administrative mode for the port.
Themodemust be enabled for the port to participate in link aggregation. The default
is Enable.

11. From the Autonegotiationmenu, select to enable or disable the speed
autonegotiation mode for the port.
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The default is Enable.

12. To change the speed for the port, from the Speedmenu, select one of the following
speeds:

• Auto: The speed is set by the auto-negotiation process. This is the default setting.
• 100: The speed is limited to 100 Mbits/second.

The delimiter characters for setting different speed values are a comma (,), a period
(.) and a space ( ). For you to set the auto-negotiation speed, the auto-negotiation
mode selection must be Enable.

Note: You can set the speed for Ethernet ports. For SFP ports, the speed is
automatically detected and you cannot change it.

13. To change the duplex mode for the port, from the Duplex Modemenu, select one
of the following values are as follows:

• Auto: The duplex mode is set by the auto-negotiation process. This is the default
setting.

• Full: Transmission between the devices occurs in both directions simultaneously.
• Half: Transmission between the devices occurs in only one direction at a time.

14. From the Link Trapmenu, select to enable or disable the option to send a trapwhen
the port or LAG link status changes.
For ports, the default is Enable. For LAGs, the default is Disable.

15. In the Frame Size field, specify the maximum Ethernet frame size that the port or
LAG supports, including the Ethernet header, CRC, and payload.
The range is from 1500 to 12270. The default is 9198.

16. In the Debounce Time field, specify the wait period for port or LAG debouncing.
Specify the period as a multiple of 100 milliseconds (msec) in the range from 100
to 5000. The default is 0 seconds, which means that debouncing is disabled.

17. From the Flow Controlmenu, select the configuration for IEEE 802.3x flow control
for the port:

• Disable: If the port buffers become full, the switch does not send pause frames,
and data loss could occur. This is the default setting.

• Symmetric: If the port buffers become full, the switch sends pause frames to stop
traffic.
Flow control helps to prevent data loss when the port cannot keep up with the
number of frames being switched. When you enable flow control, the switch can
send a pause frame to stop traffic on the port if the amount of memory used by
the packets on the port exceeds a preconfigured threshold and responds to pause
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requests from partner devices. The paused port does not forward packets for the
time that is specified in the pause frame. When the pause frame time elapses, or
the utilization returns to a specified low threshold, the switch enables the port to
again transmit frames. The switch also honors incoming pause frames by
temporarily halting transmission.

• Asymmetric: If the port buffers become full, the switch does not send pause
frames, and data loss could occur. However, the switch does honor incoming
pause frames by temporarily halting transmission.

18. In the Load Interval field, specify the load interval period for the port or LAG.
This is the period for which data is used to compute load statistics. Enter the period
in multiples of 30 seconds from 30 to 600. The default is 300 seconds. The smaller
the load interval is, the more accurate the instantaneous rate for load statistics is.

19. Click the Apply button.
Your settings are saved.

20. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 77. Port configuration information

DescriptionField

The media type that the port supports.Media Type

For normal ports this field is Normal. Otherwise the possible values are
as follows:
• Mirrored: The port is a mirrored port on which all the traffic is copied
to the probe port.

• Probe: Use this port to monitor a mirrored port.

• Trunk Member: The port is a member of a link aggregation trunk.
Look at the LAG pages for more information.

Port Type

The port speed and duplex mode.Physical Status

Indicates whether the port or LAG link is up or down.Link Status

The ifIndex of the interface table entry associated with the port or LAG.ifIndex

Add port, LAG, and VLAN descriptions
You can add a description for a port, LAG, and VLAN.
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To add port, LAG, and VLAN descriptions:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Ports > Port Description.
The Port Description page displays.

6. Select whether to display physical interfaces, VLANs, LAGs, or all by clicking one of
the following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• VLANS: Only VLANs are displayed.
• LAG: Only LAGs are displayed.
• All: Physical interfaces, VLANs, and LAGs are displayed.

7. Select one or more interfaces or VLANs by taking one of the following actions:

• To configure a single interface or VLAN, select the check box associated with the
interface or VLAN, or type the interface or VLAN number in the Go To Interface
field and click the Go button.

• To configuremultiple interfaces or VLANswith the same settings, select the check
box associated with each interface or VLAN.

• To configure all interfaces, VLANs, or both interfaces and VLANs with the same
settings, select the check box in the heading row.

8. In the Description field, enter a description of up to 64 characters.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.
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Table 78. Port description information

DescriptionField

The MAC address of the interface or VLAN.MAC Address

The bit offset value that corresponds to the interface or VLAN when the
MIB object type PortList is used to manage in SNMP.

PortList Bit Offset

The interface index associated with the interface or VLAN.ifIndex

Display transceiver module information
To enable high-speed fiber andGigabit Ethernet, short- and long-distance connections
on the switch, SFP and SFP+ fiber ports can accommodate standard 1G SFP and 10G
SFP+ transceivermodules. You can view the transceivermodule information for all fiber
ports on the switch.

To view transceiver module information:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > Ports > Port Transceiver.
The Port Transceiver page displays.

6. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.
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Table 79. Port transceiver information

DescriptionField

The port in which the transceiver module is installed.Port

The vendor name of the transceiver module.Vendor Name

The link length supported for 50 μm fiber.Link Length 50 μm [m]

The link length supported for 62, 5 μm fiber.Link Length 62, 5 μm [m]

The serial number of the transceiver module.Serial Number

The part number of the transceiver module.Part Number

The nominal signalling rate for the transceiver module.Nominal Bit Rate [Mpbs]

The vendor revision of the transceiver module.Revision

The compliance of the transceiver module.Compliance

Indicates if the inserted transceiver module is actually supported (Yes or No).Supported

The potential speed that the transceiver module can support.Possible Speed Detected

Configure the port link flap settings
You can configure theport link flap settings, whichdeterminewhen aport is automatically
placed in the disabled state. You can also configure the automatic recovery settings,
which allows a port to be automatically activated again.

To configure the port link flap settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.
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The System Information page displays.

5. Select Switching > Ports > Link Flap Configuration.
The Link Flap Configuration page displays.

6. Select the Admin Mode Enable or Disable radio button to enable or disable the
link flap administrative mode.
For you to be able to configure the link flap settings, you must select Enable. The
default is Disable.

7. In theMax-Count field, enter themaximum number of flaps that are allowed before
the port is placed in the disabled state.
You can enter a number from 2 to 10. By default, the number is 5.

8. In theDuration field, enter themaximumperiod in seconds duringwhich the number
of link flaps is counted.
If the number of link flaps on the port is greater than or equal to the number that
you enter in theMax-Count field, the port is placed in the disabled state. By default,
the period is 10 seconds. You can enter a period from 3 to 200 seconds.

9. Select the Auto-Recovery Admin Mode Enable or Disable radio button to enable
or disable the auto-recovery administrative mode.
To enable auto-recovery, youmust selectEnable. If enabled, the port is automatically
removed from the disabled state after the interval is reached. The default is Disable.

10. In theAuto-Recovery Interval field, enter the period in seconds after which the port
is automatically removed from the disabled state.
You can enter a period from 30 to 8640 seconds. The default period is 300 seconds.

11. Click the Apply button.
Your settings are saved.

The D-Disabled Ports due to Link Flap section lists the ports that are in the disabled
state.

12. To save the settings to the running configuration, click the Save icon.

Link aggregation groups

Link aggregation groups (LAGs), which are also known as port channels, allow you to
combine multiple full-duplex Ethernet links into a single logical link. Network devices
treat the aggregation as if it were a single link, which increases fault tolerance and
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provides load sharing. You assign the LAG VLAN membership after you create a LAG.
The LAG by default becomes a member of the management VLAN.

A LAG interface can be either static or dynamic, but not both. All members of a LAG
must participate in the same protocols. A static port-channel interface does not require
a partner system to be able to aggregate its member ports.

The switch supports static LAGs. When a port is added as a static member to a LAG,
the port neither transmits nor receives LACPDUs.

Auto-LAG overview
An Auto-LAG is a LAG that forms automatically between two devices that support the
Auto-LAG feature. An Auto-LAG is a dynamic Layer 2 LAG that is based on the Link
Aggregation Control Protocol (LACP).

Note: A LAG is also referred to as a port channel or an EtherChannel.

The switch candetect the physical linkswith a partner device and automatically configure
a LAG (that is, an Auto-LAG) on interconnected and capable ports at both ends. The
switch can form one Auto-LAG only with each partner device.

The Auto-LAG feature functions together with the Auto-Trunk feature, which must also
be supported and enabled on the partner device with which the LAG is formed. After
an Auto-LAG is formed, the switch automatically applies trunk mode (that is, an
Auto-Trunk) to the LAG at both ends. In other words, after an Auto-LAG is formed, the
mode for the ports that participate in an Auto-LAG changes from the default switch port
mode to the trunk port mode. For more information about the Auto-Trunk feature, see
Auto-Trunk overview on page 194.

For the switch to form an Auto-LAG with a partner device, the following are required:

• Both theAuto-LAGandAuto-Trunk featuresmust be supported andglobally enabled
on the switch and the partner device. (On all M4250 switch models, the Auto-LAG
and Auto-Trunk features are enabled by default.)

• At least two links must be established between the switch and the partner device,
and these links must support the same speed and duplex mode.

• The links cannot be members of a manually configured static or dynamic LAG.

• LLDP must be enabled on the interconnected ports on the switch and the partner
device. (On all M4250 switch models, LLDP is enabled by default on all ports.)

• The interconnected ports on the switch and the partner devicemust be in the default
switch port mode, which is the General mode. If the ports are in the Access mode
or already in the Trunk mode, an Auto-Trunk cannot be formed on the Auto-LAG.
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An Auto-LAG can form with up to eight interfaces as members. Interfaces are
automatically selected for the Auto-LAG based on whether they are up and available
and on the following conditions:

• The interface is not already manually configured as a member of a LAG.

• The interface is not manually configured as a trunk port or an access port. That is,
the interface must be a general interface.

Note: The switch can support multiple static and dynamic LAGs, but with each partner
device, the switch can support a single Auto-LAG only.

Enable or disable Auto-LAGs
By default, the Auto-LAG feature is globally enabled but you can globally disable it.

To enable or disable Auto-LAGs:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > LAG > LAG Configuration.
The LAG Configuration page displays.

6. In the LAG Global Configuration section, select the Auto-LAG Admin Mode Enable
or Disable radio button.
By default, the Auto-LAG feature is globally enabled.

7. Click the Apply button.
Your settings are saved.

8. To save the settings to the running configuration, click the Save icon.
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Configure the hash mode for Auto-LAGs
By default, the Auto-LAG feature is enabled and uses a hashmode that auto-configures
a LAG based on the destination MAC address, VLAN, EtherType, and incoming port in
the packet (that is, the hash mode with the name 2 Dest MAC, VLAN, EType, incoming
port). You can change the hashmode (that is, the loadbalancingmode) for theAuto-LAG
feature.

The switch balances traffic on a LAG by selecting one of the links in the channel over
which packets must be transmitted. The switch selects the link by creating a binary
pattern from selected fields in a packet and associating that pattern with a particular
link. The hash mode determines which fields in a packet the switch selects.

To change the hash mode for the Auto-LAGs:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > LAG > LAG Configuration.
The LAG Configuration page displays.

6. In the LAG Global Configuration section, from the Auto-LAG Global Hash Mode
menu, select the hash mode for the Auto-LAGs:

• 1SrcMAC,VLAN,EType, incomingport: SourceMACaddress, VLAN, EtherType,
and incoming port associated with the packet.

• 2 Dest MAC, VLAN, EType, incoming port: Destination MAC address, VLAN,
EtherType, and incomingport associatedwith the packet. This is the defaultmode.

• 3 Src/Dest MAC, VLAN, EType, incoming port: Source and destination MAC
addresses, VLAN, EtherType, and incoming port associated with the packet.

• 4 Src IP and Src TCP/UDP Port fields: Source IP address and source TCP/UDP
port fields of the packet.

• 5Dest IP andDest TCP/UDP Port fields: Destination IP address and destination
TCP/UDP port fields of the packet.
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• 6 Src/Dest IP and TCP/UDP Port fields: Source and destination IP addresses
and source and destination TCP/UDP port fields of the packet.

7. Click the Apply button.
Your settings are saved.

8. To save the settings to the running configuration, click the Save icon.

Configure the LAG settings
You can group one or more full-duplex Ethernet links to be aggregated together to
form a link aggregation group, which is also known as a port-channel. The switch treats
the LAG as if it were a single link.

To configure the LAG settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > LAG > LAG Configuration.
The LAG Configuration page displays.

6. To change the default name of the LAG, in the LAG Name field, enter the name to
be assigned to the LAG.
By default, the names are ch1, ch2, ch3, and so on. You can enter a name of up to
15 characters.

For information about adding a name in the Description field, see Add port, LAG,
and VLAN descriptions on page 297 or Configure a single LAG and its membership
on page 307.

7. From the Admin Modemenu, select to enable or disable the LAG.
When the LAG is disabled, no traffic flows and LACPDUs are dropped, but the links
that form the LAG are not released. The default is Enable.
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8. From theHashModemenu, select the hashmode (that is, the load-balancingmode)
for the LAG:

• 1SrcMAC,VLAN,EType, incomingport: SourceMACaddress, VLAN, EtherType,
and incoming port associated with the packet.

• 2 Dest MAC, VLAN, EType, incoming port: Destination MAC address, VLAN,
EtherType, and incomingport associatedwith the packet. This is the defaultmode.

• 3 Src/Dest MAC, VLAN, EType, incoming port: Source and destination MAC
addresses, VLAN, EtherType, and incoming port associated with the packet.

• 4 Src IP and Src TCP/UDP Port fields: Source IP address and source TCP/UDP
port fields of the packet.

• 5Dest IP andDest TCP/UDP Port fields: Destination IP address and destination
TCP/UDP port fields of the packet.

• 6 Src/Dest IP and TCP/UDP Port fields: Source and destination IP addresses
and source and destination TCP/UDP port fields of the packet.

Note: The switch balances traffic on a LAGby selecting one of the links in the channel
over which packets must be transmitted. The switch selects the link by creating a
binary pattern from selected fields in a packet and associating that pattern with a
particular link. The hashmodedetermineswhich fields in a packet the switch selects.

9. From the STP Modemenu, select to enable or disable the Spanning Tree Protocol
(STP) administrative mode for the LAG.
Enable is the default.

10. From the Static Modemenu, select to enable or disable the LAG as a static LAG.
When the static mode is enabled, the LAG does not transmit or process incoming
LACPDUs. That is, a LAG member port does not transmit LACPDUs, and LACPDUs
that it receives are dropped. The default is Disable.

11. From the Link Trapmenu, select to enable or disable the transmission of a trapwhen
the LAG link status changes.
The default is Enable, which allows a trap to be sent.

12. Click the Apply button.
Your settings are saved.

13. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Main User Manual306Configure Switching Information

AV Line of Fully Managed Switches M4250 Series Main User Manual



Table 80. LAG configuration information

DescriptionField

The description that you might have added to the LAG (see Add port,
LAG, and VLAN descriptions on page 297 or Configure a single LAG and
its membership on page 307).

LAG Description

The LAG ID.LAG ID

The interfaces that are members of the LAG.Configured Ports

The interfaces that are members of the LAG but that are down.Down Ports

Indicates if the LAG link is up or down.LAG State

Indicates if the LAG is manually (No) or automatically (Yes) created.Automatic LAG

Configure a single LAG and its membership
You can configure a single LAG and add physical interfaces as members to the LAG.

The information about configuring the LAG is identical to the information in Configure
the LAG settings on page 305, but the information about adding members to the LAG
is unique in the following section.

To configure a single LAG and its membership:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > LAG > LAGMembership.
The LAG Membership page displays.

6. From the LAG IDmenu, select the LAG.
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7. To change the default name of the LAG, in the LAG Name field, enter the name to
be assigned to the LAG.
By default, the names are ch1, ch2, ch3, and so on. You can enter a name of up to
15 characters.

8. To enter a description for the LAG, in the LAGDescription field, enter a description
of up to 64 characters.

9. From the Admin Modemenu, select to enable or disable the LAG.
When the LAG is disabled, no traffic flows and LACPDUs are dropped, but the links
that form the LAG are not released. The default is Enable.

10. From the Link Trapmenu, select to enable or disable the transmission of a trapwhen
the LAG link status changes.
The default is Enable, which allows a trap to be sent.

11. From the STP Modemenu, select to enable or disable the Spanning Tree Protocol
(STP) administrative mode for the LAG.
Enable is the default.

12. From the Static Modemenu, select to enable or disable the LAG as a static LAG.
When the static mode is enabled, the LAG does not transmit or process incoming
LACPDUs. That is, a LAG member port does not transmit LACPDUs, and LACPDUs
that it receives are dropped. The default is Disable.

13. From the Hash Modemenu, select the load-balancing mode for the LAG:

• SrcMAC,VLAN, EType, incomingport: SourceMACaddress, VLAN, EtherType,
and incoming port associated with the packet.

• Dest MAC, VLAN, EType, incoming port: Destination MAC address, VLAN,
EtherType, and incomingport associatedwith the packet. This is the defaultmode.

• Src/Dest MAC, VLAN, EType, incoming port: Source and destination MAC
addresses, VLAN, EtherType, and incoming port associated with the packet.

• Src IP andSrc TCP/UDPPort fields: Source IP address and source TCP/UDPport
fields of the packet.

• Dest IP and Dest TCP/UDP Port fields: Destination IP address and destination
TCP/UDP port fields of the packet.

• Src/Dest IP and TCP/UDP Port fields: Source and destination IP addresses and
source and destination TCP/UDP port fields of the packet.

Note: The switch balances traffic on a LAGby selecting one of the links in the channel
over which packets must be transmitted. The switch selects the link by creating a
binary pattern from selected fields in a packet and associating that pattern with a
particular link.
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14. In the Ports table, click each port that you want to make a member of the LAG.

15. Click the Apply button.
Your settings are saved.

16. To save the settings to the running configuration, click the Save icon.

802.1AS timing and synchronization

802.1AS timing and synchronization is an audio video bridging (AVB) feature. The
802.1AS feature requires a license. For information about purchasing a license, contact
NETGEAR or your local NETGEAR reseller.

The IEEE 802.1AS standard specifies the protocol and procedures used to ensure that
the QoS requirements are guaranteed for time-sensitive applications, such as audio
and video.

The IEEE 1588 Precision Time Protocol (PTP) forms the basis of the IEEE 802.1AS
standard. PTP specifies a precise clock synchronization protocol that relies on
time-stamped packets. For information about configuring PTP, see Precision Time
Protocol on page 79.

The PTP protocol is applicable to distributed systems that consist of one ormore nodes
communicating over of communication media. The distribution of synchronous time
information occurs in a hierarchical manner with a grandmaster clock at the root of the
hierarchy. The grandmaster provides a common and precise time reference for one or
more directly-attached devices by periodically exchanging timing information. That is,
all devices synchronize their clocks with the grandmaster clock. The devices can, in-turn,
act as master devices for further hierarchical layers of other devices.

Configure and view the global 802.1AS settings
You can globally enable 802.1AS on the switch and configure local clock priorities. The
802.1AS feature calculates the time delay between devices on a link and maintains an
accurate view of a network clock.

To configure and view the global 802.1AS settings on the switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > 802.1AS > Basic > 802.1AS Configuration.
The 802.1AS Configuration page displays.

6. To enable the feature, select the 802.1AS status Enable radio button.

7. In the Local Clock Priority1 field, specify the first priority value of the local clock.
The local clock is the clock for the switch as a time-aware bridge. Enter a number
between 0 and 255 seconds. The default is 255 seconds.

8. In the Local Clock Priority2 field, specify the secondpriority value of the local clock.
Enter a number between 0 and 255 seconds. The default is 248 seconds.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable information displayed on the page.

Table 81. 802.1AS configuration information

DescriptionField

Identifies whether the grandmaster clock is active. The default is False.GrandMaster Capable

The MAC address of the best clock that the switch detected.Best Clock Identity

The first priority value of the best clock that the switch detected.Best Clock Priority1

The second priority value of the best clock that the switch detected.Best Clock Priority2

The number of links between the best clock and the switch. If the switch itself
is the best clock, the value is zero.

Steps to Best Clock

The MAC address of the local clock on the switch.Local Clock Identity
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Table 81. 802.1AS configuration information (Continued)

DescriptionField

The number of times the grandmaster clock changed.GM Change Count

The time when the most recent grandmaster clock change occurred.LastGMChangeTimestamp

Configure the 802.1AS interface settings
You can configure 802.1AS settings for individual interfaces.

To configure the 802.1AS interface settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > 802.1AS > Advanced > 802.1AS Port Settings.
The 802.1AS Port Settings page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.
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8. From the Admin Modemenu, select Enable or Disable.
For the 802.1AS settings to take effect on the interface, select Enable. The default
is Disable.

9. In the Pdelay Threshold field, specify the propagation delay threshold for the
interface.
The threshold determineswhether the port is capable of participating in the 802.1AS
protocol. If the propagation delay on the interface is above the threshold you
configure, the interface is not considered capable of participating in the 802.1AS
protocol. The peer delay must be less than the threshold value configured on the
interface. The range is from 0 to 1,000,000,000 nanoseconds (ns). The default is
2500 ns.

10. In the Allowed Lost Responses field, specify the allowed loss response value.
If the interface does not receive valid responses to PDELAY_REQ messages above
the value of the allowed lost responses, a port is considered to not be exchanging
peer delay messages with its neighbor. The range is from 0 to 65,535. The default
is 3.

11. In the Initial Sync Interval field, specify the transmission rate of SYNC messages.
This value is the logarithm to the base 2 of themean-time interval between successive
SYNC messages sent on this interface. The configured initial interval becomes the
current interval only after the port is initialized or re-initialized for 802.1AS operation.
The range is from –5 to 5. The default is –3.

12. In the Initial Pdelay Interval field, specify the transmission rate of PDELAY_REQ
messages.
This value is the logarithm to the base 2 of themean time interval between successive
PDELAY_REQmessages sent on this interface. The configured initial interval becomes
the current interval only after the port is initialized or re-initialized for 802.1AS
operation. The range is from –5 to 5. The default is –3.

13. In the Initial Announce Interval field, specify the transmission rate of ANNOUNCE
messages.
This value is the logarithm to the base 2 of themean time interval between successive
ANNOUNCEmessages sent on this interface. The configured initial interval becomes
the current interval only after the port is initialized or re-initialized for 802.1AS
operation. The range is from –5 to 5. The default is –3.

14. In the SyncRx Timeout field, specify the number of SYNC intervals.
This value sets the number of SYNC intervals that must pass without receipt of SYNC
information before the switch detects that themaster clock is no longer transmitting.

15. n the AnnounceRx Timeout field, specify the number of ANNOUNCE intervals.
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This value sets the number of ANNOUNCE intervals thatmust to pass without receipt
of ANNOUNCE PDU before the switch detects that the master clock is no longer
transmitting.

16. Click the Apply button.
Your settings are saved.

17. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable information displayed on the page.

Table 82. 802.1AS interface information

DescriptionField

The 802.1AS role of the interface. The possible roles are as follows:
• Disabled (default)

• Master

• Slave

• Passive

Port Role

The mean propagation delay on the interface.Propagation Delay

Indicates whether the interface is receiving PDELAY response messages from
the other end of the link.

Measuring Pdelay

Indicates whether the interface is 802.1AS capable. By default, the interface is
not 802.1AS capable.

802.1AS Capable

An estimated ratio of the frequency of the local clock entity of the time-aware
device at the other end of the link of the interface in relation to the frequency
of the local clock entity of the switch.

Neighbor Rate Ratio

The current mean time interval between successive SYNCmessages sent over
the link, in logarithm to base 2 format.

Current Sync Interval

The current mean time interval between successive PDELAY_REQ messages
sent over the link, in logarithm to base 2 format.

Current Pdelay Interval

The current mean time interval between successive ANNOUNCE messages
sent over the link, in logarithm to base 2 format.

Current Announce Interval

View the 802.1AS statistics
You can view the 802.1AS statistics for the interfaces.
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To view the 802.1AS statistics for the interfaces:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > 802.1AS > Advanced > 802.1AS Statistics.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

The following table describes the nonconfigurable information displayed on the
page.

Table 83. 802.1AS statistics information

DescriptionField

The interface for which information is displayed.Interface

The total number of SYNC packets transmitted without errors.Sync Tx

The total number of SYNC packets received without errors.Sync Rx

The total number of FOLLOWUP packets transmitted without errors.Followup Tx

The total number of FOLLOWUP packets received without errors.Followup Rx

The total number of ANNOUNCE packets transmitted without errors.Announce Tx

The total number of ANNOUNCE packets received without errors.Announce Rx

The total number of PDELAY_REQ packets transmitted without errors.Pdelay Req Tx
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Table 83. 802.1AS statistics information (Continued)

DescriptionField

The total number of PDELAY_REQ packets received without errors.Pdelay Req Rx

The total number of PDELAY_RESP packets transmitted without errors.Pdelay Resp Tx

The total number of PDELAY_RESP packets received without errors.Pdelay Resp Rx

The total number of PDELAY_RESP_FOLLOWUP packets transmitted without

errors.

Pdelay Resp Followup Tx

The total number of PDELAY_RESP_FOLLOWUP packets received without

errors.

Pdelay Resp Followup Rx

The total number of SIGNALING packets transmitted without errors.Signaling Tx

The total number of SIGNALING packets received without errors.Signaling Rx

The total number of SYNC receipt time-outs that occurred.Sync Timeouts

The total number of SYNC packets that were discarded.Sync Discards

The total number of ANNOUNCE receipt time-outs that occurred.Announce Timeouts

The total number of ANNOUNCE packets that were discarded.Announce Discards

The total number of PDELAY receipt time-outs that occurred.Pdelay Timeouts

The total number of PDELAY packets discarded.Pdelay Discards

The total number of packets received with a bad header.Bad Headers

Multiple Registration Protocol and 802.1Qav
settings

Multiple Registration Protocol (MRP) is an audio video bridging (AVB) feature. MVR is
a base registration protocol that enables devices running anMRP application to register
attributes to other devices in a network.MRPprovides an application to register attributes
such as bandwidth for an audio-video (AV) stream and MAC address information. This
feature is used by various applications to propagate the registration.

Note: MRP framework must be available and enabled on all intermediate devices to
ensure that the propagation of the attributes occurs throughout the network.
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The switch supports the following MRP applications:

• Multiple MAC Registration Protocol (MMRP): MMRP allows for the propagation
MAC address information in the network, and allows for the registration and
deregistration of both individualMACaddress information andgroupMACaddress
membership. End stations can request to join or leave amulticast group, or to register
an individual MAC address with a specific VLAN. MAC address entries can be
dynamically registered and deregistered if MMRP is administratively enabled on the
switch.

• MultipleVLANRegistrationProtocol (MVRP):MVRP registers VLANs in thenetwork,
enabling automatic VLAN configuration on the switch. In a typical network, VLAN
tagging is common. Many nodes require ingress traffic to be tagged with a specific
VLAN ID, and other nodes require egress traffic to be transmitted with a specific
VLAN ID. With the use of MVRP on both ingress and egress, no manual VLAN
configuration is required to pass tagged traffic through the network.

• Multiple Stream Reservation Protocol (MSRP): MSRP reserves resources in the
network to facilitate time-sensitive traffic to flowend to end. A typical network includes
multiple talkers (devices that transmit streams) and multiple listeners (devices that
receive streams from one or many talkers). Each flow has specific bandwidth, frame
rate, and time sync requirements. MSRP guarantees these resources through all
intermediate devices between any talker and listener.

With MRP, network attributes are declared, registered, withdrawn, and removed
dynamicallywithout user intervention. This dynamic nature is especially useful in networks
where the following is true:

• Network attributes are likely to change frequently, requiring reconfiguration of the
intermediate devices.

• Recipients of these attributes frequently increase or decrease in number.

• Each of these changes without a dynamic self-adjusting framework would require
constant attention from a network administrator.

Configure the global MRP settings
You can configure global MRP settings for the switch.

To configure the global MRP settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > MRP > Basic > MRP Configuration.
The MRP Configuration page displays.

6. Select the MVRP Mode Enable or Disable radio button to specify the global
administrative mode of MVRP on the switch.
Enabling this mode lets MVRP register VLANs in the network, enabling automatic
VLAN configuration on the device. The default is Disable.

7. Select theMMRP Enable orDisable radio button to specify the global administrative
mode of MMRP on the switch.
Enabling this mode allows for the propagation of MAC address information in the
network. In turn, this allows for the registration and deregistration of both individual
MAC address information and group MAC address membership. The default is
Disable.

8. Select theMSRP Enable orDisable radio button to specify the global administrative
mode of MSRP on the switch.
Enabling thismode allows the switch to reserve resources in the network to facilitate
time-sensitive traffic to flow end to end. The default is Disable.

9. Select the Periodic State Machine (MVRP Mode) Enable or Disable radio button.
Enabling this mode can limit the effect of MVRP topology changes and reduce the
number of protocol data units (PDUs) transmitted between devices. The default is
Disable.

10. Select the Periodic State Machine (MMRP) Enable or Disable radio button.
Enabling this mode can limit the effect of MMRP topology changes and reduce the
number of protocol data units (PDUs) transmitted between devices. The default is
Disable.

11. In theMSRP Max Fan In Ports field, specify the maximum number of interfaces on
which MSRP registrations are allowed.
The range is from 0 to 12. The default is 0, which means that no limit is imposed on
the number of interfaces.

12. Select the MSRP Boundary Propagation Enable or Disable radio button.
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When you enable MSRP boundary propagation, depending on the configuration, a
stream reservation can be allowed to cross a boundary port.

The default is Disable.

13. Click the Apply button.
Your settings are saved.

14. To save the settings to the running configuration, click the Save icon.

Configure 802.1Qav mapping
You can set the global QoS priorities for class A and class B traffic Ethernet audio video
(EAV) streams. Class A streams receive higher priority than class B streams.

To change the 802.1Qav mapping priorities:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > MRP > Basic > MRP Configuration.
The MRP Configuration page displays.

6. Scroll to the 802.1qav Mapping section.
By default, the EAV priority for class A traffic is 3, with a remap priority of 1.

By default, the EAV priority for class B traffic is 2, with a remap priority of 1.

7. In the EAV Stream column, select the check box for the class.

8. In the EAV Priority field, specify a priority from 0 to 7.

9. In the EAV Remap Priority field, specify a priority from 0 to 7.

10. Click the Apply button.
Your settings are saved.
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11. To save the settings to the running configuration, click the Save icon.

Configure the MRP interface settings
You can configure the MRP mode and timer settings for one or more interfaces. The
timers control when and howoften variousmessages are transmitted on each interface.

To configure MRP interface settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > MRP > Advanced > MRP Port Settings.
The MRP Port Settings page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. From theMVRPModemenu, select Enable orDisable to specify the administrative
mode of MVRP on the interface.
Enabling this mode lets MVRP register VLANs in the network, enabling automatic
VLAN configuration on the interface. The default is Disable.
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9. From theMMRPModemenu, select Enable orDisable to specify the administrative
mode of MMRP on the interface.
Enabling this mode allows for the propagation of MAC address information on the
interface. In turn, this allows for the registration andderegistration of both individual
MAC address information and group MAC address membership. The default is
Disable.

10. From theMSRPModemenu, select Enable orDisable to specify the administrative
mode of MSRP on the interface.
Enabling this mode allows the interface to reserve resources in the network to
facilitate time-sensitive traffic to flow end to end. The default is Disable.

11. In the Join Timer field, specify the time that the interface must wait for JoinIn
messages from other MRV participants after the interface sends a Join message.
If the time that you specify passes before the interface receives a JoinIn message,
the interface resends the Join message. The range is from 10 to 100 centiseconds.
The default is 20.

12. In the Leave Timer field, specify the time that the interface must wait before it
deregisters attributes from other MRV participants.
If the interface receives Join messages from other participants before the time that
you specify expires, the attributes are not deregistered. The range is from 20 to 600
centiseconds. The default is 300.

13. In the LeaveAll Timer field, specify the time that the interfacemust wait after it starts
the MRP registration process, before the participants refresh and reregister their
attributes.
The range is 200 to 6000 centiseconds. The default value is 2000.

14. In theMSRP SR class PVID field, specify the default VLAN ID that the interface must
use for MSRP stream traffic.

15. Click the Apply button.
Your settings are saved.

16. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable information displayed on the page.
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Table 84. MRP interface settings information

DescriptionField

Indicates whether the interface is a boundary port for class A traffic.MSRP Class A Boundary Port

Indicates whether the interface is a boundary port for class B traffic.MSRP Class B Boundary Port

View or clear MMRP statistics
You can viewand clear information regarding theMMRP frames transmitted and received
by the switch and by each interface.

To view and clear MMRP statistics:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > MRP > Advanced > MMRP Statistics.
The MMRP Statistics page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. To refresh the page, click the Refresh button.

8. To clear the statistics, do the following:

a. Select the check box next to the interface or interfaces, or, to clear the statistics
for all interfaces, select the check box in the table heading.

b. Click the Clear button.
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The statistics are cleared.

9. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 85. MMRP statistics information

DescriptionField

MMRP Global Statistics

The number of MMRP frames that were received on the switch.Frames Received

The number of MMRP frames with bad headers that were received on the
switch.

Bad Header

The number ofMMRP frameswith badPDUsbody formats thatwere received
on the switch.

Bad Format

The number of MMRP frames that were transmitted on the switch.Frames Transmitted

The number of MMRP frames that the switch did not transmit.Transmission Failures

MMRP Statistics

The interface for which information is displayed.Interface

The number of MMRP frames that were received on the interface.Frames Received

The number of MMRP frames with bad headers that were received on the
interface.

Bad Header

The number ofMMRP frameswith badPDUsbody formats thatwere received
on the interface.

Bad Format

The number of MMRP frames that were transmitted on the interface.Frames Transmitted

The number of MMRP frames that the interface failed to transmit.Transmission Failures

View or clear MVRP statistics
You can view and clear information about the MVRP frames transmitted and received
by the switch and by each interface.

To view and clear MVRP statistics:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.
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3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > MRP > Advanced > MVRP Statistics.
The MVRP Statistics page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. To refresh the page, click the Refresh button.

8. To clear the statistics, do the following:

a. Select the check box next to the interface or interfaces, or, to clear the statistics
for all interfaces, select the check box in the table heading.

b. Click the Clear button.
The statistics are cleared.

9. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 86. MVRP statistics information

DescriptionField

MVRP Global Statistics

The number of MMRP frames that were received on the switch.Frames Received

The number of MMRP frames with bad headers that were received on the
switch.

Bad Header

The number ofMMRP frameswith badPDUsbody formats thatwere received
on the switch.

Bad Format

The number of MMRP frames that were transmitted on the switch.Frames Transmitted
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Table 86. MVRP statistics information (Continued)

DescriptionField

The number of MMRP frames that the switch did not transmit.Transmission Failures

The number of MMRP messages that were not added to the queue.Message Queue Failures

MVRP Statistics

The interface for which information is displayed.Interface

The number of MVRP frames that were received on the interface.Frames Received

The number of MVRP frames with bad headers that were received on the
interface.

Bad Header

The number ofMVRP frameswith bad PDUsbody formats that were received
on the interface.

Bad Format

The number of MVRP frames that were transmitted on the interface.Frames Transmitted

The number of MVRP frames that the interface failed to transmit.Transmission Failures

The number of MVRP frames that failed to register on a device or particular
interface.

Registration Failures

View or clear MSRP statistics
You can view and clear information about the MSRP frames transmitted and received
by the switch and by each interface.

To view and clear MSRP statistics:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > MRP > Advanced > MSRP Statistics.
The MSRP Statistics page displays.
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6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. To refresh the page, click the Refresh button.

8. To clear the statistics, do the following:

a. Select the check box next to the interface or interfaces, or, to clear the statistics
for all interfaces, select the check box in the table heading.

b. Click the Clear button.
The statistics are cleared.

9. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 87. MSRP statistics information

DescriptionField

MSRP Global Statistics

The number of MSRP frames that were received on the switch.Frames Received

The number ofMSRP frameswith badheaders thatwere receivedon the switch.Bad Header

The number of MSRP frames with bad PDUs body formats that were received
on the switch.

Bad Format

The number of MSRP frames that were transmitted on the switch.Frames Transmitted

The number of MSRP frames that the switch did not transmit.Transmission Failures

The number of MSRP messages that were not added to the queue.Message Failures

MSRP Statistics

The interface for which information is displayed.Interface

The number of MSRP frames that were received the interface.Frames Received

The number of MSRP frames with bad header that were received on the
interface.

Bad Header

The number of MSRP frames with bad PDUs body format that were received
on the interface.

Bad Format
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Table 87. MSRP statistics information (Continued)

DescriptionField

The number of MSRP frames that transmitted on the interface.Frames Transmitted

The number of MSRP frames that the interface failed to transmit.Transmission Failures

The number of MSRP frames that failed to register on a device or particular
interface.

Registration Failures

View the MSRP reservation settings
You can view information about the talker, listener, and intermediate device status for
the devices involved in each MSRP stream that flows through the switch.

To view the MSRP reservation settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > MRP > Advanced > MSRP Reservation Parameters.
The MSRP Reservation Parameters page displays.

6. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.
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Table 88. MSRP reservation parameters information

DescriptionField

The interface for which information is displayed.Interface

A 16-bit unsigned integer value, which is a unique ID used to distinguish the

stream among multiple streams from the same device.

Stream ID

The MSRP declaration status of the listener attribute.Listener Declaration Status

The MSRP declaration type of the listener attribute.Listener Declaration Type

The MSRP declaration status of the talker attribute.Talker Declaration Status

The MSRP declaration type of the talker attribute.Talker Declaration Type

The latency, in nanoseconds, that occurred for the stream on its path from

the talker to a listener. The latency starts with zero and is increased by one

for each device that the stream propagates through in the network.

Accumulated Latency

If a failure occurred, the interface on the device onwhich the failure occurred.Failure Bridge Interface

If a failure occurred, the MAC address of the device on which the failure

occurred.

Failure Bridge MAC
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Table 88. MSRP reservation parameters information (Continued)

DescriptionField

If a failure occurred, the number that represents the reason for the failure.

The switch supports the following codes:

• 1: Insufficient bandwidth

• 3: Insufficient bandwidth for the traffic class

• 5: Stream destination address is already in use

• 7: Reported latency changed

• 8: Egress port is not capable of audio video bridging (AVB)

• 9: Use a different destination address (for example, if the MAC DA hash

table is full)

• 12: Cannot store destination address (for example, if the device ran out of

MAC DA resources)

• 13: Requested priority is not an SR class priority

• 14: MaxFrameSize is too large for media

• 15: msrpMaxFanInPorts limit was reached

• 16: Changes in FirstValue for a registered StreamID

• 17: VLAN is blocked on this egress port (Registration Forbidden)

Failure Code

The time, in seconds, since the stream destination address was added to the

Dynamic Reservations Entries table. A value of zero indicates the destination

address was not added to the table.

Stream Age

Configure and view the Qav settings for interfaces
You can configure and view the IEEE 802.1Qav settings for interfaces. The IEEE 802.1Qav
standard supports time-sensitive traffic streams by pacing all switch traffic, including
legacy asynchronous Ethernet traffic, through queuing and forwarding. When a talker
declares a stream, 802.1Qav identifies whether the stream is class A or class B and
specifies the stream’s bandwidth requirements. Class a traffic receives a higher
transmission priority than class B traffic.

You can configure and view the selected bandwidth allocations for class A and class B
traffic.
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To configure view the Qav settings for interfaces:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > MRP > Advanced > Qav Parameters.
The Qav Parameters page displays.

6. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface.
• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

7. In the Class AMSRP Delta Bandwidth field, specify the additional bandwidth
represented as a percentage of the interface transmit rate that is reserved for class
A and class B traffic
Class A traffic receives a higher priority than class B traffic. The range is from 0 to
100. The default is 75.

8. In the Class BMSRP Delta Bandwidth field, specify the additional bandwidth
represented as a percentage of the interface transmit rate that is reserved for class
B traffic
The range is from 0 to 100. The default is 0.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable information displayed on the page.
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Table 89. Qav settings information

DescriptionField

The current rate (in Bps) of class A traffic on interfaceClass ABandwidthAllocated

The maximum rate (in Bps) of class A that is supported by the interface.Class A Remaining
Bandwidth

The current rate (in Bps) of class B traffic on interfaceClass B BandwidthAllocated

The maximum rate (in Bps) of class B that is supported by the interface.CLass B Remaining
Bandwidth

The sum of the allocated class A and class B traffic rates (in Bps) on interface.Total Bandwidth Allocated

75 percent of the interface speed minus that total allocated bandwidth (in
Bps/sec).

Total Remaining Bandwidth

View MSRP streams information
You can view information about MSRP streams that are flowing through each interface.

To view MSRP streams information:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > MRP > Advanced > MSRP Streams Information.
The MSRP Streams Information page displays.

6. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.
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Table 90. MSRP streams information

DescriptionField

A 16-bit unsigned integer value, which is a unique ID used to distinguish the

stream among multiple streams from the same device.

Stream ID

The MAC address of the traffic stream’s source.StreamSourceMACAddress

The 32-bit unsigned accumulated latency value that is used to determine the

worst-case latency that a stream can suffer in its path from the talker to a

listener. The latency starts with zero and is increased by one for each device

that the stream propagates through in the network.

Received Accumulated

Latency

Shows whether the stream is class A or class B. Class A traffic receives higher

priority than class B traffic.

Traffic Class

The 5-bit unsigned rank value that is used by devices to determine which

streams can still be served when the MSRP registrations exceed the capacity

of an interface to carry the corresponding data streams.

If a device becomes oversubscribed (for example, a network reconfiguration

or 802.11 bandwidth reduction occurs), the rank value is also used to

determinewhich streamaredropped.A lower numeric value ismore important

than a higher numeric value.

Rank

The 32-bit unsigned bandwidth value that is used to allocate resources and

adjust queue selection settings to supply the quality of service that is requested

by an MSRP talker. The value represents the maximum rate, in units of 1024

octets per second, at which frames in the stream referenced by the talker can

be transmitted.

TSpec Max Frame Size

The 32-bit unsigned frame rate value that is used to allocate resources and

adjust queue selection settings to supply the quality of service that is requested

by anMSRP talker. The value represents the maximum number of frames that

the talker can transmit in one second.

TSpec Max Interval Frames

The VLAN ID of the traffic stream.Stream VLAN

The MAC address of the traffic stream’s destination.Destination MAC

If a failure occurred, the interface of the device on which the failure occurred.Received Failure Information

Bridge Interface
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Table 90. MSRP streams information (Continued)

DescriptionField

If a failure occurred, the number that represents the reason for the failure. The

switch supports the following codes:

• 1: Insufficient bandwidth

• 3: Insufficient bandwidth for the traffic class

• 5: Stream destination address is already in use

• 7: Reported latency changed

• 8: Egress port is not capable of audio video bridging (AVB)

• 9: Use a different destination address (for example, if the MAC DA hash

table is full)

• 12: Cannot store destination address (for example, if the device ran out of

MAC DA resources)

• 13: Requested priority is not an SR class priority

• 14: MaxFrameSize is too large for media

• 15: msrpMaxFanInPorts limit was reached

• 16: Changes in FirstValue for a registered StreamID

• 17: VLAN is blocked on this egress port (Registration Forbidden)

Received Failure Information

Failure Code

If a failure occurred, the MAC address of the device on which the failure

occurred.

Received Failure Information

Bridge MAC

The interface on which the talker is present.Talker Interface

The interface on which listeners are present.Listeners

Loop protection

Loop protection can detect physical and logical loops between Ethernet ports on a
device.

About loop protection
Loops inside a network are costly because they consume resources and reduce the
performance of the network. Detecting loops manually can be cumbersome.
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The switch can automatically identify loops in the network. You can enable loop
protection per port or globally.

If loop protection is enabled, the switch sends predefined protocol data unit (PDU)
packets to a Layer 2 multicast destination address (09:00:09:09:13:A6) on all ports for
which the feature is enabled. You can selectively disable PDU packet transmission for
loopprotection on specific ports evenwhile port loopprotection is enabled. If the switch
receives a packet with the previously mentioned multicast destination address, the
source MAC address in the packet is compared with the MAC address of the switch. If
theMAC address does notmatch, the packet is forwarded to all ports that aremembers
of the same VLAN, just like any other multicast packet. The packet is not forwarded to
the port from which it was received.

If the source MAC address matches the MAC address of the switch, the switch can
perform one of the following actions, depending on how you configure the action:

• The port is shut down.

• A log message is generated. (If a syslog server is configured, the log message can
be sent to the syslog server.)

• The port is shut down and a log message is generated.

If loop protection is disabled, the multicast packet is silently dropped.

Loop protection is not intended for ports that serve as uplinks between spanning
tree–aware switches. Loop protection is designed for unmanaged switches that drop
spanning tree bridge protocol data units (BPDUs).

You need to enable the feature globally before you can enable it at the port level so
that the system policy filter can be installed.

Loop protection treats PDU packets transmission and spanning tree protocol in the
following ways:

• Loop protection and PDU packet transmission: Loop protection sends loop
protocol packets from all ports on which it is enabled. You can configure the interval
(1 to 5 seconds) between two successive loop protection PDU packets. The default
interval is 5 seconds. If the switch receives a loop protocol packet on a port for which
the action is set to shut down the port, the port can no longer receive and send
frames.
Loop protection operates at a port level, regardless of VLAN assignment and
membership, detecting loops across VLANs.

• Loop protection and Spanning tree protocol: Loop protection does not impact
end nodes and is not intended for ports that serve as uplinks between spanning
tree–aware switches. Loopprotection can coexist with Spanning Tree Protocol (STP).
You can enable both loop protection and STP on a port because these features
function independently of each other. STP does not bring a port down when a loop
is detected but keeps the port in blocking state. Because PDUs are allowed in a
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blocking state, loop protection packets are received and loop protection brings
down the port that is involved in the loop (if the configured action is to shut down
the port).

Configure the global loop protection settings
Before you can configure loop protection for individual ports (see Configure the loop
protection settings for interfaces anddisplay the loopprotection state on page 335), you
must globally enable and configure loop protection.

To globally enable and configure loop protection:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > L2 Loop Protection > L2 Loop Protection Configuration.
The L2 Loop Protection Configuration page displays.

6. In the Global L2 Loop Protection Configuration section, configure the following
settings:

• Next to Admin Mode, select the Enable or Disable radio button to specify the
administrative mode of loop protection on the switch.
By default, loop protection is globally disabled.

• From the TLV Advertized Intervalmenu, select the interval between the
transmissions of loop packets on a port.
The range is from 1 to 5 seconds. The default setting is 5 seconds. The selected
interval applies to all ports for which you enable loop protection.

• From theMax PDU Receivemenu, select the maximum number of packets that
a port can receive before an action is taken.
The default setting is 1 packet. The selected number of packets applies to all ports
for which you enable loop protection.

7. Click the Apply button.
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Your settings are saved.

8. To save the settings to the running configuration, click the Save icon.

Configure the loop protection settings for interfaces and
display the loop protection state
Before you can configure loop protection for individual ports, youmust globally enable
loop protection (see Configure the global loop protection settings on page 334).

To enable and configure loop protection for an interface and display the loop
protection state on the switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Switching > L2 Loop Protection > L2 Loop Protection Configuration.
The L2 Loop Protection Configuration page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.
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8. From the Keep Alivemenu, select Enable to specify that loop protection must be
enabled on the port.
By default, loop protection is disabled for a port.

9. From the RX Actionmenu, select the action that the switch takes when a loop is
detected on the port:

• Log: Log the message when a loop is detected on the port.
• Disable: Disable the port when a loop is detected. This is the default setting.
• Both: Log and disable the port when a loop is detected.

10. Click the Apply button.
Your settings are saved.

11. To save the settings to the running configuration, click the Save icon.

12. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 91. Loop protection interface configuration information

DescriptionField

Indicates (Yes or No) whether a loop is detected on the interface.Loop Detected

The number of packets that were received on the interface after the loop was

detected.

Loop Count

The time since the loop was detected.Time Since Last Loop

The status of the interface (Enabled or Disabled).Port Status

The reason that the interface was disabled. In addition to being disabled because

of loop protection, the interface can be disabled because of Unidirectional Link

Detection (UDLD), a broadcast storm, a unicast storm, and so on.

Errdisable Reason

The time that is left before the interface is reenabled through the autorecovery

process. The time is in the range from 30 to 604800 seconds.

Auto Recovery Time Left

(sec)
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4
Manage Routing

This chapter covers the following topics:

• Routing concepts
• Routing table, routes and route preferences
• IPv4 routing
• IPv6 routing
• Routing VLANs
• Address Resolution Protocol
• Routing Information Protocol
• Router discovery and router advertisements

337



Routing concepts

The switch supports IP routing. When a packet enters the switch, the switch checks the
destination MAC address to determine if it matches any of the configured routing
interfaces. If it does, the switch searches the host table for a matching destination IP
address. If a matching entry is found, the packet is routed to the host. If no matching
entry is found, the switch performs a longest prefix match on the destination IP address.
If a matching entry is found, the packet is routed to the next hop. If no matching entry
is found, the packet is routed to the next hop that is specified in the default route. If no
default route exists, the packet is dropped.

Routing table, routes and route preferences

The routing table collects routes from multiple sources and list all routes: static routes,
local routes, dynamically added routes, and so on. Static routes are routes that you
manually add. The routing table can learn multiple routes to the same destination from
multiple sources, for example dynamically added routes through routing protocols.

Configure a route and display learned routes
You can addor change a route in the routing table anddisplay the automatically learned
routes in the routing table.

To add or change a route and display learned routes:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing> Routing Table > Basic > Route Configuration.
The Route Configuration page displays.
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6. If you are changing an existing route, select the check box for the route.

7. From the Route Typemenu, select one of the following route types:

• Default: Specify the next hop address and preference.
• Static: Specify the network address, subnet mask, next hop address, and
preference.

• Static Reject: Specify the network address, subnet mask, and preference.

8. In the Network Address field, enter the IP route prefix for the destination.

9. In the SubnetMask field, enter the portion of the IP interface address that identifies
the attached network.
This is also referred to as the subnet/network mask.

10. In the Next Hop IP Address, enter the IP address of the outgoing router that must
be used when traffic is forwarded to the next router (if any) in the path toward the
destination.
The next router is always one of the adjacent neighbors or the IP address of the local
interface for a directly attached network.

11. In the Preference field, enter a value from 1 to 255.
You can specify the preference value (sometimes called administrative distance) of
an individual static route. Among routes to the same destination, the route with the
lowest preference value is the route entered into the forwarding database. By
specifying the preference of a static route, you can control if a static route is more
preferred or less preferred than routes from dynamic routing protocols. The
preference also controls if a static route is more preferred or less preferred than
other static routes to the same destination.

12. In the Description field, enter the description of this route that identifies the route.
The description must consist of alphanumeric, hyphen, or underscore characters
and can be up to 31 characters in length.

13. Do one of the following:

• If you are adding a new route, click the Add button.
Your settings are saved. The route is added to the routing table.

• If you are changing an existing route, click the Apply button.
Your settings are saved.

14. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.
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Table 92. Learned routes information

DescriptionField

The IP route prefix for the destination.Network Address

The subnet/network mask, which indicates the portion of the IP interface
address that identifies the attached network.

Subnet Mask

The protocol that created the route: Local, Static, or RIP.Protocol

The type of route, depending on the protocol: Connected, Static, or
Dynamic.

Route Type

The interface of the outgoing router interface that must be used when
traffic is forwarded to the destination.

Next Hop Interface

The IP address of the outgoing router interface that must be used when
traffic is forwarded to the next router (if any) in the path toward the
destination.

Next Hop Address

The preference, which is a value from 0 to 255.Preference

The administrative cost of the path to the destination. The default is 1.
The range is from 0 to 255.

Metric

Delete a route
You can delete a route that you no longer need.

To delete a route:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > Routing Table > Basic > Route Configuration.
The Route Configuration page displays.
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6. Select the check box for the route.

7. Click the Delete button.
Your settings are saved. The route is removed.

8. To save the settings to the running configuration, click the Save icon.

Specify route preferences
You can configure the default preference for each protocol, for example, 60 for static
routes or 120 for RIP. These values are arbitrary values in the range from 1 to 255 and
are independent of routemetrics.Most routingprotocols use a routemetric to determine
the shortest path known to the protocol, independent of any other protocol.

Thebest route to adestination is chosenby selecting the routewith the lowest preference
value. If multiple routes exist to a destination, the preference values are used to
determine the preferred route. If there is still a tie, the route with the best route metric
is chosen. To avoid problems with mismatched metrics such as protocols that are not
directly comparable, you must configure different preference values for each of the
protocols.

To specify route preferences

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > Routing Table > Advanced > Route Preferences.
The Route Preferences page displays.

6. In the Static field, specify the static route preference on the switch.
The default value is 1. The range is from 1 to 255.

7. In the RIP field, specify the RIP route preference on the switch.
The default value is 120. The range is from 1 to 255.
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8. Click the Apply button.
Your settings are saved.

The Local field displays the local route preference value.

9. To save the settings to the running configuration, click the Save icon.

IPv4 routing

You can enable or disable the IPv4 routing mode, configure the global IPv4 routing
settings, configure IPv4 routing interfaces, add a secondary IP address to an IPv4 routing
interface, and view IPv4 routing statistics.

Manage the global IPv4 routing settings
You can configure the IPv4 routing settings for the switch, as opposed to the IPv4 routing
settings for an interface.

To configure the global IPv4 routing settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > IP > Basic > IP Configuration.
The IP Configuration page displays.

6. Select the Routing Mode Enable or Disable radio button.
This selection enables or disables the administrative mode for IPv4 routing for the
switch. The default is Enable.

7. Select the ICMP Echo Replies Enable or Disable radio button.
The default is Enable, whichmeans that the switch sends ICMP echo replies to ICMP
echo requests.
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8. Select the ICMP Redirects Enable or Disable radio button.
The default is Disable. If you enable ICMP Redirects, the switch can forward ICMP
Redirects.

9. In the ICMPRate Limit Interval field, specify the number of ICMP error packets that
are allowed per burst interval.
By default, the burst interval is 1000 msec (the rate limit is 100 packets/sec). The
interval is from 0 to 2147483647 msec. Enter 0 to let the switch ignore the number
of ICMP error packets that are allowed per burst interval.

10. In the ICMP Rate Limit Burst Size field, specify the number of ICMP error packets
that are allowed for the burst size.
By default, the burst size is 100 packets. The burst size range is from 1 to 200. Enter
0 to let the switch ignore the number of ICMP error packets that are allowed for the
burst size.

11. To configure a global default gateway, select the Select to configureGlobalDefault
Gateway check box. Then, in theGlobalDefaultGateway field, enter the IP address.
The default gateway that you specify receives a higher preference than a default
gateway that is learned from a DHCP server. You configure one default gateway
only, but you can change the default gateway.

12. Click the Apply button.
Your settings are saved.

13. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 93. IPv4 routing configuration information

DescriptionField

The default value inserted into the Time-To-Live field of the IP header of
datagrams originated by the switch, if a TTL value is not supplied by the
transport layer protocol.

Default Time to Live

The maximum number of hops supported by the switch.Maximum Next Hops
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Table 93. IPv4 routing configuration information (Continued)

DescriptionField

The maximum number of routes supported by the switch.Maximum Routes

The maximum number of static routes supported by the switch.Maximum Static Routes

Display the IPv4 statistics
You can display the IPv4 routing statics for the switch.

To display the IPv4 routing statistics for the switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing> IP > Basic > Statistics.
The Statistics page displays.

The following table describes the nonconfigurable fields on the page.

Table 94. IP statistics information

DescriptionField

The total number of input datagrams received from interfaces, including

those received in error.

IpInReceives

The number of input datagrams discarded due to errors in their IP

headers, including bad checksums, version number mismatch, other

format errors, time-to-live exceeded, errors discovered in processing

their IP options, and so on.

IpInHdrErrors
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Table 94. IP statistics information (Continued)

DescriptionField

The number of input datagrams discardedbecause the IP address in their

IP header’s destination field was not a valid address to be received at this

entity. This count includes invalid addresses (for example, 0.0.0.0) and

addresses of unsupported classes (Class E). For entities that are not IP

gateways and therefore do not forward datagrams, this counter includes

datagrams discarded because the destination address was not a local

address.

IpInAddrErrors

The number of input datagrams for which this entity was not their final IP

destination, as a result of which an attempt was made to find a route to

forward them to that final destination. In entities that do not act as IP

gateways, this counter includesonly thosepackets thatwere source-routed

through this entity, and the source-route optionprocessingwas successful.

IpForwDatagrams

The number of locally addressed datagrams received successfully but

discarded because of an unknown or unsupported protocol.

IpInUnknownProtos

The number of input IP datagrams for which no problems were

encountered to prevent their continued processing, but that were

discarded (for lack of buffer space). This counter does not include any

datagrams discarded while awaiting reassembly.

IpInDiscards

The total number of input datagrams successfully delivered to IP user

protocols (including ICMP).

IpInDelivers

The total number of IP datagrams that local IP user protocols (including

ICMP) supplied to IP in requests for transmission. This counter does not

include any datagrams counted in ipForwDatagrams.

IpOutRequests

The number of output IP datagrams for which no problem was

encountered to prevent their transmission to their destination, but that

were discarded for reasons such as lack of buffer space. This counter

would includedatagrams counted in ipForwDatagrams if any suchpackets

met this (discretionary) discard criterion.

IpOutDiscards

The number of IP datagrams discarded because no route could be found

to transmit them to their destination. This counter includes any packets

counted in ipForwDatagrams that meet this no-route criterion. This

includes any datagrams that a host cannot route because all of its default

gateways are down.

IpOutNoRoutes
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Table 94. IP statistics information (Continued)

DescriptionField

Themaximum number of seconds for which received fragments are held

while they are awaiting reassembly at this entity.

IpReasmTimeout

The number of IP fragments received that were reassembled at this entity.IpReasmReqds

The number of IP datagrams successfully reassembled.IpReasmOKs

The number of failures detected by the IP reassembly algorithm (for

whatever reason: timed out, errors, and so on). This is not necessarily a

count of discarded IP fragments since some algorithms can lose track of

the number of fragments by combining them as they are received.

IpReasmFails

The number of IP datagrams that were fragmented at this entity.IpFragOKs

The number of IP datagrams that were discarded because they needed

to be fragmented at this entity but could not be, for reasons such as their

Don’t Fragment flag was set.

IpFragFails

The number of IP datagram fragments that were generated as a result of

fragmentation at this entity.

IpFragCreates

The number of routing entries that were discarded even though they

were valid. One possible reason for discarding such an entry could be to

free up buffer space for other routing entries.

IpRoutingDiscards

The total number of ICMPmessages that the entity received. This counter

includes all those counted by icmpInErrors.

IcmpInMsgs

The number of ICMP messages that the entity received but determined

as having ICMP-specific errors (bad ICMP checksums, bad length, and

so on).

IcmpInErrors

The number of ICMP destination unreachable messages received.IcmpInDestUnreachs

The number of ICMP time exceeded messages received.IcmpInTimeExcds

The number of ICMP parameter problem messages received.IcmpInParmProbs

The number of ICMP source quench messages received.IcmpInSrcQuenchs

The number of ICMP redirect messages received.IcmpInRedirects

The number of ICMP echo (request) messages received.IcmpInEchos
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Table 94. IP statistics information (Continued)

DescriptionField

The number of ICMP echo reply messages received.IcmpInEchoReps

The number of ICMP timestamp (request) messages received.IcmpInTimestamps

The number of ICMP timestamp reply messages received.IcmpInTimestampReps

The number of ICMP address mask request messages received.IcmpInAddrMasks

The number of ICMP address mask reply messages received.IcmpInAddrMaskReps

The total number of ICMP messages that this entity attempted to send.

This counter includes all those counted by icmpOutErrors.

IcmpOutMsgs

The number of ICMP messages that this entity did not send due to

problems discovered within ICMP such as a lack of buffers. This value

does not include errors discovered outside the ICMP layer such as the

inability of IP to route the resultant datagram. In some implementations

there might be no types of error that contribute to this counter’s value.

IcmpOutErrors

The number of ICMP destination unreachable messages sent.IcmpOutDestUnreachs

The number of ICMP time exceeded messages sent.IcmpOutTimeExcds

The number of ICMP parameter problem messages sent.IcmpOutParmProbs

The number of ICMP source quench messages sent.IcmpOutSrcQuenchs

The number of ICMP redirect messages sent. For a host, this is always

zero, since hosts do not send redirects.

IcmpOutRedirects

The number of ICMP echo (request) messages sent.IcmpOutEchos

The number of ICMP echo reply messages sent.IcmpOutEchoReps

The number of ICMP timestamp (request) messages.IcmpOutTimestamps

The number of ICMP timestamp reply messages sent.IcmpOutTimestampReps

The number of ICMP address mask request messages sent.IcmpOutAddrMasks

Configure IPv4 routing interfaces
You can configure one or more IPv4 routing interfaces.
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To configure one or more IPv4 routing interfaces:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > IP > Advanced > IP Interface Configuration.
The IP Interface Configuration page displays.

6. Select whether to display physical interfaces, VLANs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• VLANS: Only VLANs are displayed.
• All: Both physical interfaces and VLANs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. In the Description field, enter a description for the interface.

9. From the IP Address ConfigurationMethodmenu, select the method by which an
IP address is configured on the interface: None,Manual, or DHCP.
By default, the method is None. Use the None method to reset the DHCP method.

Note: When you change the configuration method from DHCP to None, a minor
delay occurs before the page refreshes.
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10. If you select None from the IP Address Configuration Methodmenu, do the
following:

a. In the IP Address field, enter the IP address for the interface.

b. In the Subnet Mask, enter the subnet mask for the interface.
This is also referred to as the subnet/network mask, and defines the portion of
the interface’s IP address that is used to identify the attached network.

11. From the Routing Modemenu, select Enable or Disable to enable or disable the
routing mode for the interface.
The default is Enable.

12. From theAdministrativeModemenu, select Enable orDisable to enable or disable
the administrative mode of the interface.
The default is Enable.

13. From the Forward Net Directed Broadcastsmenu, select Enable or Disable to
enable or disable the forwarding of network-directed broadcast packets.
The default is Disable, which means that network-directed broadcast packets are
not forwarded but dropped.

14. From the Encapsulation Typemenu, select the link layer encapsulation type for
packets transmitted from the specified interface.
You can select Ethernet or SNAP, which is Subnetwork Access Protocol. The default
is Ethernet.

15. From the Proxy Arpmenu, select Enable orDisable to enable or disable the proxy
ARP for the interface.
The default is Enable.

16. From the Local Proxy Arpmenu, select Enable orDisable to enable or disable the
local proxy ARP for the interface.
The default is Disable.

17. In the Bandwidth (kbps) field, specify the bandwidth for the interface.
This information in this field determines the speed of the interface to higher level
protocols. Some protocols use bandwidth to compute the link cost. The range is
from 1 to 10000000.

18. Form the ICMPDestinationUnreachablesmenu, selectEnableorDisable to enable
or disable the interface from sending ICMP destination unreachables messages.
The default is Enable.
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19. From the ICMP Redirectsmenu, select Enable or Disable to enable or disable the
ICMP redirecting mode.
The interface sends an ICMP redirect message only if this function is enabled both
globally and on the interface. The default is Enable.

20. In the IP MTU field, specify the maximum size of IP packets that are sent on the
interface.
The IP MTU is the maximum frame size minus the length of the Layer 2 header. The
range is from 68 bytes to the MTU size that is supported by the interface link. The
default is 1500. A value of 0 indicates that the IP MTU is not configured, in which
case the interface uses the MTU size that is supported by the interface link.

21. Click the Apply button.
Your settings are saved.

22. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 95. IP Interface Configuration

DescriptionField

The VLAN ID for the interface.VLAN ID

The physical link data rate of the interface.Link Speed Data Rate

The active or inactive state of the interface (Active or Inactive).Active State

The MAC address that is associated with the interface.MAC Address

The link-up or link-down state of the interface. (Link UP or Link Down.) An
interface is considered active if it the link is up and the interface is in the
forwarding state.

Link State

The link status of the routing interface (Up or Down).Routing Interface Status

Delete the routing IP address from an IPv4 routing interface
You can delete the routing IP address from one or more IPv4 routing interfaces.

To delete the routing IP address from one or more IPv4 routing interfaces:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.
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3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing> IP > Advanced > IP Interface Configuration.
The IP Interface Configuration page displays.

6. Select whether to display physical interfaces, VLANs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• VLANS: Only VLANs are displayed.
• All: Both physical interfaces and VLANs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To delete the IP address for a single interface, select the check box associated
with the interface, or type the interface number in the Go To Interface field and
click the Go button.

• To delete the IP address for multiple interfaces, select the check box associated
with each interface.

8. Click the Delete button.
Your settings are saved. The IP routing address is removed from the IPv4 routing
interface.

9. To save the settings to the running configuration, click the Save icon.

Configure a secondary IP address for an IPv4 routing
interface
You can configure a secondary IP address for an IPv4 routing interface.

To configure the secondary IP address:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
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The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing> IP > Advanced > Secondary IP.
The Secondary IP page displays.

6. From the Routing Interfacemenu, select the interface.

7. In the Secondary IP Address field, add a secondary IPv4 address to the interface.

8. In the Secondary IP Subnet Mask field, enter the subnet mask associated with the
secondary IP address.

9. Click the Add button.
The secondary IP address is added.

10. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 96. Secondary IP address information

DescriptionField

The VLAN ID associated with the selected interface.VLAN ID

The primary IP address for the interface.Primary IP Address

Delete the secondary IP address from an IPv4 routing
interface
You can delete the secondary IP address from an IPv4 routing interface.

To delete the secondary IP address from an IPv4 routing interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing> IP > Advanced > Secondary IP.
The Secondary IP page displays.

6. From the Routing Interfacemenu, select the interface.

7. In the Secondary IP Address table, select the check box for the IP address.

8. Click the Delete button.
Your settings are saved. The secondary IP routing address is removed from the IPv4
routing interface.

9. To save the settings to the running configuration, click the Save icon.

IPv6 routing

You can enable or disable the IPv6 routing mode, configure the global IPv6 routing
settings, configure IPv6 routing interfaces, add IPv6 prefixes, add IPv6 static routes and
route preferences, add IPv6 tunnels, and view IPv6 routing statistics, routes, and
neighbors.

Manage the global IPv6 routing settings
You can configure the IPv6 routing settings for the switch, as opposed to the IPv6 routing
settings for an interface.

To configure the global IPv6 routing settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing> IPv6 > Basic > Global Configuration.
The Global Configuration page displays.

6. Select the IPv6 Unicast Routing Enable or Disable radio button.
This selection enables or disables the administrative mode for IPv6 routing for the
switch. The default is Disable.

7. In the Hop Limit field, enter a value for the unicast hop count that is used for IPv6
packets that originate from the switch.
The hop count is also included in router advertisements, and ranges from 1 to 255,
inclusive. The default is 64.

8. In the ICMPv6 Rate Limit Error Interval field, specify the number of ICMP error
packets that are allowed per burst interval.
By default, the burst interval is 1000 msec (the rate limit is 100 packets/sec). The
interval is from 0 to 2147483647 msec. Enter 0 to let the switch ignore the number
of ICMPv6 error packets that are allowed per burst interval.

9. In the ICMPv6Rate Limit Burst Size field, specify the number of ICMP error packets
that are allowed for the burst size.
By default, the burst size is 100 packets. The burst size range is from 1 to 200. Enter
0 to let the switch ignore the number of ICMPv6 error packets that are allowed for
the burst size.

10. Click the Apply button.
Your settings are saved.

11. To save the settings to the running configuration, click the Save icon.

Display the IPv6 route table
The IPv6 route table includes all routes, including the best routes and the configured
routes. You can select which routes to display.

To display the IPv6 route table:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.
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3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing> IPv6 > Basic > Route Table.
The Route Table page displays.

6. From the Routes Displayedmenu, select which routes must be displayed in the
table:

• All Routes: All active IPv6 routes.
• Best Routes Only: The best active routes only,
• Configured Routes Only: The manually configured routes only.

7. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 97. IPv6 route table information

DescriptionField

The total number of active routes in the route table.Number of Routes

The network prefix for the active route.IPv6 Prefix

The prefix length for the active route.Prefix Length

The type of protocol for the active route.Protocol

The interface over which the route is active. For a reject route, the next

hop is a null (Null0) interface.

Next Hop Interface

The next hop IPv6 address for the active route.Next Hop IP Address

The route preference of the configured route.Preference

Configure IPv6 routing interfaces
You can configure one or more IPv6 routing interfaces.
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To configure one or more IPv6 routing interfaces:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing> IPv6 > Advanced > Interface Configuration.
The Interface Configuration page displays.

6. Select whether to display physical interfaces, VLANs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• VLANS: Only VLANs are displayed.
• All: Both physical interfaces and VLANs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. From the IPv6 Modemenu, select Enable or Disable to enable or disable the IPv6
routing mode for the interface.
When the IPv6 routing mode is enabled, the interface is capable of IPv6 operation
without a global address. In this case, an EUI-64 based link-local address is used.
The default is Disable.

9. From theDHCPv6ClientModemenu, selectEnableorDisable to enable or disable
DHCPv6 client mode on the interface.
Only one interface can function as a DHCPv6 client. The default is Disable.
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10. From the Stateless Address AutoConfigModemenu, select Enable orDisable to
enable or disable the stateless address automatic configuration mode on the
interface.
The default value is Disable.

11. From the Routing Modemenu, select Enable or Disable to enable or disable the
routing mode for the interface.
The default is Disable.

12. From the Admin Mode list, select Enable or Disable to enable or disable the
administrative mode of the interface.
The default is Enable.

13. In theMTU field, specify the maximum transmit unit for the interface.
The range is from 1280 to 1500. The default is 1500. If you enter is 0, you disable
routing on the interface.

14. In theDuplicateAddressDetection Transmits field, specify the number of duplicate
address detection (DAD) transmits for the interface.
The DAD transmits value must be in the range from 0 to 600. The default is 1.

15. In the Life Time Interval field, specify the lifetime interval that the interface transmits
in router advertisements.
This is the information about the period during which IPv6 neighbors can use the
interface as a default router.

The range is from 0 to 9000. The default is 1800. The value must be greater than or
equal to the maximum advertisement interval. If you enter 0, the interface cannot
be used as the default routing interface.

16. In the Adv NS Interval field, specify the retransmission interval information that the
interface transmits in router advertisements.
This is the information about the interval between neighbor solicitation
retransmissions.

The range is from 1000 to 4294967295.

17. In the Adv Reachable Interval field, specify the reachable interval information that
the interface transmits in router advertisements.
This is the information about the period during which a remote IPv6 device is
considered reachable after receipt of a neighbor discovery confirmation message.

The range is from 0 to 3600000. The default is 0.

18. In the Adv Interval field, specify the period between router advertisements from
the interface.
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The range is from 4 to 1800. The default is 600.

19. From theAdvManagement Config Flagmenu, select Enable orDisable to enable
or disable the router advertisement “managed address configuration flag” for the
interface.
When enabled, end nodes use DHCPV6. When disabled, end nodes automatically
configure addresses. The default is Disable.

20. From the Adv Other Config Flagmenu, select Enable or Disable to enable or
disable the router advertisement “other stateful configuration flag” for the interface.
The default is Disable.

21. From theRouter Preferencemenu, select the router preference advertisements for
the interface.
You can select High,Medium, or Low. The default is Medium.

22. In the Adv Suppress Flag list, select Enable or Disable to enable or disable the
router advertisement suppression for the interface.
The default is Disable.

23. From the Destination Unreachablesmenu, select Enable or Disable to enable or
disable the transmission of ICMPv6 destination unreachables message on the
interface.
The default is Enable.

24. Click the Apply button.
Your settings are saved.

25. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 98. IPv6 interface configuration information

DescriptionField

The operational state of an interface. The default is Disable.Operational Mode

Indicates if the link is up or down (Link Up or Link Down).Link State

Configure prefix settings for an IPv6 routing interface
You can add or change one ormore prefixes and associated settings for an IPv6 routing
interface.
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To add or change prefix settings for an IPv6 routing interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > IPv6 > Advanced > Prefix Configuration.
The Prefix Configuration page displays.

6. From the Interfacemenu, select the interface.

7. If you are changing en existing prefix for the interface, select the check box for the
prefix.

8. If you are adding a new prefix, in the IPv6 Prefix field, specify the IPv6 prefix for the
interface.

9. If you are adding a new prefix, in the Prefix Length field, specify the IPv6 prefix
length for the interface.

10. From the EUI64menu, select Enable or Disable to enable or disable the 64-bit
unicast prefix.

11. In the Valid Life Time field, specify the valid period for prefix router advertisements
for the interface.
This is the period during which the prefix is valid for the purpose of on-link
determination. The range is from 0 to 4294967295.

12. In the Preferred Life Time field, specify preferred period for prefix router
advertisements for the interface.
This is the period during which the prefix is preferred for the purpose of on-link
determination. An autoconfigured address generated from the prefix is a preferred
address. The range from 0 to 4294967295.

13. From theOnlink Flagmenu, select Enable orDisable to enable or disable the prefix
from being used for autonomous address configuration.
If enabled, the prefix can be used for on-link determination.
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14. From the Autonomous Flagmenu, to enable or disable the prefix from being used
for on-link determination.
If enabled, the prefix can be used for autonomous address configuration.

15. Do one of the following:

• If you are adding a new prefix, click the Add button.
Your settings are saved. The prefix is added for the interface.

• If you are changing an existing prefix, click the Apply button.
Your settings are saved.

The Current State field displays the state of the IPV6 address. The state is TENT
(tentative) if routing is disabled or DAD (Duplicate Address Detection) fails. The state
is Active if the interface is active and DAD is successful.

16. To save the settings to the running configuration, click the Save icon.

Delete a prefix setting from an IPv6 routing interface
You can delete a prefix and associated settings that you no longer need for an IPv6
routing interface.

To a delete prefix settings from an IPv6 routing interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing> IPv6 > Advanced > Prefix Configuration.
The Prefix Configuration page displays.

6. From the Interfacemenu, select the interface.

7. Select the check box for the prefix.

8. Click the Delete button.
Your settings are saved. The prefix is removed.
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9. To save the settings to the running configuration, click the Save icon.

Display the IPv6 and ICMPv6 statistics for an IPv6 routing
interface
You can display the IPv6 and ICMPv6 statics for an IPv6 routing interface.

To display the IPv6 and ICMPv6 statistics for an IPv6 routing interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing> IPv6 > Advanced > Statistics.
The Statistics page displays.

6. From the Interfacemenu, select the IPv6 routing interface.

7. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 99. IPv6 interface statistics information

DescriptionField

The total number of input datagrams received by the interface, including

those received in error.

Total Datagrams Received

The total number of datagrams successfully delivered to IPv6

user-protocols (including ICMP). This counter is incremented at the

interface to which these datagrams were addressed, which might not

be the input interface for some of the datagrams.

Received Datagrams Locally

Delivered
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Table 99. IPv6 interface statistics information (Continued)

DescriptionField

The number of input datagrams discarded due to errors in their IPv6

headers, including version number mismatch, other format errors, hop

count exceeded, errors discovered in processing their IPv6 options, and

so on

Received Datagrams Discarded

Due To Header Errors

The number of input datagrams that could not be forwarded because

their size exceeded the link MTU of outgoing interface.

Received Datagrams Discarded

Due To MTU

The number of input datagrams discarded because no route could be

found to transmit them to their destination

Received Datagrams Discarded

Due To No Route

The number of locally-addressed datagrams received successfully but

discardedbecauseof an unknownor unsupportedprotocol. This counter

is incremented at the interface towhich thesedatagramswere addressed,

which might not be the input interface for some of the datagrams.

Received Datagrams With

Unknown Protocol

The number of input datagrams discarded because the IPv6 address in

their IPv6 header's destination fieldwas not a valid address to be received

at this entity. This count includes invalid addresses (for example, ::0) and

unsupported addresses (such as addresseswith unallocatedprefixes).For

entities that are not IPv6 routers and therefore do not forward datagrams,

this counter includes datagrams discarded because the destination

address was not a local address.

Received Datagrams Discarded

Due To Invalid Address

The number of input datagrams discarded because datagram frame

didn't carry enough data.

Received Datagrams Discarded

Dut To Truncated Data

The number of input IPv6 datagrams for which no problems were

encountered to prevent their continued processing, but that were

discarded for reasons such as lack of buffer space. This counter does

not include any datagrams discarded while awaiting re-assembly.

Received Datagrams Discarded

Other

The number of IPv6 fragments received that needed to be reassembled

at this interface. This counter is incremented at the interface to which

these fragmentswere addressed, whichmight not be the input interface

for some of the fragments.

Received Datagrams Reassembly

Required

The number of IPv6 datagrams successfully reassembled. This counter

is incremented at the interface towhich thesedatagramswere addressed,

which might not be necessarily the input interface for some of the

fragments.

Datagrams Reassembled
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Table 99. IPv6 interface statistics information (Continued)

DescriptionField

The number of failures detected by the IPv6 reassembly algorithm (for

whatever reason: timed out, errors, and so on). This is not necessarily a

count of discarded IPv6 fragments since some algorithms (notably the

algorithm in RFC 815) can lose track of the number of fragments by

combining them as they are received. This counter is incremented at

the interface towhich these fragmentswere addressed, whichmight not

be the input interface for some of the fragments.

Datagrams Failed To Reassemble

The number of output datagrams that this entity received and forwarded

to their final destinations. In entities that do not act as IPv6 routers, this

counter includes only those packets that were source-routed through

this entity, and the source-route processing was successful. For a

successfully forwarded datagram the counter of the outgoing interface

is incremented.

Datagrams Forwarded

The number of datagrams that this entity successfully transmitted from

this output interface.

Datagrams Locally Transmitted

The number of datagrams that this entity failed to transmit successfully.Datagrams Transmit Failed

The number of IPv6 datagrams that were fragmented at this output

interface.

Datagrams Fragmented

The number of output datagrams that could not be fragmented at this

interface.

Datagrams Failed To Fragment

The number of output datagram fragments that were generated as a

result of fragmentation at this output interface.

Datagrams Fragments Created

The number of multicast packets received by the interface.Multicast Datagrams Received

The number of multicast packets transmitted by the interface.Multicast Datagrams Transmitted

The following table describes the nonconfigurable information that is displayed.
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Table 100. ICMPv6 interface statistics information

DescriptionField

The total number of ICMP messages received by the interface, which

includes all those counted by IPv6IfIcmpInErrors. This interface is the

interface to which the ICMPmessages were addressed, whichmight not

be the input interface for the messages.

Total ICMPv6 Messages Received

The number of ICMP messages that the interface received but

determined as having ICMP-specific errors (bad ICMP checksums, bad

length, and so on).

ICMPv6 Messages With Errors

Received

The number of ICMP Destination Unreachable messages received by

the interface.

ICMPv6 Destination Unreachable

Messages Received

The number of ICMP destination unreachable/communication

administratively prohibited messages received by the interface.

ICMPv6 Messages Prohibited

Administratively Received

Thenumber of ICMPTimeExceededmessages receivedby the interface.ICMPv6 Time ExceededMessages

Received

The number of ICMP Parameter Problem messages received by the

interface.

ICMPv6 Parameter Problem

Messages Received

The number of ICMPPacket TooBigmessages received by the interface.ICMPv6 Packet Too Big Messages

Received

The number of ICMPEcho (request)messages receivedby the interface.ICMPv6 Echo Request Messages

Received

The number of ICMP Echo Reply messages received by the interface.ICMPv6 Echo Reply Messages

Received

The number of ICMP Router Solicit messages received by the interface.ICMPv6 Router Solicit Messages

Received

The number of ICMP Router Advertisement messages received by the

interface.

ICMPv6 Router Advertisement

Messages Received

Thenumber of ICMPNeighbor Solicitmessages receivedby the interface.ICMPv6Neighbor SolicitMessages

Received

The number of ICMP Neighbor Advertisement messages received by

the interface.

ICMPv6 Neighbor Advertisement

Messages Received

Main User Manual364Manage Routing

AV Line of Fully Managed Switches M4250 Series Main User Manual



Table 100. ICMPv6 interface statistics information (Continued)

DescriptionField

The number of ICMPv6 Redirect messaged received by the interface.ICMPv6 Redirect Messages

Received

The number of ICMPv6 Group Membership Query messages received

by the interface.

ICMPv6GroupMembershipQuery

Messages Received

Thenumberof ICMPv6GroupMembershipResponsemessages received

by the interface.

ICMPv6 Group Membership

Response Messages Received

Thenumberof ICMPv6GroupMembershipReductionmessages received

by the interface.

ICMPv6 Group Membership

Reduction Messages Received

The total number of ICMP messages that this interface attempted to

send. This counter includes all those counted by icmpOutErrors.

Total ICMPv6 Messages

Transmitted

The number of ICMP messages that this interface did not send due to

problems discovered within ICMP such as a lack of buffers. This value

does not include errors discovered outside the ICMP layer such as the

inability of IPv6 to route the resultant datagram. In some implementations

there might be no types of error that contribute to this counter's value.

ICMPv6MessagesNot Transmitted

Due To Error

The number of ICMP Destination Unreachable messages sent by the

interface.

ICMPv6 Destination Unreachable

Messages Transmitted

Number of ICMP Destination Unreachable/Communication

Administratively Prohibited messages sent.

ICMPv6 Messages Prohibited

Administratively Transmitted

The number of ICMP Time Exceeded messages sent by the interface.ICMPv6 Time ExceededMessages

Transmitted

The number of ICMPParameter Problemmessages sent by the interface.ICMPv6 Parameter Problem

Messages Transmitted

The number of ICMP Packet Too Big messages sent by the interface.ICMPv6 Packet Too Big Messages

Transmitted

The number of ICMP Echo (request) messages sent by the interface.ICMPv6 Echo Request Messages

Transmitted

The number of ICMP Echo Reply messages sent by the interface.ICMPv6 Echo Reply Messages

Transmitted
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Table 100. ICMPv6 interface statistics information (Continued)

DescriptionField

The number of ICMP Neighbor Solicitation messages sent by the

interface.

ICMPv6 Router Solicit Messages

Transmitted

The number of ICMP Router Advertisement messages sent by the

interface.

ICMPv6 Router Advertisement

Messages Transmitted

The number of ICMP Neighbor Solicitation messages sent by the

interface.

ICMPv6Neighbor SolicitMessages

Transmitted

The number of ICMP Neighbor Advertisement messages sent by the

interface.

ICMPv6 Neighbor Advertisement

Messages Transmitted

The number of Redirect messages sent.ICMPv6 Redirect Messages

Transmitted

The number of ICMPv6 Group Membership Query messages sent.ICMPv6GroupMembershipQuery

Messages Transmitted

The number of ICMPv6 Group Membership Response messages sent.ICMPv6 Group Membership

Response Messages Transmitted

The number of ICMPv6 Group Membership Reduction messages sent.ICMPv6 Group Membership

Reduction Messages Transmitted

The number of duplicate addresses detected by the interface.ICMPv6DuplicateAddressDetects

Display the IPv6 neighbor table or clear IPv6 neighbor
entries
You can display the IPv6 neighbor devices that the switch detects or clear IPv6 neighbor
entries from the neighbor table.

To display the IPv6 neighbor table or clear IPv6 neighbor entries:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing> IPv6 > Advanced > Neighbor Table.
The Neighbor Table page displays.

6. From the Search Bymenu, select one of the following methods to search for IPv6
neighbors:

• IPv6 Address: Enter the 128-byte hexadecimal IPv6 address in four-digit groups
separated by colons, for example, 2001:231F:::1. Then click theGo button. If the
address exists, that entry is displayed. An exact match is required.

• Interface: Enter the interface ID in unit/port format, for example, 0/4. Then click
the Go button. If the address exists, that entry is displayed.

7. To clear the IPv6 neighbors that display, click the Clear button.

8. To save the settings to the running configuration, click the Save icon.

9. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 101. IPv6 Advanced Neighbor Table

DescriptionField

The interface for which settings are displayed.Interface

The IPv6 address of the neighbor or interface.IPv6 Address

The MAC address associated with an interface.MAC Address

Displays if the neighbor is a router. If the neighbor is a router, the field displays

True. If the neighbor is not a router, the field displays False.

isRtr
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Table 101. IPv6 Advanced Neighbor Table (Continued)

DescriptionField

The state of the neighbor cache entry. Following are the states for dynamic entries

in the IPv6 neighbor discovery cache:

• Incmp: Address resolution is being performed on the entry. A neighbor

solicitationmessagewas sent to the solicited-nodemulticast address of the target,

but the corresponding neighbor advertisement message was not yet received.

• Reach: Positive confirmation was received within the last “ReachableTime”

milliseconds that the forward path to the neighbor was functioning properly.

While in REACH state, the device takes no special action as packets are sent.

• Stale: More than the “ReachableTime”milliseconds elapsed since the last positive

confirmation was received that the forward path was functioning properly. While

in STALE state, the device takes no action until a packet is sent.

• Delay: More than “ReachableTime” milliseconds elapsed since the last positive

confirmation was received that the forward path was functioning properly. A

packet was sent within the last DELAY_FIRST_PROBE_TIME seconds. If no

reachability confirmation is receivedwithin DELAY_FIRST_PROBE_TIME seconds

of entering the DELAY state, send a neighbor solicitation message and change

the state to PROBE.

• Probe: A reachability confirmation is actively sought by resending neighbor

solicitation messages every “RetransTimer” milliseconds until a reachability

confirmation is received.

Neighbor State

The time since the address was confirmed to be reachable.Last Updated

Configure IPv6 static routes
You can add or change a static IPv6 route.

To add or change a static IPv6 route:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing> IPv6 > Advanced > Static Route Configuration.
The Static Route Configuration page displays.

6. If you are changing en existing route, select the check box for the route.
The only field you can change is the preference for the route.

7. If you are adding a new route, in the IPv6 Prefix field, specify the IPv6 prefix for the
route.

8. If you are adding a new route, in the Prefix Length field, specify the IPv6 prefix
length for the route.

9. If you are adding a new route, from theNext Hop IPv6 Address Typemenu, select
one of the following options:

• Global: Create a global IPv6 route by specifying the interface for the route.
• Link-Local: Create a link-local IPv6 address by specifying the interface and the
next hop address for the route.

• Static-Reject: Create a static-reject route for a destination prefix. You cannot
specify an interface or a next hop address for the route.

10. If you are adding a new route and selectedGlobal or Link-Local from theNext Hop
IPv6 Address Typemenu, specify the IPv6 address for the next hop in the Next
Hop IPv6 Address field.

11. If you are adding a new route and selected Link-Local from the Next Hop IPv6
Address Typemenu, specify the interface for the route.

12. In the Preference field, specify the preference for the route.
The range is from 1 to 255. You can add the preference for a new route or change
the preference for an existing route.

13. Do one of the following:

• If you are adding a new route, click the Add button.
Your settings are saved. The route is added.

• If you are changing an existing route, click the Apply button.
Your settings are saved.

14. To save the settings to the running configuration, click the Save icon.
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Delete an IPv6 static route
You can delete an IPv6 static route that you no longer need.

To delete an IPv6 static route:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing> IPv6 > Advanced > Static Route Configuration.
The Static Route Configuration page displays.

6. Select the check box for the route.

7. Click the Delete button.
Your settings are saved. The route is removed.

8. To save the settings to the running configuration, click the Save icon.

Configure the IPv6 route preference for the switch
You can configure the default preference for the switch, which is a value in the range
from 1 to 255 and is independent of route metrics. Most routing protocols use a route
metric to determine the shortest path known to the protocol, independent of any other
protocol. The best route to a destination is automatically selected by determining the
route with the lowest preference value. If multiple routes to a destination exist, the
preference value is used to determine the preferred route. If a tie occurs, the route with
the best route metric is selected.

Configure the IPv6 route preference for the switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.
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3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing> IPv6 > Advanced > Route Preference.
The Route Preference page displays.

6. In the Static field, specify the static route preference value for the switch.
The range is 1 to 255. The default value is 1.

7. Click the Apply button.
Your settings are saved.

The Local field displays the local preference.

8. To save the settings to the running configuration, click the Save icon.

Configure IPv6 tunnels
You can add a new IPv6 tunnel or change an existing IPv6 tunnel.

To add a new IPv6 tunnel or change an existing IPv6 tunnel:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing> IPv6 > Advanced > Tunnel Configuration.
The Tunnel Configuration page displays.
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6. If you are changing en existing tunnel, select the check box for the route.

7. From the Tunnel IDmenu, select a tunnel ID.

8. From theModemenu, select one of the following modes:

• 6-in-4-configured: This mode encapsulates IPv6 packets on an IPv4 interface.
• 6-to-4: This mode encapsulates IPv6 packets and derives the endpoint IPv4
address from the IPv6 addresses in the IPv6 packet.

9. From the IPv6 Modemenu, select Enable or Disable to enable or disable the IPv6
routing mode for the interface.
When the IPv6 routing mode is enabled, the interface is capable of IPv6 operation
without a global address. In this case, an EUI-64 based link-local address is used.
The default is Disable.

10. From the IPv6 Unreachablesmenu, select Enable or Disable to enable or disable
the transmission of ICMPv6 Destination Unreachable messages.
If you select Enable, ICMPv6 destination unreachable messages can be sent.

11. In the IPv6 Address/Prefix Length field, specify an IPv6 address and prefix length.
Specify the address in the format prefix/length.

12. From the EUI64menu, select Enable or Disable to enable or disable the 64-bit
unicast prefix.
For 6to4 tunnels, configure the IPv6 address with first 48-bits in the format
2002:tunnel-source-IPv4-address::/48.

13. In the Source Address field, specify the IPv4 source address for the tunnel.
Enter the address in dotted-decimal notation.

14. From the Source Interfacemenu, select the interface for the tunnel.
The IPv6 address that is associated with the selected interface is used as the source
address.

15. In the Destination Address field, enter the IPv4 destination address for the tunnel.
Enter the address in dotted-decimal notation.

16. Do one of the following:

• If you are adding a new tunnel, click the Add button.
Your settings are saved. The route is added.

• If you are changing an existing tunnel, click the Apply button.
Your settings are saved.

The Interface Link Status field indicates whether the tunnel interface is up or down.
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17. To save the settings to the running configuration, click the Save icon.

Delete an IPv6 tunnel
You can delete an IPv6 tunnel that you no longer need.

To delete an IPv6 tunnel:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing> IPv6 > Advanced > Tunnel Configuration.
The Tunnel Configuration page displays.

6. Select the check box for the tunnel.

7. Click the Delete button.
Your settings are saved. The tunnel is removed.

8. To save the settings to the running configuration, click the Save icon.

Routing VLANs

You can configure some interfaces to support VLANs and other interfaces to support
routing. You can also configure a VLAN to function as if it were a routing interface.

When an interface is enabled for bridging (the default setting) rather than routing, all
normal bridge processing is performed for an inboundpacket, which is then associated
with a VLAN. Its MAC destination address (MAC DA) and VLAN ID are used to search
the MAC address table. If routing is enabled for the VLAN, and the MAC DA of an
inbound unicast packet is that of the internal bridge-router interface, the packet is
routed. An inbound multicast packet is forwarded to all ports in the VLAN, plus the
internal bridge-router interface, if it was received on a routed VLAN.

Main User Manual373Manage Routing

AV Line of Fully Managed Switches M4250 Series Main User Manual



Because an interface can belong to more than one VLAN, VLAN routing might be
enabled for all of the VLANs on the interface, or for a subset. VLAN routing can be used
to allowmore than one physical port to reside on the same subnet. It could also be used
when a VLAN spans multiple physical networks, or when additional segmentation or
security is required.

An interface can be either a VLAN interface or a routing interface, but not both. However,
a VLAN interface can be part of a VLAN that functions as a routing interface.

Create a routing VLAN with the VLAN static routing wizard
The VLAN static routing wizard lets you create a VLAN and add interfaces to the VLAN.
The VLAN static routingwizard also lets you add selected interfaces as a link aggregation
group (LAG). With the wizard, you can do the following:

• Create a VLAN and generate a unique name for VLAN.

• Add selected interfaces to the newly created VLAN or remove selected interfaces
from the default VLAN.

• Add selected interfaces to a LAG and add the LAG to a newly created VLAN.

• Enable tagging on selected interfaces if the interface is a member of another VLAN.
Or, disable tagging if the selected interface is not a member of another VLAN.

• Exclude ports from the VLAN.

• Enable routing on the VLAN and specify an IP address and subnet mask for routing.

To create a routing VLAN with the VLAN static routing wizard:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing> VLAN > VLAN Static Routing Wizard.
The VLAN Static Routing Wizard page displays.

Main User Manual374Manage Routing

AV Line of Fully Managed Switches M4250 Series Main User Manual



6. In the VLAN ID field, specify the VLAN identifier (VID) that must be associated with
the VLAN.
The range is from 1 to 4093.

7. In the IP Address field, specify the IPv4 address for the VLAN routing interface.

8. In theNetwork Mask field, specify the subnet mask for the VLAN routing interface.

9. In the Ports table, click a port once, twice, or three times to configure one of the
following modes:

• T (tagged) member: The port is added as a tagged member of the VLAN.
• U (untagged)member: The port is added as an untaggedmember of the VLAN.
• Excluded member: By default, the selection is blank, which means that the port
is excluded from the VLAN. A port that is excluded can still be dynamically added
to the VLAN through GVRP.

10. In the LAG table, click a LAG once, twice, or three times to configure one of the
following modes:

• T (tagged) member: The LAG is added as a tagged member of the VLAN.
• U (untagged)member: The LAG is added as an untaggedmember of the VLAN.
• Excluded member: By default, the selection is blank, which means that the LAG
is excluded from the VLAN. A LAG that is excluded can still be dynamically added
to the VLAN through GVRP.

11. Click the Apply button.
Your settings are saved.

12. To save the settings to the running configuration, click the Save icon.

Configure routing for an existing VLAN
For an existing VLAN, you can add or change an IPv4 address and subnet mask and
configure routing for the VLAN.

To add or change routing for an existing VLAN:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing> VLAN > VLAN Routing.
The VLAN Routing page displays.

6. If you are changing an existing routing VLAN, select the check box for the VLAN.

7. If you are adding a new routing VLAN, from the VLAN IDmenu, select the VLAN ID.
This menu displays the IDs of all VLANs that are configured on this switch.

8. In the IP Address field, specify the IP address for the routing VLAN.

9. In the Subnet Mask field, specify the subnet mask for the routing VLAN.

10. Do one of the following:

• If you are adding a new routing VLAN, click the Add button.
Your settings are saved. The routing VLAN is added.

• If you are changing an existing routing VLAN, click the Apply button.
Your settings are saved.

11. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 102. VLAN routing configuration information

DescriptionField

The interface for the routing VLAN.Port

The MAC address of the interface for the routing VLAN.MAC Address

Remove the routing function from a VLAN
You can remove the routing function from a VLAN. That is, you can remove the routing
IP address and subnet mask from the VLAN. The VLAN itself is not removed.

To remove the routing function from a VLAN:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
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The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing> VLAN > VLAN Routing.
The VLAN Routing page displays.

6. Select the check box for the VLAN.

7. Click the Delete button.
Your settings are saved. The routing function is removed from the VLAN but the
VLAN itself is not deleted.

8. To save the settings to the running configuration, click the Save icon.

Address Resolution Protocol

The Address Resolution Protocol (ARP) associates a Layer 2 MAC address with a Layer
3 IPv4 address. The switch support both a dynamic andmanual ARP configuration.With
manual ARP configuration, you can statically add entries into the ARP table.

ARP is a required part of the Internet Protocol (IP) and is used to translate an IP address
to a media (MAC) address, defined by a LAN such as an Ethernet LAN. A device that
sends IP packets must learn the MAC address of the IP destination, or of the next hop
router, if the destination is not on the same subnet. This is achieved by broadcasting
an ARP request packet, to which the intended recipient responds by unicasting an ARP
reply that contains its MAC address. Once learned, the MAC address is used in the
destination address field of the Layer 2 header prepended to the IP packet.

The ARP cache is a table maintained locally on each device on a network. ARP cache
entries are learned by examining the source information in the ARP packet payload
fields, regardless of whether it is anARP request or response. Thus, when anARP request
is broadcast to all devices on a LAN or VLAN, each recipient can store the sender’s IP
and MAC address in its respective ARP cache. The ARP response (which is unicast
message), is normally detected only by the requestor, who stores the sender information
in its ARP cache. The most recent information always replaces existing content in the
ARP cache.

The number of supported ARP entries depends on a device.
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A device can bemoved in a network, which means that the device’s IP address that was
associated with one MAC address is now associated with another MAC address. A
device can also disappear from the network altogether (for example, it was reconfigured,
disconnected, or powered off). These situations cause stale information in the ARP
cache. Therefore, entries are updated or periodically refreshed to determine if an
address still exists. If an entry was identified as a sender of an ARP packet, the entry can
be removed from the ARP cache. You can configure an age-out interval that determines
how long an entry that is not updated remains in the ARP cache.

Display the ARP entries in the ARP cache
You can viewARP entries in the ARP cache. TheARP cache is a table that lists the remote
connections that were recently detected by the switch

To display the ARP entries in the ARP cache:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing> ARP > Basic > ARP Cache.
The ARP Cache page displays.

The page displays the following information:

• IP Address: Displays the IP address associated with the system’s MAC address.
This address must be the IP address of a device on a subnet attached to one of
the switch's existing routing interfaces.

• Port: Displays the associated unit/slot/port of the connection.
• MAC Address: Displays the unicast MAC address of the device. The address is
six 2-digit hexadecimal numbers separated by colons, for example,
00:06:29:32:81:40.

The ARP cache be large. The pagination navigation menu functions as follows:

Main User Manual378Manage Routing

AV Line of Fully Managed Switches M4250 Series Main User Manual



• Rows per page: Select howmany table entries are displayed per page. Possible
values are 20, 50, 100, 200, and All. If you select All, the browser might be slow
to display the information.

• <. Display the previous page of the table data entries.
• >. Display the next page of the table data entries.

6. To refresh the page, click the Refresh button.

Add or change a static entry in the ARP table
You can add a new static entry to the ARP table or change an existing entry that you
manually added.

To add a new static entry or change an existing entry in the ARP table:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing> ARP > Advanced > ARP Create.
The ARP Create page displays.

6. If you are changing an existing ARP entry, select the check box for the entry.

7. In the IP Address field, specify the IP address to add.
The address must be the IP address of a device on a subnet attached to one of the
switch's existing routing interfaces.

8. In theMAC Address field, specify the unicast MAC address of the device.
Enter the address as six 2-digit hexadecimal numbers separated by colons, for
example, 00:06:29:32:81:40.

9. Do one of the following:

• If you are adding a new ARP entry, click the Add button.
Your settings are saved. The ARP entry is added.
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• If you are changing an existing ARP entry, click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

The ARP table can be large. The pagination navigation menu functions as follows:

• Rows per page: Select how many table entries are displayed per page. Possible
values are 20, 50, 100, 200, and All. If you select All, the browser might be slow to
display the information.

• <. Display the previous page of the table data entries.

• >. Display the next page of the table data entries.

The following table describes the nonconfigurable fields on the page.

Table 103. ARP cache information

DescriptionField

The IP address of the device.IP Address

The associated interface (in the unit/port format) for thedevice connection.Port

The unicast MAC address of the device.MAC Address

The type of ARP entry. Possible values are as follows:
• Local: An ARP entry associated with one of the switch’s routing
interface’s MAC addresses.

• Gateway: A dynamic ARP entry for which the IP address is that of a
router.

• Static: An ARP entry that you added.

• Dynamic: An ARP entry that was learned by the switch.

Type

The time (in seconds) since the entry was last refreshed in the ARP table.Age

Delete a static ARP entry
You can delete a static ARP entry that you no longer need.

To delete a static ARP entry:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
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The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing> ARP > Advanced > ARP Create.
The ARP Create page displays.

6. Select the check box for the entry.

7. Click the Delete button.
Your settings are saved. The entry is removed.

8. To save the settings to the running configuration, click the Save icon.

Configure the ARP table settings or remove entries from
the table
You can change the configuration settings for theARP table. You can also remove entries
from the table, for example, all dynamic entries.

To configure the ARP table settings or remove entries from the table:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing> ARP > Advanced > Global ARP Configuration.
The Global ARP Configuration page displays.

6. In theAgeTime field, specify the period in seconds that a dynamicARP entry remains
in the ARP table before aging out.
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The range is from 15 to 21600 seconds. The default is 1200 seconds.

7. In the Response Time field, specify the period in seconds that the switch waits for
an ARP response to an ARP request that it sends.
The range is from 1 to 10 seconds. The default is 1 second.

8. In the Retries field, specify the maximum number of times an ARP request is retried
after the switch does not receive an ARP response.
This number includes the initial ARP request. The range is from 0 to 10. The default
is 4.

9. In the Cache Size field, specify the maximum number of entries allowed in the ARP
table.
This number includes all static and dynamic ARP entries.The range is from 384 to
4096. The default is 4096.

10. Select the Dynamic Renew Enable or Disable radio button to enable or disable
dynamic ARP entries to attempt to be automatically renewed after aging out.
The default is Enable.

11. To remove certain entries from the ARP table, select one of the following options
from the Remove From Tablemenu:

• All Dynamic Entries: All dynamic entries will be removed.
• All Dynamic and Gateway Entries: All dynamic and gateway entries will be
removed.

• Specific Dynamic/Gateway Entry: Youmust specify the IP address of the specific
dynamic entry or specific gateway entry in the Remove IP Address field.

• Specific Static Entry: You must specify the IP address of the specific static entry
in the Remove IP Address field.

12. Click the Apply button.
Your settings are saved.

13. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.
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Table 104. ARP Table Configuration

DescriptionField

The total number of entries in the ARP table.Total Entry Count

The highest value reached in the Total Entry Count field. This counter is
restarted when you change the size of the ARP table cache.

Peak Total Entries

The total number of active static entries in the ARP table.Active Static Entries

The total number of configured static entries in the ARP table.Configured Static Entries

The maximum number of static entries that can be defined.Maximum Static Entries

Routing Information Protocol

Routing Information Protocol (RIP) is a protocol that switches and routers can use to
exchange network topology information. RIP is characterized as an interior gateway
protocol, and is typically used in small to medium-sized networks. A device that runs
RIP sends the contents of its routing table to each of its adjacent devices. When a route
is removed from the routing table, it is flagged as unusable by the other devices and,
after a certain period, removed from their routing.

Two versions of RIP exist:

• RIPv1 (defined in RFC 1058):

- Routes are specified by IP destination network and hop count.

- The routing table is broadcast to all devices on the attached network.

RIPv2 (defined in RFC 1723):

- The route specification also includes the subnet mask and gateway.

- The routing table is sent to a multicast address, reducing network traffic.

- Authentication is used for security.

You can configure an interface to do the following:

• Receive packets in either or both formats.

• Send packets formatted for RIPv1 or RIPv2, or send RIPv2 packets to the RIPv1
broadcast address.

• Prevent any RIP packets from being received.
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• Prevent any RIP packets from being sent.

Enable or disable RIP on the switch
By default, RIP is enabled on the switch.

To enable or disable RIP on the switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > RIP > Basic > RIP Configuration.
The RIP Configuration page displays.

6. Select the RIP AdminMode Enable orDisable radio button to enable or disable RIP
on the switch.
The default is Enable.

7. Click the Apply button.
Your settings are saved.

8. To save the settings to the running configuration, click the Save icon.

Configure the global RIP settings for the switch
You can configure the global RIP settings for the switch, as opposed to the RIP settings
for individual interfaces.

To configure global RIP settings for the switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
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The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > RIP > Advanced > RIP Configuration.
The RIP Configuration page displays.

6. Select the RIP AdminMode Enable orDisable radio button to enable or disable RIP
on the switch.
The default is Enable.

7. Select one of the following Split Horizon Mode radio buttons:

• None: No special processing is enabled.
• Simple: A route is not included in updates that are sent to the device from which
it was learned. The default is Simple.

• Poison Reverse: A route is included in updates sent to the device from which it
was learned, but the metric is set to infinity.

Split horizon is a technique for preventing problems that might be caused by
including routes in updates sent to a device from which the route was originally
learned.

8. Select theAuto SummaryModeEnableorDisable radio button to enable or disable
groups of adjacent routes from being summarized in single entries.
If you select the Enable radio button, adjacent routes are summarized in single
entries to reduce the total number of entries. The default is Disable.

9. Select the Host Routes Accept Mode Enable or Disable radio button to enable or
disable the switch from accepting host routes.
If you select the Enable radio button, the switch accepts host routes. The default is
Enable.

10. Select the Default Information Originate Enable or Disable radio button to enable
or disable default route advertisements.
The default is Disable.

11. In the Default Metric field, specify a metric value for redistributed routes.
The range is from 1 to 15. The default is 0.

12. Click the Apply button.
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Your settings are saved.

13. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 105. RIP configuration information

DescriptionField

The number of route changes made to the IP route database by RIP. This
does not include the refreshing of a route after it aged out.

Global Route Changes

The number of responses sent to RIP queries from other devices.Global Queries

Configure RIP interface settings
You can configure RIP settings that apply to individual interfaces.

To configure RIP interface settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > RIP > Advanced > Interface Configuration.
The Interface Configuration page displays.

6. Select whether to display physical interfaces, VLANs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• VLANS: Only VLANs are displayed.
• All: Both physical interfaces and VLANs are displayed.

7. Select one or more interfaces by taking one of the following actions:
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• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. From the Send Versionmenu, select the version of RIP control packets that the
interface sends:

• None. No RIP control packets are sent.
• RIP-1: Sends RIP version 1–formatted packets through broadcast.
• RIP-1c: Send packets in RIP version 1–compatibility mode and sends RIP version
2–formatted packets through broadcast.

• RIP-2: Send RIP version 2 packets using multicast. The default is RIP-2.

9. From the Receive Versionmenu, select the version of RIP control packets the
interface accepts:

• RIP-1: Accept RIP version 1–formatted packets only.
• RIP-2: Accept RIP version 2–formatted packets only.
• Both: Accept packets in either RIP version 1 or RIP version 2 format. The default
is Both.

• None: No RIP control packets are accepted.

10. From the RIP Modemenu, select Enable or Disable to enable or disable the RIP
mode for the interface.
Before you enable RIP version 1 or version 1c on an interface, you must first enable
the network-directed broadcast mode (that is, the RIP mode) on the interface. The
default is Disable.

11. From the Authentication Typemenu, select the type of authentication:

• None: No authentication protocols is configured. This is the default setting.
• Simple: You are prompted to enter an authentication key. This key is included (in
non-encrypted format) in the RIP header of all packets that are sent on the network.
All devices on the network must be configured with the same key.

• Encrypt: You are prompted to enter both an authentication key and an
authentication ID. Encryption uses theMD5Message-Digest algorithm. All devices
on the network must be configured with the same key and ID.

12. If you select Simple or Encrypt from he Authentication Type menu, in the
Authentication Key field, enter the RIP authentication key for the interface.
The key can be up to 16 octets long.
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13. If you select Encrypt from he Authentication Typemenu, in theAuthentication Key
ID field, enter the RIP authentication Key ID for the interface.
The key ID can from 0 to 255.

14. Click the Apply button.
Your settings are saved.

15. To refresh the page, click the Refresh button.

16. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 106. RIP interface configuration information

DescriptionField

The number of RIP response packets received by the RIP process that
were subsequently discarded for any reason.

Bad Packets Received

The number of routes in valid RIP packets that were ignored for any reason
(for example, unknown address family, or invalid metric).

Bad Routes Received

The number of triggered RIP updates sent on the interface. This explicitly
does not include full updates sent containing new information.

Updates Sent

The IP address of the router interface.IP Address

Indicates if the RIP router interface is up or down.Link State

Configure the RIP route redistribution settings and display
the route redistribution summary
You can configure theRIP route redistribution settings anddisplay the route redistribution
summary.

To configure RIP route redistribution settings and display the route redistribution
summary:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > RIP > Advanced > Route Redistribution.
The Route Redistribution page displays.

The options that you can select from the Sourcemenu consist of only those source
routes that are already configured for redistribution by RIP. This allows you to
configure another source route among the available source routes.

6. From the Sourcemenu, select one of the following types of source routes:

• Connected: Lets you configure the settings for the connected routes.
• Static: Lets you configure the settings for the static routes.

7. From the Redistribute Modemenu, select Enable or Disable to enable or disable
the RIP redistribute mode for the selected type of source route.
The default is Disable.

8. In theMetric field, specify themetric value for the redistributed routes for the selected
type of source route.
The range is from 0 to 15. The default is 0, which means that no metric value is in
effect.

9. In the Distribute List field, specify the access list that must filter the routes to be
redistributed by the destination protocol.
Only permitted routes are redistributed. If this field refers to a non-existent access
list, all routes are permitted. The range for access list IDs is from 0 to 199. (For more
information, seeAccess control lists on page 646.) The default is 0, whichmeans that
no access list is in effect.

When you use an access list for route filtering, only the following fields in the access
list are used:

• Source IP address and netmask
• Destination IP address and netmask
• Action (permit or deny)

All other fields (such as source and destination Port, precedence, ToS, and so on)
are ignored.

The source IP address is compared to the destination IP address of the route. The
source IP netmask in the access list rule is treated as a wildcard mask, indicating
which bits in the source IP address must match the destination address of the route.
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Note: 1 in the mask indicates a do not care in the corresponding address bit.

When an access list rule includes a destination IP address and netmask (an extended
access list), the destination IP address is compared to the network mask of the
destination of the route. Thedestination netmask in the access list serves as awildcard
mask, indicating which bits in the route's destination mask are significant for the
filtering operation.

10. Click the Apply button.
Your settings are saved.

11. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 107. RIP route redistribution summary information

DescriptionField

The type of source route to be redistributed by RIP:
• Connected

• Static

Source Protocol

Indicates if the route for a source protocol is redistributed. By default,
route distribution is disabled.

Redistribute Mode

The metric of redistributed routes for the source route. The field displays
0 if the metric is not configured.

Metric

The access list that filters the routes to be redistributed by the destination
protocol. The field displays 0 if no ACL is configured for this purpose.

Distribute List

Indicates if an internal OSPF route is redistributed.Match Internal

Indicates if an external type 1 OSPF route is redistributed.Match External Type 1

Indicates if an external type 2 OSPF route is redistributed.Match External Type 2

Indicates if an NSSA type 1 OSPF route is redistributed.Match NSSA External Type 1

Indicates if an NSSA type 2 OSPF route is redistributed.Match NSSA External Type 2

Router discovery and router advertisements

By default, a routing interface does not send router advertisements.You can enable the
router advertisements for a routing interface and configure the setting for the router
advertisements.
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To configure router discovery for a routing interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > Router Discovery > Router Discovery Configuration.
The Router Discovery Configuration page displays.

6. Select whether to display physical interfaces, VLANs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• VLANS: Only VLANs are displayed.
• All: Both physical interfaces and VLANs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. From theAdvertiseModemenu, select Enable orDisable to enable or disable the
transmission of router advertisements on the interface.
The default is Disable.

9. In the Advertise Address field, specify the IPv4 address that the interface must use
for router advertisements.

10. In theMaximum Advertise Interval field, specify the maximum period in seconds
that is allowed between router advertisements that are sent from the interface.
The period must be in the range from 4 to 1800. Default value is 600.
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11. In theMinimum Advertise Interval field, specify the minimum period in seconds
that is allowed between router advertisements that are sent from the interface.
The period must be in the range from 3 to 1800. The default is 450.

12. In the Advertise Lifetime field, specify the maximum period in seconds that the
address that is advertised by the interface is considered a valid router address by
hosts.
The period must be in the range from 4 to 9000. Default is 1800.

13. In the Preference Level field, specify the preference level of the router interface as
a default router relative to other routers on the same subnet.
A higher number means that the advertized address receives a higher preference.
The default is 0.

14. Click the Apply button.
Your settings are saved.

15. To save the settings to the running configuration, click the Save icon.
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5
Configure Multicast Routing

This chapter covers the following topics:

• IPv4 multicast routing and the IPv4 multicast route table
• IGMP for IPv4 multicast routing
• PIM for IPv4 multicast routing
• Static multicast routes for IPv4 addresses
• Multicast admin boundaries for IPv4 addresses
• IPv6 multicast routing and the IPv6 multicast route table
• PIM for IPv6 multicast routing
• MLD for IPv6 multicast routing
• Static multicast routes for IPv6 addresses

393



IPv4multicast routing and the IPv4multicast
route table

Multicast is best suited for video and audio traffic requiring multicast packet control for
optimal operation.Multicast for IPv4 includes support for IGMPv1, IGMPv2, and IGMPv3.
Communication from point to multipoint is called multicasting. The source host (point)
transmits a message to a group of zero or more hosts (multipoint) that are identified by
a single IPv4 destination address. Although the task can be accomplished by sending
unicast (point-to-point) messages to each of the destination hosts, multicasting is the
preferred method for this type of transmission. A multicast message is delivered to all
members of its destination host group with the same best-efforts reliability as regular
unicast IPv4 messages. The message is not guaranteed to arrive intact at all members
of the destination group or in the same order relative to other messages.

Display the IPv4 multicast route table
Themulticast routing (Mroute) table includes information about the source IPv4 address,
group destination IPv4 addresses, the incoming and outgoing interfaces, next hops to
which IPv4 packet must be forwarded, and supported protocols.

To display the IPv4 Mroute table:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > Multicast > Mroute Table.
The Mroute Table page displays.

6. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.
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Table 108. Multicast IPv4 Mroute table information

DescriptionField

The destination group IPv4 address.Group IP

The IPv4 address of the multicast packet source to be combined with the group

IPv4 to fully identify a single route.

Source IP

The incoming interface on which multicast packets for this source/group arrive.Incoming Interface

The list of outgoing interfaces on which multicast packets for this source/group

are forwarded.

Outgoing Interfaces

The time in seconds since the entry was created.Up Time (hh:mm:ss)

The time in seconds before this entry ages out and is removed from the table.Expiry Time (hh:mm:ss)

The IPv4 address of the reverse path forwarding (RPF) neighbor.RPF Neighbor

Themulticast routing protocol which dynamically created this entry. The possible

values are as follows:

• PIM-DM

• PIM-SM

Protocol

The value displayed in this field is valid if themulticast routing protocol is PIM-SM.

The possible values are RPT and SPT. For other protocols a “------” is displayed.

Flags

Add static multicast entries to the IPv4 Mroute table
You can add a static multicast entry to the IPv4 Mroute table.

To add a static multicast entry to the IPv4 Mroute table:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > Multicast > Mroute Static-Multicast Configuration.
The Mroute Static-Multicast Configuration page displays.

6. In the Group IP field, specify the multicast group IP address.

7. In the Egress VLAN List field, specify the VLAN or VLANs to which the multicast
group IP address belongs.

8. Click the Add button.
Your settings are saved. The multicast entry is added.

9. To refresh the page, click the Refresh button.

10. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 109. Mroute static-multicast configuration information

DescriptionField

Themaximumnumber of staticmulticast addresses that theMroute table
can contain.

MaximumMulticast Static Address
Count

The number of static multicast addresses that you added to the Mroute
table.

Current Multicast Static Address
Count

Delete a static multicast entry from the IPv4 Mroute table
You candelete a staticmulticast entry that you no longer need from the IPv4 route table.

To delete a static multicast entry from the IPv4 Mroute table:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > Multicast > Mroute Static-Multicast Configuration.
The Mroute Static-Multicast Configuration page displays.

6. Select the check box for the multicast entry.

7. Click the Delete button.
Your settings are saved. The multicast entry is removed.

8. To save the settings to the running configuration, click the Save icon.

Configure global multicast settings for the switch
You can configure theglobalmulticast settings for the switch, as opposed to themulticast
settings for an interface.

To configure global multicast settings for the switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > Multicast > Global Configuration.
The Global Configuration page displays.

6. Select the Admin Mode Enable or Disable radio button to enable or disable the
administrative status of multicast forwarding on the switch.
The default is Disable.

7. Click the Apply button.
Your settings are saved.
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8. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 110. Multicast global configuration information

DescriptionField

The operational state of multicast forwarding.Protocol State

The maximum number of entries in the Mroute table.Table Maximum Entry Count

The multicast routing protocol that is active on the switch, if any
protocol is active.

Protocol

The number of multicast route entries present in the Mroute table.Table Entry Count

Configure a multicast interface
You can configure one or more multicast interfaces.

To configure a multicast interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > Multicast > Interface Configuration.
The Interface Configuration page displays.

6. Select whether to display physical interfaces, VLANs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• VLANS: Only VLANs are displayed.
• All: Both physical interfaces and VLANs are displayed.
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7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. In the TTL Threshold field, specify the threshold belowwhich amulticast data packet
is not forwarded from the interface.
Enter a number between 0 and 255. The default is 1. If you enter 0, all multicast
packets for the interface are forwarded. You must configure at least one router
interface before this field is available.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

IGMP for IPv4 multicast routing

You can configure the Internet Group Management Protocol (IGMP) settings and view
the IGMP statistics.

IGMP snooping lets the switch to forward multicast traffic intelligently. Based on the
IGMP query and report messages, the switch forwards traffic only to the ports that
request the multicast traffic rather than to all ports.

IGMP snooping helps to optimize multicast performance and is especially useful for
bandwidth-intensive IP multicast applications such as online media streaming.

Configure the global IGMP settings for the switch
You can configure the global IGMP settings for the switch, as opposed to the IGMP
settings for an interface.

To configure global IGMP settings for the switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
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The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > Multicast > IGMP > Global Configuration.
The Global Configuration page displays.

6. Select the Admin Mode Enable or Disable radio button to enable or disable IGMP
on the switch.
The default is Disable.

7. Click the Apply button.
Your settings are saved.

8. To save the settings to the running configuration, click the Save icon.

Configure an IGMP routing interface
You can configure one or more IGMP routing interfaces.

To configure an IGMP routing interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select the Routing > Multicast > IGMP > Routing Interface Configuration.
The Routing Interface Configuration page displays.

6. Select whether to display physical interfaces, VLANs, or both by clicking one of the
following links above the table heading:
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• 1: Only physical interfaces are displayed. This is the default setting.
• VLANS: Only VLANs are displayed.
• All: Both physical interfaces and VLANs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. From the Admin Modemenu, select Enable or Disable to enable or disable IGMP
for the interface.
The default is Disable.

9. In the Version field, specify the version of IGMP for the interface.
The version can be 1, 2, or 3. The default is 3. This field is configurable only when
IGMP Interface mode is enabled.

10. In the Robustness field, enter the robustness value for the interface.
This robustness value allows tuning for the expected packet loss on a subnet. If you
expect the subnet to be lossy, enter a higher number. IGMP is robust to (robustness
variable –1) packet losses. The value is from 1 to 255. The default is 2.

11. In theQuery Interval field, enter the frequency in seconds at which IGMPhost-query
packets are to be transmitted on the interface.
The value is from 1 to 3600. The default is 125.

12. In theQuery Max Response Time field, enter the maximum query response time,
in tenths of a second, to be advertised in IGMPv2 queries on the interface.
The value is from 0 to 255. The default is 100.

13. In the Startup Query Interval field, enter the number of seconds between the
transmission of startup queries on the interface.
The value is from 1 to 300. The default is 31.

14. In the StartupQuery Count field, enter the number of queries to be sent on startup,
separated by the startup query interval.
The value is from 1 to 20. The default is 2.

15. In the Last Member Query Interval field, enter the last member query interval in
tenths of a second.
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This value is the maximum response time to be inserted into group-specific queries
sent in response to leave group messages, and is also the period between
group-specific query messages. The value is from 0 to 255. The default is 10. This
value is not used for IGMP version 1.

16. In the Last Member Query Count field, enter the number of queries to be sent on
receiving a leave group report.
The value is from 1 to 20. The default is 2.

17. Click the Apply button.
Your settings are saved.

18. To save the settings to the running configuration, click the Save icon.

Display the statistics for the IGMP routing interfaces
You can display the statics for the IGMP routing interfaces.

To display the statistics for the IGMP routing interfaces:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > Multicast > IGMP > Routing Interface Statistics.
The Routing Interface Statistic page displays.

6. Select whether to display physical interfaces, VLANs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• VLANS: Only VLANs are displayed.
• All: Both physical interfaces and VLANs are displayed.

7. To refresh the page, click the Refresh button.
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The following table describes the nonconfigurable fields on the page.

Table 111. IGMP routing interface statistics information

DescriptionField

The interface on which IGMP is enabled.Interface

The IP address of the interface.IP Address

The subnet mask for the IP address of the interface.Subnet Mask

The operational state of IGMP on the interface (Operational or

Non-Operational).

Protocol State

The address of the IGMP querier on the IP subnet to which the interface

is attached.

Querier IP

Indicates if the interface is in querier or non-querier mode.Querier Status

The period in seconds since the IGMP interface querier was last changed.Querier Up Time

The period in seconds remaining before the other querier present timer

expires. If the switch is the querier, this is zero.

Querier Expiry Time

The number of queries that were received on the interface with an IGMP

version that does notmatch the IGMP version configured for the interface,

over the lifetime of the entry. IGMP requires that all routers or routing

interfaces on a LAN are configured to run the same version of IGMP.

Therefore, a configuration error is indicated if any queries are received

with the wrong version number.

WrongVersionQueries Received

The number of times a group membership was added on the interface;

that is, the number of times an entry for the interface was added to the

cache table. This gives an indication of the amount of IGMP activity on the

interface.

Number of Joins Received

The current number of entries for the interface in the cache table.Number of Groups

Display the IGMP groups and search the IGMP group
database
You can display the IGMP group information and search the IGMP group database by
interface or by group.
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To display the IGMP groups and search the IGMP group database:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > Multicast > IGMP > IGMP Groups.
The IGMP Groups page displays.

6. To search for IGMP group entries by interface or group, select one of the following
options from the Searchmenu:

• Interface: Select Interface from themenu, specify the interface in unit/port format
(for example 0/8), and click the Go button.
If the entry exists, the entry is displayed as the first entry, followedby the remaining
entries.

• Group: Select Group from the menu, specify the multicast group IPv4 address,
and click the Go button.
If the entry exists, that entry with the matching group IPv4 address is displayed
as the first entry, followed by the remaining entries. An exact match is required.

7. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 112. IGMP group information

DescriptionField

The interface on which IGMP is enabled.Interface

The IP multicast group address.Multicast Group IP

The IP address of the source of the last membership report that was received

for the IP multicast group address on the interface.

Last Reporter
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Table 112. IGMP group information (Continued)

DescriptionField

The period elapsed since this entry was created.Up Time

The period remaining before this entry is aged out.Expiry Time

The period remaining until the switch determines that no IGMP version 1

members are on the IP subnet attached to the interface. When an IGMPv1

membership report is received, this timer is reset to the group membership

timer. Unless this timer reaches zero, the switch ignores any IGMPv2 leave

messages for this group that it receives on the interface.

This field displays only if the interface is configured for IGMP version 1.

Version 1 Host Timer

The time remaining until the switch determines that no IGMP version 2members

are on the IP subnet attached to the interface. When an IGMPv2 membership

report is received, this timer is reset to the groupmembership timer. Unless this

timer reaches zero, the switch ignores any IGMPv1 and IGMPv3 leavemessages

for this group that it receives on the selected interface.

This field displays only if the interface is configured for IGMP version 2.

Version 2 Host Timer

The group compatibility mode (v1, v2, or v3) for the group on the interface.Compatibility

The source filter mode (Include, Exclude, or NA) for the group on the interface.

If the mode is NA, the field is blank.

Filter Mode

Display the IGMPmembership information and search the
IGMP membership database
You can display the IGMP membership information and search the IGMP membership
database by interface or by group.

To display the IGMP membership information and search the IGMP membership
database:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > Multicast > IGMP > IGMPMembership.
The IGMP Membership page displays.

6. To search for IGMP membership by interface or group, select one of the following
options from the Searchmenu:

• Interface: Select Interface from themenu, specify the interface in unit/port format
(for example 0/8), and click the Go button.
If the entry exists, the entry is displayed as the first entry, followedby the remaining
entries.

• Group: SelectGroup from themenu, specify the multicast group IP address, and
click the Go button.
If the entry exists, that entry with the matching group IP address is displayed as
the first entry, followed by the remaining entries. An exact match is required.

7. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 113. IGMP membership information

DescriptionField

The interface on which multicast packets are forwarded.Interface

The IP multicast group address.Group IP

The group compatibility mode (v1, v2, or v3) for the group on the interface.Compatibility Mode

The source filter mode (Include, Exclude, or NA) for the group on the interface.

If the mode is NA, the field is blank.

Source Filter Mode
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Table 113. IGMP membership information (Continued)

DescriptionField

The source IP addresses that are members of the multicast address.Source Hosts

The expiration time that applies to each source IP address that is a member of

the multicast group. This is the period after which the source entry ages out.

Expiry Time

Configure an IGMP proxy interface
You can configure an IGMP proxy interface. The following requirements apply:

• Routing, IGMP, and multicast must be globally enabled on the switch.

• You must configure at least one routing interface.

• The IGMPproxy interface cannot be the same interface as an IGMP routing interface.

To configure an IGMP proxy interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > Multicast > IGMP > Proxy Interface Configuration.
The Proxy Interface Configuration page displays.

6. From the Interfacemenu, select the interface that must function as the IGMP proxy
interface.

7. From the Admin Modemenu, select Enable or Disable to enable or disable the
IGMP proxy capability on the interface.
The default is Disable.
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8. In the Unsolicited Report Interval field, specify the period in seconds between
repetitions of a host's initial report of membership in a group.
The range is from 1 to 260. The default is 1.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 114. IGMP proxy interface configuration information

DescriptionField

The IP address of the IGMP proxy interface.IP Address

The subnet mask for the IP address of the IGMP proxy interface.Subnet Mask

The operational state of IGMP proxy interface (Disable or Enable).Operational Mode

The querier address on the proxy interface.Querier Address on Proxy
Interface

The number of multicast group entries for the IGMP proxy interface in
the cache table.

Number of Groups

The version of IGMP that is configured on the IGMP routing interface that
you changed into the IGMP proxy interface. For more information, see
Configure an IGMP routing interface on page 400.

Version

The IGMPv1 querier time-out period in seconds.
If a host receives an IGMPv1 query, the host temporarily sets its IGMPv1
querier present timer to the IGMPv1 querier Interval. After the host reads
the IGMPv1 query, the IGMPv1 querier time-out indicates the period after
which the host transitions back to IGMPv3.

Version 1 Querier Timeout

The IGMPv2 querier time-out period in seconds.
If a host receives an IGMPv2 query, the host temporarily sets its IGMPv2
querier present timer to the IGMPv2 querier Interval. After the host reads
the IGMPv2 query, the IGMPv2 querier time-out indicates the period after
which the host transitions back to IGMPv3.

Version 2 Querier Timeout

The number of times the proxy was started.Proxy Start Frequency

Display the statistics for the IGMP proxy interface
You can display the statistics for the IGMP proxy interface.
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To display the statistics for the IGMP proxy interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > Multicast > IGMP > Proxy Interface Statistics.
The Proxy Interface Statistics page displays.

6. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 115. IGMP proxy interface statistics information

DescriptionField

The interface on which IGMP packets are received.Proxy Interface

The version of IGMP packets received.Version

The number of IGMP queries received.Queries Received

The number of IGMP reports received.Report Received

The number of IGMP reports sent.Reports Sent
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Table 115. IGMP proxy interface statistics information (Continued)

DescriptionField

The number of IGMP leave messages received.Leaves Received

The number of IGMP leave messages sent.Leaves Sent

Display the IGMP proxy membership and search the IGMP
proxy membership database
You can display the IGMP proxy membership information and search the IGMP proxy
membership database by group.

To display the IGMP proxy membership information and search the IGMP proxy
membership database:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > Multicast > IGMP > Proxy Membership.
The Proxy Membership page displays.

6. To search for IGMP proxy membership by group, specify the multicast group IPv4
address, and click the Go button.
If the entry exists, that entry with the matching group IPv4 address is displayed as
the first entry, followed by the remaining entries. An exact match is required.

7. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.
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Table 116. IGMP proxy membership information

DescriptionField

The interface on which the IGMP proxy is enabled.Proxy Interface

The multicast group IPv4 address.Group IP

The source addresses that are members of the multicast group.Source Hosts

The source IPv4 address that sent the last membership report for the

multicast group on the IGMP proxy interface.

Last Reporter

The time elapsed since the entry was created.Up Time

The expiration interval for each source address that is a member of the

multicast group. This is the period after which the source entry ages out.

Expiry Time

The state of the host entry:

• Non-member state: The host does not belong to the group on the

interface.

• Delaying member state: The host belongs to the group on the

interface and its report timer is active. (The report timer is used to send

reports.)

• Idle member state: The host belongs to the group on the interface

but its report timer is inactive.

State

The group filter mode (Include, Exclude, or None) for the group on the

IGMP proxy interface.

Filter Mode

The number of source hosts in the multicast group.Number of Sources

PIM for IPv4 multicast routing

Protocol-Independent Multicast (PIM) is a standard multicast routing protocol that
provides scalable interdomain multicast routing across the Internet, independent of
any particular unicast routing protocol.

You can configure the various PIM settings for IPv4 multicast routing and display the
PIM statistics.

Main User Manual411Configure Multicast Routing

AV Line of Fully Managed Switches M4250 Series Main User Manual



Configure the global PIM IPv4 settings on the switch
Depending on your IPv4 network needs, you can globally enable PIM Sparse Mode
(PIM-SM) or PIM Dense Mode (PIM-DM) on the switch.

To configure the global PIM IPv4 settings on the switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > Multicast > PIM > Global Configuration.
The Global Configuration page displays.

6. Select one of the following Admin Mode radio buttons:

• Disable: PIM is disabled on the switch. This is the default setting.
• PIM-SM: PIM Sparse Mode is enabled on the switch.
• PIM-DM: PIM Dense Mode is enabled on the switch.

7. Click the Apply button.
Your settings are saved.

8. To save the settings to the running configuration, click the Save icon.

Add IPv4 PIM-SSM groups
While PIM employs a specially configured rendezvous point (RP) router that serves as
a meeting junction for multicast senders and listeners, PIM Single-Source Multicast
(PIM-SSM) does not use a rendezvous point (RP). PIM-SSM supports source route delivery
trees only. It is used between routers (including switch router interfaces) so that they
can trackwhichmulticast packets to forward to each other and to their directly connected
LANs. You can implement PIM-SSMwith a strict subset of the PIMprotocolmechanisms.
Both regular IPv4 multicast and SSM can coexist on a single router, and both can be
implemented using the PIM protocol. A range of multicast addresses, 232.0.0.0/8 for
IPv4, is reserved for SSM.
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To add an IPv4 PIM-SSM group:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > Multicast > PIM > SSM Configuration.
The SSM Configuration page displays.

6. In the SSM Group Address field, specify the source-specific multicast group IPv4
address.

7. In the SSM Group Mask field, specify the mask for the source-specific multicast
group IPv4 address.

8. Click the Add button.
Your settings are saved. The group is added.

9. To save the settings to the running configuration, click the Save icon.

Delete an IPv4 PIM-SSM group
You can delete an IPv4 PIM-SSM group that you no longer need.

To delete an IPv4 PIM-SSM group:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > Multicast > Mroute Static-Multicast Configuration.
The Mroute Static-Multicast Configuration page displays.

6. Select the check box for the PIM-SSM group.

7. Click the Delete button.
Your settings are saved. The PIM-SSM group is removed.

8. To save the settings to the running configuration, click the Save icon.

Configure an IPv4 PIM interface
You can configure an IPv4 interface for PIM.

To configure an IPv4 PIM interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > Multicast > PIM > Interface Configuration.
The Interface Configuration page displays.

6. Select whether to display physical interfaces, VLANs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• VLANS: Only VLANs are displayed.
• All: Both physical interfaces and VLANs are displayed.

7. Select one or more interfaces by taking one of the following actions:
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• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. From the Admin Modemenu, select Enable or Disable to enable or disable PIM
for the interface.
The default is Disable.

9. In the Hello Interval field, specify the period in seconds between the transmission
of PIM hello messages on the interface.
The range is from 0 to 18000. The default is 30.

10. In the Join/Prune Interval field, specify period in seconds at which PIM Join/Prune
messages are transmitted on the interface.
The range is from 0 to 18000. The default is 60.

11. From the BSR Bordermenu, select Enable or Disable to enable or disable the
bootstrap router (BSR) border on the interface.
The default is Disable.

12. In the DR Priority field, specify the designated router (DR) priority for the interface.
The range is from 0 to 2147483647. The default is 1.

13. Click the Apply button.
Your settings are saved.

14. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable field on the page.

Table 117. IPv4 PIM interface configuration information

DescriptionField

The state of PIM on the interface (Operational or Non-Operational).Protocol State

The IPv4 address of the PIM interface.IP Address
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Table 117. IPv4 PIM interface configuration information (Continued)

DescriptionField

The IPv4 address of the designated router on the PIM interface.Designated Router

The number of PIM neighbors on the PIM interface.Neighbor Count

Display IPv4 PIM neighbors and search the PIM neighbor
database
You can display the IPv4 PIM neighbor information and search the PIM neighbors
database by interface or by neighbor IP address.

To display IPv4 PIM neighbors and search the PIM neighbors database:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > Multicast > PIM > PIM Neighbor.
The PIM Neighbor page displays.

6. To search for IGMP group entries by interface or group, select one of the following
options from the Searchmenu:

• Interface: Select Interface from themenu, specify the interface in unit/port format
(for example 0/8), and click the Go button.
If the entry exists, the entry is displayed as the first entry, followedby the remaining
entries.

• Neighbor IP: Select Neighbor IP from the menu, specify the neighbor IPv4
address, and click the Go button.
If the entry exists, that entry with thematching neighbor IPv4 address is displayed
as the first entry, followed by the remaining entries. An exact match is required.

Main User Manual416Configure Multicast Routing

AV Line of Fully Managed Switches M4250 Series Main User Manual



7. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 118. IPv4 PIM neighbor information

DescriptionField

The interface on which the PIM neighbor is connected.Interface

The IPv4 address of the PIM neighbor.Neighbor IP

The time that passed since the PIM device became a neighbor of the

interface.

Up Time (hh:mm:ss)

The time remaining before the PIM neighbor ages out.Expiry Time (hh:mm:ss)

The designated router (DR) priority of the PIM neighbor.DR Priority

Add an IPv4 PIM candidate rendezvous point configuration
You can add an IPv4 PIM candidate rendezvous point (RP) configuration on an interface.

To add an IPv4 PIM candidate RP configuration:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > Multicast > PIM > Candidate RP Configuration.
The Candidate RP Configuration page displays.

6. From the Interfacemenu, select the interface.

7. In the Group Address field, specify the group IPv4 address that is transmitted in
candidate-RP-advertisements.
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8. In the Group Mask field, enter the group address mask that is transmitted in
candidate-RP-advertisements.

9. In the C-RP Advertisement Interval field, specify the period in seconds at which
candidate-RP-advertisements are sent as unicast traffic to the bootstrap router (BSR).
The range is from 1 to 16383 seconds.

10. Click the Add button.
Your settings are saved. The PIM candidate RP is added.

11. To save the settings to the running configuration, click the Save icon.

Delete an IPv4 PIM candidate rendezvous point
configuration
You can delete an IPv4 PIM candidate rendezvous point (RP) configuration that you no
longer need.

To delete an IPv4 PIM candidate RP configuration:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > Multicast > PIM > Candidate RP Configuration.
The Candidate RP Configuration page displays.

6. From the Interfacemenu, select the interface.

7. Select the check box for the PIM candidate RP.

8. Click the Delete button.
Your settings are saved. The PIM candidate RP entry is removed.
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Configure an interface as an IPv4 PIM bootstrap router
candidate
You can configure an interface as an IPv4 PIM bootstrap router (BSR) candidate.

To configure an interface as an IPv4 PIM BSR candidate:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > Multicast > PIM > BSR Candidate Configuration.
The BSR Candidate Configuration page displays.

6. From the Interfacemenu, select an interface.

7. In the Hash Mask Length field, specify the hash mask length to be advertised in
bootstrap messages.
The hashmask length is used in the hash algorithm for selecting the RP for a particular
group. The range is from 0 to 32. The default is 30.

8. In the Priority field, specify the priority for the BSR candidate.
The range is from 0 to 255. The default is 0.

9. In the Advertisement Interval field, specify the period in seconds between
advertisements.
The range is from 1 to 16383. The default is 60.

10. Click the Apply button.
Your settings are saved.

11. To save the settings to the running configuration, click the Save icon.

12. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.
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Table 119. IPv4 PIM BSR candidate configuration information

DescriptionField

The time (in hours, minutes and seconds) after which the learned elected

BSR expires.

BSR Expiry Time (hh:mm:ss)

The IPv4 address of the elected BSR.IP Address

The time (in hours, minutes, and seconds) after which the next bootstrap

message is due from the BSR.

Next bootstrap Message

(hh:mm:ss)

The time (in hours, minutes, and seconds) after which the next candidate

RP advertisement is sent.

NextCandidateRPAdvertisement

(hh:mm:ss)

Delete an IPv4 PIMbootstrap router candidate configuration
You can delete an IPv4 PIM bootstrap router (BSR) candidate configuration from an
interface.

To delete an IPv4 PIM BSR candidate configuration from an interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > Multicast > PIM > BSR Candidate Configuration.
The BSR Candidate Configuration page displays.

6. From the Interfacemenu, select the interface.

7. Click the Delete button.
Your settings are saved. The PIM BSR candidate configuration is deleted from the
interface.

Main User Manual420Configure Multicast Routing

AV Line of Fully Managed Switches M4250 Series Main User Manual



8. To save the settings to the running configuration, click the Save icon.

Configure a static IPv4 PIM rendezvous point for a group
You can add a new or change an existing static IPv4 PIM rendezvous point (RP) for a
group.

To add or change a static IPv4 PIM RP for a group:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > Multicast > PIM > Static RP Configuration.
The Static RP Configuration page displays.

6. If you are changing an existing static RP, select the check box for the static RP.

7. In the RP Address field, specify the IPv4 address for the static RP.

8. In theGroupAddress field, specify the IPv4 address for the group towhich the static
RP applies.

9. In theGroupMask field, specify themask for the group towhich the static RP applies.

10. From theOverridemenu, selectEnableorDisable to enable or disable the override
capacity of a static RP over an RP that is learned from a BSR.
If you select Enable and conflict occurs, a static RP overrides an RP that is learned
from a BSR.

11. Do one of the following:

• If you are adding a new static RP, click the Add button.
Your settings are saved. The static RP is added.

• If you are changing an existing static RP, click the Apply button.
Your settings are saved.

12. To save the settings to the running configuration, click the Save icon.
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Delete a static IPv4 PIM rendezvous point configuration
You can delete a static IPv4 PIM rendezvous point (RP) configuration that you no longer
need for a group.

To delete a static IPv4 PIM RP configuration for a group:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > Multicast > PIM > Static RP Configuration.
The Static RP Configuration page displays.

6. Select the check box for the static RP.

7. Click the Delete button.
Your settings are saved. The static RP configuration is deleted for the group.

8. To save the settings to the running configuration, click the Save icon.

Static multicast routes for IPv4 addresses

If a multicast routing protocol such as PIM-SM or PIM-DM is enabled and configured,
multicast routes are built dynamically. However, you can also configure one or more
static IPv4multicast routes. A static route can facilitate the processing ofmulticast traffic
when a neighboring reverse-path forwarding (RPF) router is locatedbetween the switch
and the multicast source.

Configure static multicast routes for IPv4 addresses
You can add a new or change an existing static IPv4 multicast route.
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To add or change a static IPv4 multicast route:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > Multicast > Static Routes Configuration.
The Static Routes Configuration page displays.

6. If you are changing an existing static multicast route, select the check box for the
route.
For an existing static route, you can change the metric only.

7. In the Source IP field, specify the IPv4 address of the multicast packet source.

8. In the Source Mask field, specify the subnet mask of the multicast packet source.

9. In RPF Neighbor field, specify the IPv4 address of the neighbor RPF router that is
located between the switch and the multicast source.

10. In theMetric field, specify the link state cost of the path from the multicast source
to the switch.
The range is from 0 to 255.

11. Do one of the following:

• If you are adding a new static multicast route, click the Add button.
Your settings are saved. The static multicast route is added.

• If you are changing an existing static multicast route, click the Apply button.
Your settings are saved.

12. To save the settings to the running configuration, click the Save icon.

Delete a static multicast route for an IPv4 address
You can delete a static IPV4 multicast route that you no longer need.
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To delete a static IPv4 multicast route:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > Multicast > Static Routes Configuration.
The Static Routes Configuration page displays.

6. Select the check box for the static route.

7. Click the Delete button.
Your settings are saved. The static route is deleted.

8. To save the settings to the running configuration, click the Save icon.

Multicast admin boundaries for IPv4
addresses

Amulticast administrative (admin) boundary can stop ingress and egressmulticast traffic
for a range of multicast addresses on routing interface. Using admin boundaries, you
can set the borders for amulticast region, beyondwhichmulticast traffic is not supposed
to cross.

Configure an interface as a multicast admin boundary
You can configure an interface as a multicast admin boundary.

To configure an interface as a multicast admin boundary:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.
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3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > Multicast > Admin Boundary Configuration.
The Admin Boundary Configuration page displays.

6. From the Interfacemenu, select the router interface.

7. In the Group IP field, specify the multicast group address for the start of the range
of addresses that must be excluded.
The address must be in the range from 239.0.0.0 through 239.255.255.255.

8. In the Group Mask field, enter the mask for the multicast group address.
The combination of the mask and the group IP defines the range of the multicast
admin boundary.

9. Click the Add button.
Your settings are saved. The multicast admin boundary is added.

10. To save the settings to the running configuration, click the Save icon.

Delete a multicast admin boundary configuration for an
interface
You can delete a multicast admin boundary configuration that you no longer need for
an interface.

To delete a multicast admin boundary configuration:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > Multicast > Admin Boundary Configuration.
The Admin Boundary Configuration page displays.

6. Select the check box for the interface.

7. Click the Delete button.
Your settings are saved. The static route is deleted fro the interface.

8. To save the settings to the running configuration, click the Save icon.

IPv6multicast routing and the IPv6multicast
route table

Multicast is best suited for video and audio traffic requiring multicast packet control for
optimal operation. Multicast for IPv6 includes support for Multicast Listener Discovery
(MLD). Communication from point to multipoint is called multicasting. The source host
(point) transmits a message to a group of zero or more hosts (multipoint) that are
identified by a single IPv6 destination address. Although the task can be accomplished
by sending unicast (point-to-point) messages to each of the destination hosts,
multicasting is the preferred method for this type of transmission. A multicast message
is delivered to all members of its destination host group with the same best-efforts
reliability as regular unicast IPv6 messages. The message is not guaranteed to arrive
intact at all members of the destination group or in the same order relative to other
messages.

Display the IPv6 multicast route table
Themulticast routing (Mroute) table includes information about the source IPv6 address,
group destination IPv6 addresses, the incoming and outgoing interfaces, next hops to
which IPv6 packet must be forwarded, and supported protocols.

To display the IPv6 Mroute table:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
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The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > IPv6 Multicast > Mroute Table.
The Mroute Table page displays.

6. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 120. Multicast IPv6 Mroute table information

DescriptionField

The destination group IPv6 address.Group IP

The IPv6 address of the multicast packet source to be combined with the group

IPv6 to fully identify the single route.

Source IP

The incoming interface on which multicast packets for this source/group arrive.Incoming Interface

The list of outgoing interfaces on which multicast packets for this source/group

are forwarded.

Outgoing Interfaces

The time in seconds since the entry was created.Up Time (hh:mm:ss)

The time in seconds before this entry ages out and is removed from the table.Expiry Time (hh:mm:ss)

The IPv6 address of the reverse path forwarding (RPF) neighbor.RPF Neighbor
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Table 120. Multicast IPv6 Mroute table information (Continued)

DescriptionField

Themulticast routing protocol which dynamically created this entry. The possible

values are as follows:

• PIM-DM

• PIM-SM

Protocol

The value displayed in this field is valid if themulticast routing protocol is PIM-SM.

The possible values are RPT and SPT. For other protocols a “------” is displayed.

Flags

PIM for IPv6 multicast routing

Protocol-Independent Multicast (PIM) is a standard multicast routing protocol that
provides scalable interdomain multicast routing across the Internet, independent any
particular unicast routing protocol.

You can configure the various PIM settings for IPv6 multicast routing and display the
PIM statistics.

Configure the global PIM IPv6 settings on the switch
Depending on your IPv6 network needs, you can globally enable PIM Sparse Mode
(PIM-SM) or PIM Dense Mode (PIM-DM) on the switch.

To configure the global PIM IPv6 settings on the switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > IPv6 Multicast > IPv6 PIM > Global Configuration.
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The Global Configuration page displays.

6. Select one of the following Admin Mode radio buttons:

• Disable: PIM is disabled on the switch. This is the default setting.
• PIM-SM: PIM Sparse Mode is enabled on the switch.
• PIM-DM: PIM Dense Mode is enabled on the switch.

7. Click the Apply button.
Your settings are saved.

8. To save the settings to the running configuration, click the Save icon.

Add IPv6 PIM-SSM groups
While PIM employs a specially configured rendezvous point (RP) router that serves as
a meeting junction for multicast senders and listeners, PIM Single-Source Multicast
(PIM-SSM) does not use a rendezvous point (RP). PIM-SSM supports source route delivery
trees only. It is used between routers (including switch router interfaces) so that they
can trackwhichmulticast packets to forward to each other and to their directly connected
LANs. You can implement PIM-SSMwith a strict subset of the PIMprotocolmechanisms.
Both regular IPv6 multicast and SSM can coexist on a single router, and both can be
implemented using the PIMprotocol. A range ofmulticast addresses, FF3x::/32 for IPv6,
is reserved for SSM.

To add an IPv6 PIM-SSM group:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > IPv6 Multicast > IPv6 PIM > SSM Configuration.
The SSM Configuration page displays.

6. In the SSM Group Address field, enter the source-specific multicast group IPv6
address.
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7. In the SSMGroupMask field, enter the source-specificmulticast group IPv6 address
prefix.

8. Click the Add button.
Your settings are saved. The group is added.

9. To save the settings to the running configuration, click the Save icon.

Delete an IPv6 PIM-SSM group
You can delete an IPv6 PIM-SSM group that you no longer need.

To delete an IPv6 PIM-SSM group:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > IPv6 Multicast > IPv6 PIM > SSM Configuration.
The SSM Configuration page displays.

6. Select the check box for the PIM-SSM group.

7. Click the Delete button.
Your settings are saved. The PIM-SSM group is removed.

8. To save the settings to the running configuration, click the Save icon.

Configure an IPv6 PIM interface
You can configure an IPv6 interface for PIM.

To configure an IPv6 PIM interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
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The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > IPv6 Multicast > IPv6 PIM > Interface Configuration.
The Interface Configuration page displays.

6. Select whether to display physical interfaces, VLANs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• VLANS: Only VLANs are displayed.
• All: Both physical interfaces and VLANs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. From the Admin Modemenu, select Enable or Disable to enable or disable PIM
for the interface.
The default is Disable.

9. In the Hello Interval field, specify the period in seconds between the transmission
of PIM hello messages on the interface.
The range is from 0 to 18000. The default is 30.

10. In the Join/Prune Interval field, specify period in seconds at which PIM Join/Prune
messages are transmitted on the interface.
The range is from 0 to 18000. The default is 60.

11. From the BSR Bordermenu, select Enable or Disable to enable or disable the
bootstrap router (BSR) border on the interface.
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The default is Disable.

12. In the DR Priority field, specify the designated router (DR) priority for the interface.
The range is from 0 to 2147483647. The default is 1.

13. Click the Apply button.
Your settings are saved.

14. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable field on the page.

Table 121. IPv6 PIM interface configuration information

DescriptionField

The state of PIM on the interface (Operational or Non-Operational).Protocol State

The IPv6 address and prefix length of the PIM interface.IPv6 Prefix/Length

The IPv6 address of the designated router on the PIM interface.Designated Router

The number of PIM neighbors on the PIM interface.Neighbor Count

Display IPv6 PIM neighbors and search the PIM neighbor
database
You can display the IPv6 PIM neighbor information and search the PIM neighbors
database by interface or by neighbor IP address.

To display IPv6 PIM neighbors and search the PIM neighbors database:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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5. Select Routing > IPv6 Multicast > IPv6 PIM > PIM Neighbor.
The PIM Neighbor page displays.

6. To search for IGMP group entries by interface or group, select one of the following
options from the Searchmenu:

• Interface: Select Interface from themenu, specify the interface in unit/port format
(for example 0/8), and click the Go button.
If the entry exists, the entry is displayed as the first entry, followedby the remaining
entries.

• Neighbor IP: Select Neighbor IP from the menu, specify the neighbor IPv6
address, and click the Go button.
If the entry exists, that entry with thematching neighbor IPv6 address is displayed
as the first entry, followed by the remaining entries. An exact match is required.

7. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 122. IPv6 PIM neighbor information

DescriptionField

The interface on which the PIM neighbor is connected.Interface

The IPv6 address of the PIM neighbor.Neighbor IP

The time that passed since the PIM device became a neighbor of the

interface.

Up Time (hh:mm:ss)

The time remaining before the PIM neighbor ages out.Expiry Time (hh:mm:ss)

The designated router (DR) priority of the PIM neighbor.DR Priority

Add an IPv6 PIM candidate rendezvous point configuration
You can add an IPv6 PIM candidate rendezvous point (RP) configuration on an interface.

To add an IPv6 PIM candidate RP configuration:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
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The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > IPv6 Multicast > IPv6 PIM > Candidate RP Configuration.
The Candidate RP Configuration page displays.

6. From the Interfacemenu, select the interface.

7. In the Group Address field, specify the group IPv6 address that is transmitted in
candidate-RP-advertisements.

8. In the Prefix Length field, enter the group IPv6 prefix length that is transmitted in
candidate-RP-advertisements.

9. In the C-RP Advertisement Interval field, specify the period in seconds at which
candidate-RP-advertisements are sent as unicast traffic to the bootstrap router (BSR).
The range is from 1 to 16383 seconds.

10. Click the Add button.
Your settings are saved. The PIM candidate RP is added.

11. To save the settings to the running configuration, click the Save icon.

Delete an IPv6 PIM candidate rendezvous point
configuration
You can delete an IPv6 PIM candidate rendezvous point (RP) configuration that you no
longer need.

To delete an IPv6 PIM candidate RP configuration:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > IPv6 Multicast > IPv6 PIM > Candidate RP Configuration.
The Candidate RP Configuration page displays.

6. From the Interfacemenu, select the interface.

7. Select the check box for the PIM candidate RP.

8. Click the Delete button.
Your settings are saved. The PIM candidate RP entry is removed.

Configure an interface as an IPv6 PIM bootstrap router
candidate
You can configure an interface as an IPv6 PIM bootstrap router (BSR) candidate.

To configure an interface as an IPv6 PIM BSR candidate:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > IPv6 Multicast > IPv6 PIM > BSR Candidate Configuration.
The BSR Candidate Configuration page displays.

6. From the Interfacemenu, select an interface.

7. In the Hash Mask Length field, specify the hash mask length to be advertised in
bootstrap messages.
The hashmask length is used in the hash algorithm for selecting the RP for a particular
group. The range is from 0 to 128. The default is 126.
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8. In the Priority field, specify the priority for the BSR candidate.
The range is from 0 to 255. The default is 0.

9. In the Advertisement Interval field, specify the period in seconds between
advertisements.
The range is from 1 to 16383. The default is 60.

10. Click the Apply button.
Your settings are saved.

11. To save the settings to the running configuration, click the Save icon.

12. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 123. IPv6 PIM BSR candidate configuration information

DescriptionField

The time (in hours, minutes and seconds) after which the learned elected

BSR expires.

BSR Expiry Time (hh:mm:ss)

The IPv6 address of the elected BSR.IP Address

The time (in hours, minutes, and seconds) after which the next bootstrap

message is due from the BSR.

Next bootstrap Message

(hh:mm:ss)

The time (in hours, minutes, and seconds) after which the next candidate

RP advertisement is sent.

NextCandidateRPAdvertisement

(hh:mm:ss)

Delete an IPv6 PIMbootstrap router candidate configuration
You can delete an IPv6 PIM bootstrap router (BSR) candidate configuration from an
interface.

To delete an IPv6 PIM BSR candidate configuration from an interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > IPv6 Multicast > IPv6 PIM > BSR Candidate Configuration.
The BSR Candidate Configuration page displays.

6. From the Interfacemenu, select the interface.

7. Click the Delete button.
Your settings are saved. The PIM BSR candidate configuration is deleted from the
interface.

8. To save the settings to the running configuration, click the Save icon.

Configure a static IPv6 PIM rendezvous point for a group
You can add a new or change an existing static IPv6 PIM rendezvous point (RP) for a
group.

To add or change a static IPv6 PIM RP for a group:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > IPv6 Multicast > IPv6 PIM > Static RP Configuration.
The Static RP Configuration page displays.

6. If you are changing an existing static RP, select the check box for the static RP.

7. In the RP Address field, specify the IPv6 address for the static RP.
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8. In theGroupAddress field, specify the IPv6 address for the group towhich the static
RP applies.

9. In the Prefix Length field, specify the IPv6 prefix length for the group to which the
static RP applies.

10. From theOverridemenu, selectEnableorDisable to enable or disable the override
capacity of a static RP over an RP that is learned from a BSR.
If you select Enable and conflict occurs, a static RP overrides an RP that is learned
from a BSR.

11. Do one of the following:

• If you are adding a new static RP, click the Add button.
Your settings are saved. The static RP is added.

• If you are changing an existing static RP, click the Apply button.
Your settings are saved.

12. To save the settings to the running configuration, click the Save icon.

Delete a static IPv6 PIM rendezvous point configuration
You can delete a static IPv6 PIM rendezvous point (RP) configuration that you no longer
need for a group.

To delete a static IPv6 PIM RP configuration for a group:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > IPv6 Multicast > IPv6 PIM > Static RP Configuration.
The Static RP Configuration page displays.

6. Select the check box for the static RP.

7. Click the Delete button.
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Your settings are saved. The static RP configuration is deleted for the group.

8. To save the settings to the running configuration, click the Save icon.

MLD for IPv6 multicast routing

You can configure the Multicast Listener Discovery (MLD) settings and view the MLD
statistics.

MLD is a protocol used by IPv6 multicast routers to discover the presence of multicast
listeners (nodes configured to receive IPv6 multicast packets) on its directly attached
links and to discover whichmulticast packets are of interest to neighboring nodes. MLD
is derived from IGMP;MLD version 1 (MLDv1) is equivalent to IGMPv2, andMLD version
2 (MLDv2) is equivalent to IGMPv3. MLD is a subprotocol of Internet Control Message
Protocol version 6 (ICMPv6), and MLD messages are a subset of ICMPv6 messages,
identified in IPv6 packets by a preceding Next Header value of 58.

The switch can snoop on both MLDv1 and MLDv2 protocol packets and bridge IPv6
multicast data based on destination IPv6 multicast MAC addresses. The switch can
support MLD snooping and IGMP snooping simultaneously.

Configure the global MLP settings for the switch
You can configure the global MLDP settings for the switch, as opposed to the MLD
settings for an interface.

To configure the global MLP settings for the switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > IPv6 Multicast > MLD > Global Configuration.
The Global Configuration page displays.
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6. Select the Admin Mode Enable or Disable radio button to enable or disable MLD
on the switch.
The default is Disable.

7. Click the Apply button.
Your settings are saved.

8. To save the settings to the running configuration, click the Save icon.

Configure an MLD routing interface
You can configure one or more MLD routing interfaces.

To configure an MLD routing interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > IPv6 Multicast > MLD > Routing Interface Configuration.
The Routing Interface Configuration page displays.

6. Select whether to display physical interfaces, VLANs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• VLANS: Only VLANs are displayed.
• All: Both physical interfaces and VLANs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.
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• To configure all interfaces with the same settings, select the check box in the
heading row.

8. From the Admin Modemenu, select Enable or Disable to enable or disable MLD
for the interface.
The default is Disable.

9. In the Version field, specify the version of MLD for the interface.
The version can be 1 or 2. The default is 2.

10. In theQuery Interval field, enter the frequency in seconds at whichMLD host-query
packets are to be transmitted on the interface.
The value is from 1 to 3600. The default is 125.

11. In theQuery Max Response Time field, enter the maximum query response time,
in milliseconds, to be advertised in MLDv2 queries on the interface.
The value is from 0 to 65535. The default is 10000 milliseconds.

12. In the Startup Query Interval field, enter the number of seconds between the
transmission of startup queries on the interface.
The value is from 1 to 300. The default is 31.

13. In the StartupQuery Count field, enter the number of queries to be sent on startup,
separated by the startup query interval.
The value is from 1 to 20. The default is 2.

14. In the Last Member Query Interval field, enter the last member query interval in
milliseconds.
This value is the maximum response time to be inserted into group-specific queries
sent in response to leave group messages, and is also the period between
group-specific query messages. The value is from 0 to 655355. The default is 1000
milliseconds.

15. In the Last Member Query Count field, enter the number of queries to be sent on
receiving a leave group report.
The value is from 1 to 20. The default is 2.

16. Click the Apply button.
Your settings are saved.

17. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable information that is displayed.
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Table 124. MLD Routing Interface Configuration

DescriptionField

The operational status of MLD on the Interface.Operational Mode

The robustness setting for the interface. The default value is 2.Robustness

Display the statistics for the MLD routing interfaces
You can display the statics for the MLD routing interfaces.

To display the statistics for the MLD routing interfaces:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > IPv6 Multicast > MLD > Routing Interface Statistics.
The Routing Interface Statistics page displays.

6. Select whether to display physical interfaces, VLANs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• VLANS: Only VLANs are displayed.
• All: Both physical interfaces and VLANs are displayed.

7. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Main User Manual442Configure Multicast Routing

AV Line of Fully Managed Switches M4250 Series Main User Manual



Table 125. MLD routing interface statistics information

DescriptionField

The interface on which MLD is enabled.Interface

Indicates if the interface is an MLD querier or non-querier on the IPv6

subnet it is associated with.

Querier Status

The IPv6 address of the MLD querier on the IPv6 subnet to which the

interface is attached.

Querier IP

The period in seconds since theMLD interface querier was last changed.Querier Up Time

The period in seconds remaining before the other querier present timer

expires. If the switch is the querier, this is zero.

Querier Expiry Time

The number of queries that were received on the interface with an MLD

version that does not match theMLD version configured for the interface

WrongVersionQueries Received

The number of times a group membership was added on the interface;

that is, the number of times an entry for the interface was added to the

cache table.

Number of Joins Received

The current number of entries for the interface in the cache table.Number of Groups

Display the MLD groups and search the MLD group
database
You can display the MLD group information and search the MLD group database by
interface or by group.

To display the MLD groups and search the MLD group database:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > IPv6 Multicast > MLD > MLD Groups.
The MLD Groups page displays.

6. To search for IGMP group entries by interface or group, select one of the following
options from the Searchmenu:

• Interface: Select Interface from themenu, specify the interface in unit/port format
(for example 0/8), and click the Go button.
If the entry exists, the entry is displayed as the first entry, followedby the remaining
entries.

• Group: Select Group from the menu, specify the multicast group IPv6 address,
and click the Go button.
If the entry exists, that entry with the matching group IPv6 address is displayed
as the first entry, followed by the remaining entries. An exact match is required.

7. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 126. MLD groups information

DescriptionField

The interface on which MLD is enabled.Interface

The IP multicast group address.Group IP

The IP address of the source of the last membership report that was

received for the IP multicast group address on the interface.

Last Reporter

The period elapsed since this entry was created.Up Time

The period remaining before this entry is aged out.Expiry Time

The source filter mode (Include, Exclude, or NA) for the group on the

interface. If the mode is NA, the field is blank.

Filter Mode

The period remaining until the switch determines that no MLD version 1

members are attached to the interface.

Version 1 Host Timer

The compatibility mode (MLDv1 or MLDv2) of themulticast group on the

interface.

Group Compat Mode
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Table 126. MLD groups information (Continued)

DescriptionField

The source addresses that are members of the multicast address.Source Hosts

The expiration time after which each source address that is a member of

the multicast group ages out.

Source Address (Expiry Time)

Display or clear MLD traffic statistics
You can view the MLD traffic statistics and clear these statistics.

To view or clear IPv6 MLD traffic statistics:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > IPv6 Multicast > MLD > MLD Traffic.
The MLD Traffic page displays.

6. To refresh the page, click the Refresh button.

7. To reset (clear) all MLD traffic statics, click the Clear button.

8. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.
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Table 127. MLD traffic statistics information

DescriptionField

The number of valid MLD packets received by the switch.Valid MLD Packets Received

The number of valid MLD packets sent by the switch.Valid MLD Packets Sent

The number of valid MLD queries received by the switch.Queries Received

The number of valid MLD queries sent by the switch.Queries Sent

The number of valid MLD reports received by the switch.Reports Received

The number of valid MLD reports sent by the switch.Reports Sent

The number of valid MLD leave messages received by the switch.Leaves Received

The number of valid MLD leave messages sent by the switch.Leaves Sent

Configure an MLD proxy interface
You can configure an MLD proxy interface. The following requirements apply:

• Routing, MLD, and multicast must be globally enabled on the switch.

• You must configure at least one routing interface.

• The MLD proxy interface cannot be the same interface as an MLD routing interface.

To configure an MLD proxy interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > IPv6 Multicast > MLD > Proxy Interface Configuration.
The Proxy Interface Configuration page displays.
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6. From the Interfacemenu, select the interface that must function as the IGMP proxy
interface.

7. From the Admin Modemenu, select Enable or Disable to enable or disable the
IGMP proxy capability on the interface.
The default is Disable.

8. In the Unsolicited Report Interval field, specify the period in seconds between
repetitions of a host's initial report of membership in a group.
The range is from 1 to 260. The default is 1.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 128. MLD proxy interface configuration information

DescriptionField

The IPv6 address of the MLD proxy interface.IPv6 Prefix

The prefix length for the IPv6 address of the MLD proxy interface.Prefix Length

The operational state of IGMP proxy interface (Disable or Enable).Operational Mode

The querier address on the proxy interface.Querier Address on Proxy
Interface

The number of multicast group entries for the MLD proxy interface in the
cache table.

Number of Groups

The version of MLD that is configured on the MLD routing interface that
you changed into the MLD proxy interface. For more information, see
Configure an MLD routing interface on page 440.

Version

The MLDv1 querier time-out period in seconds.
If a host receives an MLDv1 query, the host temporarily sets its MLDv1
querier present timer to the MLDv1 querier Interval. After the host reads
the MLDv1 query, the MLDv1 querier time-out indicates the period after
which the host transitions back to MLDv2.

Version 1 Querier Timeout

The number of times the proxy was started.Proxy Start Frequency

Display the statistics for the MLD proxy interface
You can display the statistics for the MLD proxy interface.
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To display the statistics for the MLD proxy interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > IPv6 Multicast > MLD > Proxy Interface Statistics.
The Proxy Interface Statistics page displays.

6. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 129. MLD proxy interface statistics information

DescriptionField

The interface on which MLD proxy packets are received.Proxy Interface

The version of MLD proxy packets received.Version

The number of MLD proxy queries received.Queries Received

The number of MLD proxy reports received.Reports Received

The number of MLD proxy reports sent.Reports Sent
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Table 129. MLD proxy interface statistics information (Continued)

DescriptionField

The number of MLD proxy leave messages received.Leaves Received

The number of MLD proxy leave messages sent.Leaves Sent

Display the MLD proxy membership and search the MLD
proxy membership database
You can display the MLD proxy membership information and search the MLD proxy
membership database by group.

To display the MLD proxy membership information and search the MLD proxy
membership database:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > IPv6 Multicast > MLD > Proxy Membership.
The Proxy Membership page displays.

6. To search for MLD proxy membership by group, specify the multicast group IPv6
address, and click the Go button.
If the entry exists, that entry with the matching group IPv6 address is displayed as
the first entry, followed by the remaining entries. An exact match is required.

7. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.
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Table 130. MLD proxy membership information

DescriptionField

The interface on which the MLD proxy is enabled.Proxy Interface

The IPv6 multicast group address.Group IP

The source addresses that are members of the multicast group.Source Hosts

The source IPv6 address that sent the last membership report for the

multicast group on the MLD proxy interface.

Last Reporter

The time elapsed since this entry was created.Up Time

The expiration interval for each source address that is a member of the

multicast group. This is the period after which the source entry ages out.

Expiry Time

The state of the host entry:

• Non-member state: The host does not belong to the group on the

interface.

• Delaying member state: The host belongs to the group on the

interface and its report timer is active. (The report timer is used to send

reports.)

• Idle member state: The host belongs to the group on the interface

but its report timer is inactive.

State

The group filter mode (Include, Exclude, or None) for the group on the

MLD proxy interface.

Filter Mode

The number of source hosts in the multicast group.Number of Sources

Static multicast routes for IPv6 addresses

If a multicast routing protocol such as PIM-SM or PIM-DM is enabled and configured,
multicast routes are built dynamically. However, you can also configure one or more
static IPv6multicast routes. A static route can facilitate the processing ofmulticast traffic
when a neighboring reverse-path forwarding (RPF) router is locatedbetween the switch
and the multicast source.
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Configure static multicast routes for IPv6 addresses
You can add a new or change an existing static IPv6 multicast route.

To add or change a static IPv6 multicast route:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > IPv6 Multicast > Static Routes Configuration.
The Static Routes Configuration page displays.

6. If you are changing an existing static multicast route, select the check box for the
route.
For an existing static route, you can change the metric only.

7. In the Source IP field, specify the IPv6 address of the multicast packet source.

8. In the Prefix Length field, specify the IPv6 prefix length of the multicast packet
source.

9. In RPF Neighbor field, specify the IPv6 address of the neighbor RPF router that is
located between the switch and the multicast source.

10. In theMetric field, specify the link state cost of the path from the multicast source
to the switch.
The range is from 0 to 255.

11. From the RPF Interfacemenu, select the interface that is connected to the RPF
neighbor.

12. Do one of the following:

• If you are adding a new static multicast route, click the Add button.
Your settings are saved. The static multicast route is added.

• If you are changing an existing static multicast route, click the Apply button.
Your settings are saved.
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13. To save the settings to the running configuration, click the Save icon.

Delete a static multicast route for an IPv6 address
You can delete a static IPv6 multicast route that you no longer need.

To delete a static multicast route:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Routing > IPv6 Multicast > Static Routes Configuration.
The Static Routes Configuration page displays.

6. Select the check box for the static route.

7. Click the Delete button.
Your settings are saved. The static route is deleted.

8. To save the settings to the running configuration, click the Save icon.
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6
Configure Quality of Service

This chapter covers the following topics:

• Quality of Service concepts
• Class of Service
• Differentiated Services

453



Quality of Service concepts

In a switch, each physical port consists of one or more queues for transmitting packets
on the attached network.Multiple queues per port are often provided to give preference
to certain packets over others based on user-defined criteria. When a packet is queued
for transmission in a port, the rate at which it is serviced depends on how the queue is
configured and possibly the amount of traffic present in the other queues of the port.
If a delay is necessary, packets are held in the queue until the scheduler authorizes the
queue for transmission. As queues become full, packets can no longer be held for
transmission and are dropped by the switch.

Quality of Service (QoS) is a means of providing consistent, predictable data delivery
by distinguishing packets with strict timing requirements from those that are more
tolerant of delay. Packets with strict timing requirements are given special treatment in
a QoS-capable network. With this in mind, all elements of the network must be QoS
capable. The presence of at least one node that is not QoS capable creates a deficiency
in the network path, and the performance of the entire packet flow is compromised.

Class of Service

The Class of Service (CoS) queueing feature lets you directly configure certain aspects
of switch queueing. This provides thedesiredQoSbehavior for different types of network
traffic when the complexities of DiffServ are not required. The priority of a packet arriving
at an interface can be used to steer the packet to the appropriate outbound CoS queue
through a mapping table. CoS queue characteristics that affect queue mapping, such
asminimumguaranteedbandwidth or transmission rate shaping, are user-configurable
at the queue (or port) level.

Eight queues per port are supported.

CoS configuration concepts
You can set the Class of Service trust mode for an interface. Each port on the switch can
be configured to trust one of the packet fields (802.1p or IP DSCP), or to not trust any
packet’s priority designation (untrusted mode). If the port is set to a trusted mode, it
uses a mapping table appropriate for the trusted field being used. This mapping table
indicates the CoS queue to which the packet must be forwarded on the appropriate
egress port. Of course, the trusted field must exist in the packet for the mapping table
to be of any use. If this is not the case, default actions are performed. These actions
involve directing the packet to a specific CoS level configured for the ingress port as a
whole, based on the existing port default priority as mapped to a traffic class by the
current 802.1p mapping table.
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Alternatively, when a port is configured as untrusted, it does not trust any incoming
packet priority designation and uses the port default priority value instead. All packets
arriving at the ingress of an untrusted port are directed to a specific CoS queue on the
appropriate egress ports, in accordance with the configured default priority of the
ingress port. This process is also used for cases where a trusted port mapping cannot
be honored, such as when a non-IP packet arrives at a port configured to trust the IP
DSCP value.

Configure the CoS trust mode settings globally or for a
specific interface
A global CoS trust mode configuration setting is applied to all interfaces on the switch.

ACoS trustmode configuration setting for an interface is applied to the selected interface
only. To configure the CoS trust mode for more than one interface, repeat the task for
each selected interface.

To configure theCoS trustmode settings on all interfaces or on a specific interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectQoS > CoS > Basic > CoS Configuration.
The CoS Configuration page displays.

6. Either configure the sameCoS trustmode settings for all CoS-configurable interfaces
or configure CoS settings per interface.
By default, the Global radio button is selected.
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• To configure the sameCoS trustmode settings for all CoS configurable interfaces,
do the following:

a. Select the Global radio button.

b. From the Global Trust Modemenu, select one of the following trust mode
options for ingress traffic on the switch:

• untrusted: Do not trust any CoS packet marking at ingress.

• trust dot1p: The eight priority tags that are specified in IEEE 802.1p are
p0 to p7. The QoS setting lets you map each of the eight priority levels to
one of eight internal hardware priority queues.

• trust IP-DSCP: The six most significant bits of the DiffServ field are called
the Differentiated Services Code Point (DSCP) bits. The default mode is
IP-DSCP.

• To configure CoS settings for an interface, do the following:

a. Select the Interface radio button.

b. From the menu, select the interface.
The configured settings apply to the selected interface only.

c. From the Interface Trust Modemenu, select one of the following trust mode
options:

• untrusted: Do not trust any CoS packet marking at ingress.

• trust dot1p: The eight priority tags that are specified in IEEE 802.1p are
p0 to p7. The QoS setting lets you map each of the eight priority levels to
one of seven internal hardware priority queues.

• trust IP-DSCP: The six most significant bits of the DiffServ field are called
the Differentiated Services Code Point (DSCP) bits. The default mode is
IP-DSCP.

7. Click the Apply button.
Your settings are saved.

8. To save the settings to the running configuration, click the Save icon.

Map 802.1p priorities to queues
You can view or change which internal traffic classes are mapped to the 802.1p priority
class values in Ethernet frames that the device receives. The priority-to-traffic class
mappings can be applied globally (to all interfaces) or to each individual interface. The
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mapping allows the switch to group various traffic types (for example, data or voice)
based on their latency requirements and give preference to time-sensitive traffic.

To map 802.1p priorities to queues for all interfaces or individual interfaces:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectQoS > CoS > Advanced > 802.1p to Queue Mapping.
The 802.1p to Queue Mapping page displays.

6. From the Interfacemenu, either select All to apply the mapping to all interfaces or
select an individual interface.

7. In the 802.1p to Queue Mapping table, map each of the eight 802.1p priorities to
a queue (internal traffic class) from 0 to 7.
The 802.1p Priority row contains traffic class selectors for each of the eight 802.1p
priorities to be mapped. The priority goes from low (0) to high (7). For example,
traffic with a priority of 0 is for most data traffic and is sent using best effort. Traffic
with a higher priority, such as 7,might be time-sensitive traffic, such as voice or video.

Table 131. Default values for 802.1p to queue mapping

76543210802.1p priority

33221001Default queue

The values in themenu under each priority represent the traffic class. The traffic class
is the hardware queue for a port. Higher traffic class values indicate a higher queue
position. Before traffic in a lower queue is sent, it must wait for traffic in higher queues
to be sent.

8. Click the Apply button.
Your settings are saved.
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9. To save the settings to the running configuration, click the Save icon.

Map DSCP values to queues
You can map an internal traffic class to a DSCP value.

To map DSCP values to queues:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectQoS > CoS > Advanced > IP DSCP to Queue Mapping.
The IP DSCP to Queue Mapping page displays.

The IP DSCP field displays an IP DSCP value from 0 to 63.

6. For each DSCP value, specify which internal traffic class to map the corresponding
IP DSCP value.
The queue number depends on specific hardware.

7. Click the Apply button.
Your settings are saved.

8. To save the settings to the running configuration, click the Save icon.

Configure the CoS interface settings for an interface
You can configure the trust mode for one or more interfaces and apply an interface
shaping rate to all interfaces or to a specific interface.

To configure CoS settings for an interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.
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3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectQoS > CoS > Advanced > CoS Interface Configuration.
The CoS Interface Configuration page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1 (the unit ID of the switch): Only physical interfaces are displayed. This is the
default setting.

• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associated with the port, or
type the port number in the Go To Interface field and click the Go button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. From the Interface TrustModemenu, select one of the following trustmodeoptions
for ingress traffic on the selected interfaces:

• Untrusted: Do not trust any CoS packet marking at ingress.
• 802.1p: The eight priority tags that are specified in IEEE 802.1p are p0 to p7. The
QoS setting lets you map each of the eight priority levels to one of seven internal
hardware priority queues. The default value is 802.1p.

• IP-DSCP: The six most significant bits of the DiffServ field are called the
Differentiated Services Code Point (DSCP) bits.

9. In the Interface Shaping Rate field, specify the maximum outbound transmission
rate bandwidth in kbps.
This setting is used to shape the outbound transmission rate in increments of 1
percent in a range of 0–100. This value is controlled independently of any per-queue
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maximum bandwidth configuration. It is effectively a second-level shaping
mechanism. The default value is 0. The value 0means that themaximum is unlimited.

10. Click the Apply button.
Your settings are saved.

11. To save the settings to the running configuration, click the Save icon.

Configure CoS queue settings for an interface
You can define what a particular queue does by configuring switch egress queues. You
can control how much bandwidth is used by the queue, the queue depth during times
of congestion, and the scheduling of packet transmission from all queues on a port.
Each port contains its own CoS queue-related configuration.

For information about configuring CoS queue settings globally, see Configure the CoS
trust mode settings globally or for a specific interface on page 455.

To configure the CoS queue settings for an interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectQoS > CoS > Advanced > Interface Queue Configuration.
The Interface Queue Configuration page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1 (the unit ID of the switch): Only physical interfaces are displayed. This is the
default setting.

• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select one or more interfaces by taking one of the following actions:
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• To configure a single interface, select the check box associated with the port, or
type the port number in the Go To Interface field and click the Go button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. From theQueue IDmenu, select the queue.
You can select a queue from 0 to 7.

9. In theMinimum Bandwidth field, specify the minimum guaranteed bandwidth
allotted to the queue on the interface.
Setting this value higher than its corresponding maximum bandwidth automatically
increases the maximum to the same value. The default value is 0. The range is from
0 to 100 in increments of 1. The value 0 means that no guaranteed minimum
bandwidth is applied. The sum of the individual minimum bandwidth values for all
queues on the selected interface cannot exceed the maximum (100).

The setting applies only to the queue that you select from theQueue IDmenu.

10. From the Scheduler Typemenu, select the type of scheduling that is used for the
queue on the interface:

• Strict: The interface services traffic with the highest priority on a queue first.
• Weighted: The interface uses weighted round robin to associate aweight to each
queue. This is the default setting.

The setting applies only to the queue that you select from theQueue IDmenu.

11. From theQueue Management Typemenu, select the queue depth management
method that is used for the queue on the interface:

• TailDrop: The Taildropmethod causes packets to be dropped if the queue is full.
When space becomes available in the queue, packets are once again accepted.
This is the default method.

• WRED: The Weighted Random Early Detection (WRED) method allows you to
refine queuemanagement so that packets are dropped selectively (seeConfigure
the CoS WRED precedence settings for dropping packets on page 462).

The setting applies only to the queue that you select from theQueue IDmenu.

12. Click the Apply button.
Your settings are saved.

13. To save the settings to the running configuration, click the Save icon.
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Configure theCoSWREDprecedence settings for dropping
packets
If you use the Weighted Random Early Detection (WRED) method as the queue depth
managementmethod (seeConfigureCoSqueue settings for an interface on page 460),
you can configure the precedence settings for dropping packets if a queue is full. These
settings apply to a selected interface and a selected queue. You can configure different
setting for each queue and for each precedence level on one interface.

To configure CoS WRED precedence settings for dropping packets:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectQoS > CoS> Advanced > CoS Queue Drop Precedence Configuration.
The CoS Queue Drop Precedence Configuration page displays.

6. From the Interfacemenu, select an interface.

7. From theQueue IDmenu, select a queue from 0 to 7.

8. From theDrop Precedence Levelmenu, select the drop precedence levels from 1
to 4.
Packets to which level 1 applies are the most likely to be dropped. Packets to which
level 4 applies are the least likely to be dropped.

The following table shows the default values for each drop precedence level. You
can modify these settings.
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Table 132. Default values for drop precedence levels

WREDDropProbability
Scale

WRED Maximum
Threshold

WRED Minimum
Threshold

Drop precedence
level

10100401

1090302

1080203

10100994

9. In theWREDMinimumThreshold field, specify theWREDminimumqueue threshold
below which no packets are dropped for the selected drop precedence level.
The range is from 0 to 100.

10. In theWREDMaximumThreshold field, specify theweighted REDmaximumqueue
threshold above which all packets are dropped for the current drop precedence
level.
The range is from 0 to 100.

11. UseWREDDrop Probability Scale field, specify the packet drop probability for the
current drop precedence level.
The range is from 0 to 100.

12. Click the Apply button.
Your settings are saved.

13. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 133. CoS Interface Queue Drop Precedence Status

DescriptionField

The CoS interface.Interface

The queue ID.Queue ID

The drop precedence level.Drop Precedence Level

The WRED minimum queue threshold value.WRED Minimum Threshold
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Table 133. CoS Interface Queue Drop Precedence Status (Continued)

DescriptionField

The WRED maximum queue threshold value.WRED Maximum Threshold

The WRED packet drop probability value.WRED Drop Probability Scale

Differentiated Services

TheQoS feature contains Differentiated Services (DiffServ) support that allows traffic to
be classified into streams and given certain QoS treatment in accordance with defined
per-hop behaviors.

Standard IP-based networks provide best-effort data delivery service. Best-effort service
implies that the network delivers the data in a timely fashion, although there is no
guarantee. If congestionoccurs, packetsmight bedelayed, sent sporadically, or dropped.
For typical Internet applications, such as email and file transfers, a slight degradation
in service is acceptable and in many cases unnoticeable. However, any degradation of
service can negatively affect applications with strict timing requirements, such as voice
and multimedia.

Defining DiffServ
To use DiffServ for QoS, youmust first define the following categories and their criteria:

1. Class: Create classes and define class criteria.

2. Policy: Create policies, associate classes with policies, and define policy statements.

3. Service: Add a policy to an inbound interface.

Packets are classified and processed based on defined criteria. The classification criteria
are defined by a class. The processing is defined by a policy’s attributes. Policy attributes
can be defined on a per-class instance basis, and it is these attributes that are applied
when a match occurs. A policy can contain multiples classes. When the policy is active,
the actions taken depend on which class matches the packet.

Note the following about the DiffServ process:

• Packets are filtered and processed based on defined criteria. The filtering criteria is
defined by a class. The processing is defined by a policy's attributes. Policy attributes
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can be defined on a per-class instance basis, and it is these attributes that are applied
when a match occurs.

• The configuration process begins with defining one or more match criteria for a
class. Then one or more classes are added to a policy. Policies are then added to
interfaces.

Packet processing begins by testing the match criteria for a packet. The All class type
option specifies that eachmatch criteria within a class must evaluate to true for a packet
to match that class. The Any class type option specifies that at least one match criteria
must evaluate to true for a packet to match that class. Classes are tested in the order in
which they were added to the policy. A policy is applied to a packet when a class match
within that policy is found.

DiffServ wizard overview
The DiffServ wizard enables DiffServ on the switch by creating a traffic class, adding the
traffic class to a policy, and then adding the policy to the ports that you select. The
DiffServ wizard does the following:

• Creates a DiffServ class and defines match criteria used as a filter to determine if
incoming traffic meets the requirements to be a member of the class.

• Sets the DiffServ class match criteria based on traffic type selection as follows:

- VOIP: Sets the match criteria to UDP protocol.

- HTTP: Sets the match criteria to HTTP destination port.

- FTP: Sets match criteria to FTP destination port.

- Telnet: Sets the match criteria to Telnet destination port.

- Every: Sets the match criteria for all traffic.

• Create a Diffserv policy and add it to the DiffServ class created.

• Marks traffic as follows:

- Policing enabled: If policing is enabled, the DiffServ policy style is set to simple.
Traffic that conforms to the class match criteria is processed according to the
outbound priority selection. The outbound priority configures the handling of
conforming traffic as follows:

- High: Sets the policing action to markdscp ef.

- Medium: Sets the policing action to markdscp af31.

- Low: Sets the policing action to send.
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• Policing disabled: If policing is disabled, all traffic is marked as follows:

- High: Sets the policy mark to ipdscp ef.

- Medium: Sets the policy mark to ipdscp af31.

- Low: Sets the policy mark to ipdscp be.

• Adds each selected port and LAG to the policy.

Use the DiffServ wizard to create a traffic class and policy
for one or more interfaces
To use the DiffServ wizard to create a traffic class and policy for one or more
interfaces:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectQoS > DiffServ > DiffServ Wizard.
The DiffServ Wizard page displays.

6. From the Traffic Typemenu, define theDiffServ class by selectingVOIP,HTTP, FTP,
Telnet, or Every.

7. In the Committed Rate (Kbps) field, specify the rate in Kbps that applies to the
traffic in the class.
The range is from 1 to the maximum supported bandwidth on the interface. The
default is 1 Kbps.

The committed rate is applied if policing is enabled (which it is by default):

• Policing enabled: The committed rate is applied to the policy and the policing
action is set to conform.

• Policing disabled: The committed rate is not applied and the policy is set to
markdscp.
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8. To disable policing, clear the Policing check box.
By default, policing is enabled.

9. From theOutbound Prioritymenu, select the priority for outbound traffic:

• High: The way this setting is applied depends on whether policing is enabled:

• Policing enabled: High sets the action to mark dscp ef.

• Policing disabled: High sets the action to mark ipdscp ef.

• Medium: Theway this setting is applied depends onwhether policing is enabled:

• Policing enabled: Medium sets the action to mark dscp af31.

• Policing disabled: Medium sets the action to mark ipdscp af31.

• Low: The way this setting is applied depends on whether policing is enabled:

• Policing enabled: Low sets the action to send.

• Policing disabled: Low sets the action to mark ipdscp be.

10. In the Ports table, click each port to which you want to add the DiffServ policy.

11. In the LAG table, click each LAG to which you want to add the DiffServ policy.

12. Click the Apply button.
Your settings are saved.

13. To save the settings to the running configuration, click the Save icon.

Configure the DiffServ mode and display the entries in the
DiffServ private MIB tables
You can enable or disable DiffServ and display the current and maximum number of
rows in each of the main DiffServ private MIB tables.

To configure the DiffServmode and display the entries in the DiffServ privateMIB
tables:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectQoS > DiffServ > Basic > DiffServ Configuration.
The DiffServ Configuration page displays.

6. Select the administrative mode for DiffServ:

• Enable: Differentiated services are active. This is the default setting.
• Disable: Differentiated services are inactive. An existing DiffServ configuration is
retained and can be changed but is not active.

7. Click the Apply button.
Your settings are saved.

8. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 134. DiffServ Status information

DescriptionField

The number of configured DiffServ classes out of the total allowed on the switch.Class table

The number of configured class rules out of the total allowed on the switch.Class Rule table

The number of configured policies out of the total allowed on the switch.Policy table

The number of configured policy class instances out of the total allowed on the
switch.

Policy Instance table

The number of configured policy attributes (attached to the policy class instances)
out of the total allowed on the switch.

Policy Attributes table

The number of configured services (attached to the policies on specified interfaces)
out of the total allowed on the switch.

Service table

Configure a DiffServ class
You can add a new DiffServ class name or rename or delete an existing class. You can
also define the criteria to associate with a DiffServ class. As packets are received, these
DiffServ classes are used to prioritize packets. You can use multiple match criteria in a
class. The logic is a Boolean logical-AND for this criteria.
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Add and configure a DiffServ class To add and configure a DiffServ class:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectQoS > DiffServ > Advanced > Class Configuration.
The Class Configuration page displays.

6. In the Class Name field, enter a class name.
The Class Name field also lists all existing DiffServ class names, from which you can
select one for modification or deletion. The class name can be 1 to 31 alphanumeric
characters in length.

7. From the Class Typemenu, select one of the following options:

• All: All match criteria that you define for the class must be satisfied for a packet
match. All signifies the logical AND of all the match criteria.
For example, if the class includes one criterion for an IP address and another
criterion for a MAC address, the traffic must match both criteria.

• Any: Anymatch criterion that you define for the classmust be satisfied for a packet
match.
For example, if the class includes one criterion for an IP address and another
criterion for a MAC address, the traffic must match either one of the criteria but
does not need to match both criteria.

You can select the class type only when you are creating a new class. After the class
is created, you cannot modify the type of class.

8. Click the Add button.
The new class is added.

9. After creating the class, click the class name.
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The class name is a hyperlink to the page on which you can define the class
configuration (see the following figure).

10. Define the criteria that must be associated with the DiffServ class by selecting one
of the following radio buttons:

• Match Every: Select this radio button to add a match condition that considers all
packets to belong to the class. The only selection from theMatch Everymenu is
Any.

• Reference Class: Select this radio button to reference another class for criteria.
The match criteria defined in the reference class function as match criteria in
addition to thematch criteria that you define for the selected class. After you select
the radio button, the classes that can be referenced are displayed. Select the class
to reference. A class can reference only one other class of the same type.

• Class of Service: Select this radio button to require the Class of Service (CoS)
value in an Ethernet frame header to match the specified CoS value. This option
lists all the values for the Class of Service match criterion in the range 0 to 7 from
which you can select one.

• VLAN: Select this radio button to require a packet’s VLAN ID tomatch a VLAN ID.
The VLAN value is in the range from 1 to 4093.

• Secondary Class of Service: Select this radio button to require the secondary
Class of Service (CoS) value in an Ethernet frame header to match the specified
secondary CoS value.
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• Secondary VLAN: Select this radio button to require a packet’s VLAN ID tomatch
a secondary VLAN ID. The VLAN value is in the range from 1 to 4093.

• Ethernet Type: Select this radio button to require the EtherType value in the
Ethernet frame header to match the specified EtherType value. After you select
the radio button, select the EtherType keyword from the menu of common
protocols that are mapped to their Ethertype value. You can also select User
Value from themenu and enter a value in the hexadecimal range from 600 to ffff.

• Source MAC: Select this radio button to require a packet’s source MAC address
to match the specified MAC address. After you select this radio button, use the
following fields to configure the source MAC address match criteria:

• Address: The source MAC address to match. The source MAC address is
specified as six two-digit hexadecimal numbers separated by colons.

• Mask: The MAC mask, which specifies the bits in the source MAC address to
compare against the Ethernet frame. Use Fs and zeros to configure the MAC
mask. An F means that the bit is checked, and a zero in a bit position means
that the data is not significant. For example, if the MAC address is
aa:bb:cc:dd:ee:ff, and the mask is ff:ff:00:00:00:00, all MAC addresses with
aa:bb:xx:xx:xx:xx result in amatch (where x is any hexadecimal number). Note
that this is not a wildcard mask, which ACLs use.

• DestinationMAC: Select this radio button to require a packet’s destinationMAC
address to match the specified MAC address. After you select the radio button,
use the following fields to configure the destination MAC address match criteria:

• Address: ThedestinationMACaddress tomatch. ThedestinationMACaddress
is specified as six two-digit hexadecimal numbers separated by colons.

• Mask: TheMACmask, which specifies the bits in the destinationMACaddress
to compare against an Ethernet frame. Use Fs and zeros to configure theMAC
mask. An F means that the bit is checked, and a zero in a bit position means
that the data is not significant. For example, if the MAC address is
aa:bb:cc:dd:ee:ff, and the mask is ff:ff:00:00:00:00, all MAC addresses with
aa:bb:xx:xx:xx:xx result in amatch (where x is any hexadecimal number). Note
that this is not a wildcard mask, which ACLs use.

• Protocol Type: Select this radio button to require a packet’s Layer 4 protocol to
match the specified protocol, which youmust select from themenu. You can also
selectOther from the menu and enter a protocol number from 0 to 255.

• Source IP: Select this radio button to require a packet’s source IP address tomatch
the specified IP address. After you select the radio button, use the following fields
to configure the source IP address match criteria:

• Address: The source IP address format to match in dotted-decimal.
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• Mask: The bit mask in IP dotted-decimal format indicating which parts of the
source IP address to use for matching against packet content.

• Source L4 Port: Select this radio button to require a packet’s TCP/UDP source
port to match the specified protocol, which you must select from the menu. You
can also selectOther from the menu and enter a port number from 0 to 65535.

• Destination IP: Select this radio button to require a packet’s destination IP address
to match the specified IP address. After you select the radio button, use the
following fields to configure the destination IP address match criteria:

• Address: The destination IP address format to match in dotted-decimal.

• Mask: The bit mask in IP dotted-decimal format indicating which parts of the
destination IP address to use for matching against packet content.

• Destination L4 Port: Select this radio button to require a packet’s TCP/UDP
destination port to match the specified protocol. You can also selectOther from
the menu and enter a port number from 0 to 65535.

• IP DSCP: Select this radio button to require the packet’s IP DiffServ Code Point
(DSCP) value tomatch the specified IPDSCP keyword code, which youmust select
from the menu. You can also selectOther from the menu and enter an IP DSCP
value from 0 to 63. The DSCP value is defined as the high-order 6 bits of the
Service Type octet in the IP header.

• PrecedenceValue: Select this radio button to require the packet’s IP precedence
value to match the specified number from 0 to 7, which you must select from the
menu. The IP Precedence field in a packet is defined as the high-order 3 bits of
the Service Type octet in the IP header.

• IP ToS: Select this radio button to require the packet’s Type of Service (ToS) bits
in the IP header tomatch the specified value. The IP ToS field in a packet is defined
as all 8 bits of the service type octet in the IP header. After you select the radio
button, use the following fields to configure the ToS match criteria:

• Bit Value: Enter a two-digit hexadecimal number octet value in the range from
00 to ff to match the bits in a packet’s ToS field.

• Bit Mask: Specify the bit positions that are used for comparison against the
IP ToS field in a packet.

11. Click the Apply button.
Your settings are saved.

12. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields in the Class Summary section.
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Table 135. DiffServ Class Configuration, Class Summary information

DescriptionField

The configured match criteria for the specified class.Match Criteria

The values of the configured match criteria.Values

Rename an existing DiffServ class To rename an existing DiffServ class:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectQoS > DiffServ > Advanced > Class Configuration.
The Class Configuration page displays.

6. Select the check box next to the class name.

7. In the Class Name field, specify the new name.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Change the criteria for an existing DiffServ class To change the criteria for
an existing DiffServ class:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectQoS > DiffServ > Advanced > Class Configuration.
The Class Configuration page displays.

6. Click the class name, which is a hyperlink.
The page on which you can change the class configuration displays.

7. Change the class configuration as needed.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Delete a DiffServ class To delete a DiffServ class:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectQoS > DiffServ > Advanced > Class Configuration.
The Class Configuration page displays.

6. Select the check box next to the class name.

7. Click the Delete button.
The class is removed.

8. To save the settings to the running configuration, click the Save icon.
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Configure an IPv6 DiffServ class
The switch supports QoS ACL and DiffServ functionality for IPv6 by providing support
for IPv6 packet classification. An IPv6 ACL serves the same purpose as an IPv4 ACL.

An Ethernet IPv6 packet is distinguished from an IPv4 packet by its unique Ethertype
value, so all IPv6 classifiers include the Ethertype field, even though you cannot configure
its value for an IPv6 class on the switch.

The destination and source IPv6 addresses use a prefix length value instead of an
individual mask to qualify them as a subnet addresses or a host addresses. Packets that
match an IPv6 classifier can be marked with the IP DSCP field in the traffic class octet.

You can also assign an IPv6 ACL with a DiffServ assignment to LAG interfaces.

You can add a newDiffServ class nameor renameor delete an existing class. As packets
are received, these DiffServ classes are used to prioritize packets. You can use multiple
match criteria in a class. The logic is a Boolean logical-AND for this criteria.

Add and configure an IPv6 DiffServ class To configure an IPv6 DiffServ class:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectQoS > DiffServ > Advanced > IPv6 Class Configuration.
The Class Configuration page displays.

6. In the Class Name field, enter a class name.
The Class Name field also lists all existing DiffServ class names, from which you can
select one for modification or deletion. The class name can be 1 to 31 alphanumeric
characters in length.

7. From the Class Typemenu, select one of the following options:

• All: All match criteria that you define for the class must be satisfied for a packet
match. All signifies the logical AND of all the match criteria.
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For example, if the class includes one criterion for an IP address and another
criterion for a MAC address, the traffic must match both criteria.

• Any: Anymatch criterion that you define for the classmust be satisfied for a packet
match.
For example, if the class includes one criterion for an IP address and another
criterion for a MAC address, the traffic must match either one of the criteria but
does not need to match both criteria.

You can select the class type only when you are creating a new class. After the class
is created, you cannot modify the type of class.

8. Click the Add button.
The new class is added.

9. After creating the class, click the class name.
The class name is a hyperlink to the page on which you can define the class
configuration (see the following figure).

10. Define the criteria to associate with a DiffServ class:

• Match Every: Select this radio button to add a match condition that considers all
packets to belong to the class. The only selection from theMatch Everymenu is
Any.
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• Reference Class: Select this radio button to reference another class for criteria.
The match criteria defined in the reference class function as match criteria in
addition to thematch criteria that you define for the selected class. After selecting
this option, the classes that can be referenced are displayed. Select the class to
reference. A class can reference one other class of the same type.

• Protocol Type: Select this radio button to require a packet’s Layer 4 protocol to
match the specified protocol, which you must select from the menu. The menu
includesOther as a selection, which lets you enter a protocol number from 0 to
255.

• Source Prefix/Length: Select this radio button to require a packet’s source prefix
and prefix length tomatch the specified source IPv6 prefix and prefix length. Prefix
must always be specified with the prefix length. The prefix can be in the
hexadecimal range from 0 to FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF and
the prefix length can be in the range from 0 to 128.

• Source L4 Port: Select this radio button to require a packet’s TCP/UDP source
port to match the specified protocol, which you must select from the menu. The
range is 0 to 65535. The menu includesOther as an option for unnamed ports.

• Destination Prefix/Length: Select this radio button to require a packet’s
destination prefix and prefix length to match the specified source IPv6 prefix and
prefix length. Prefix must always be specified with the prefix length. The prefix
can be in the hexadecimal range from 0 to
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF and the prefix length can be in the
range from 0 to 128.

• Destination L4 Port: Select this radio button to require a packet’s TCP/UDP
destination port to match the specified protocol, which you must select from the
menu. The range is 0 to 65535. Themenu includesOther as anoption for unnamed
ports.

• Flow Label: Select this radio button to require a packet’s flow label to match the
specified flow label. The flow label is a 20-bit number that is unique to an IPv6
packet and that is used by end stations to signify QoS handling in routers. The
flow label can be specified in the range from 0 to 1048575.

• IP DSCP: Select this radio button to require the packet’s IP DiffServ Code Point
(DSCP) value tomatch the specified IPDSCP keyword code, which youmust select
from the menu. The menu includesOther as a selection, which lets you enter an
IP DSCP value from 0 to 63. The DSCP value is defined as the high-order 6 bits of
the Service Type octet in the IP header.

11. Click the Apply button.
Your settings are saved.

12. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable information displayed in the Class
Summary section.
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Table 136. IPv6 DiffServ class configuration class summary

DescriptionField

The configured match criteria for the specified class.Match Criteria

The values of the configured match criteria.Values

Rename an existing IPv6 DiffServ class To rename an existing IPv6 DiffServ
class:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectQoS > DiffServ > Advanced > IPv6 Class Configuration.
The Class Configuration page displays.

6. Select the check box next to the class name.

7. In the Class Name field, specify the new name.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Change the criteria for an existing IPv6DiffServ class To change the criteria
for an existing IPv6 DiffServ class:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectQoS > DiffServ > Advanced > IPv6 Class Configuration.
The Class Configuration page displays.

6. Click the class name, which is a hyperlink.
The page on which you can change the class configuration displays.

7. Change the class configuration as needed.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Delete an IPv6 DiffServ class
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectQoS > DiffServ > Advanced > IPv6 Class Configuration.
The Class Configuration page displays.

6. Select the check box next to the class name.

7. Click the Delete button.
The class is removed.

8. To save the settings to the running configuration, click the Save icon.
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Configure a DiffServ policy
You can associate a collection of classes with one or more policies.

<<TBD>>Create and configure a DiffServ policy To create and configure a
DiffServ policy:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectQoS > DiffServ > Advanced > Policy Configuration.
The Policy Configuration page displays.

6. In the Policy Name field, enter a policy name.
The policy class name can be 1 to 31 alphanumeric characters in length.

7. From the Policy Typemenu, select the traffic flow direction to which the policymust
be applied:

• In: The policy is applied to inbound traffic.
• Out: The policy is applied to outbound traffic.

8. From theMember Classmenu, select an existing class that you want to associate
with the new policy.

9. Click the Add button.
The new policy is added.

10. After creating the policy, click the policy name.
The policy name is a hyperlink to the page on which you can define the policy
attributes (see the following figure, which does not show the Two Rate section of
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the page). <<TBD, change screenshot. No Color Mode menu. Add Mark QoS as
secondary CoS button but for M4300 only.>>

11. Configure the policy attributes by selecting one of the following radio buttons:

• Assign Queue: Select this radio button to specify that traffic must be assigned to
a queue, which youmust select from themenu. The queue is expressed as a value
in the range from 0 to 7.

• Drop: Select this radio button to require each packet to be dropped.
• Mark VLAN CoS: Select this radio button to specify the VLAN priority, which you
must select from themenu. The VLAN priority is expressed as a value in the range
from 0 to 7.

• Mark CoS As Secondary CoS: Select this radio button to specify that the outer
VLAN tag priority bits of packets are set as the inner VLAN tag priority. That is, for
these packets, the inner VLAN tag CoS is copied to the outer VLAN tag CoS.

• Mark IP Precedence: Select this radio button to require packets to be marked
with an IP precedence value before being forwarded. You must select an IP
precedence value from 0 to 7 from the menu.

• Mirror: Select this radio button to require packets to be mirrored to an interface
or LAG, one of which you must select from the menu.

• Redirect: Select this radio button to require packets to be redirected to an
interface or LAG, one of which you must select from the menu.
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• Mark IP DSCP: Select this radio button to require packet to be marked with an
IP DSCP keyword code, which you must select from the menu. The DSCP value is
defined as the high-order 6 bits of the Service Type octet in the IP header.

• Simple Policy: Select this radio button to define the simple traffic policing style
for the class. By default, the simple policy is color blind, and color classes do not
apply. You can make the simple policy color aware and select a color class.
A simple policy supports a single data rate and results in an action for packets
that conform to the policy and an action for packets that violate the policy.

a. <<TBD if Color Aware is out.>> Specify the color class for the simple policy:

• Color Blind: This is the default selection. Color classes do not apply.

• Color Aware: Select this radio button to require a color class that is valid
for use with this policy instance. After you select Color Aware from the
Color Modemenu, the Color Conform Classmenu displays. From this
menu, select another class (one that you already created, see Configure a
DiffServ class on page 468 or Configure an IPv6DiffServ class on page 475).
In the context of this policy, we refer to this selected class as the color class.
A valid color class contains a single, non-excludingmatch criterion, provided
that the criterion does not conflict with the classifier of the policy instance
itself:

b. Specify the traffic rate and bust size for packets that conform to the simple
policy.

• CommittedRate. Specify the committed rate that is applied to conforming
packets by entering a value in the range from 1 to 4294967295
kilobits-per-second (Kbps). The committed rate is used to limit the arrival
rate of conforming traffic.

• Committed Burst Size. Specify the burst size that is applied to conforming
packets by entering a value in the range from 1 to 128 KBytes (KB). The
committed burst size is used to limit the amount of conforming traffic.

c. Specify a policy action for packets that conform to the simple policy.

• Send: Packets are forwarded unmodified. This is the default confirming
action.

• Drop: Packets are dropped.

• Mark CoS: Packets are marked by DiffServ with the specified CoS value
before being forwarded. This selection requires that the Mark CoS field is
set. You must select a CoS value from 0 to 7 from the menu.

• Mark CoS As Secondary CoS: For these packets, the outer VLAN tag
priority bits are set as the inner VLAN tag priority. That is, for these packets,
the inner VLAN tag CoS is copied to the outer VLAN tag CoS.
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• Mark IP Precedence: These packets are marked by DiffServ with the
specified IP Precedence value before being forwarded. This selection
requires that the Mark IP Precedence field is set. You must select an IP
precedence value from 0 to 7 from the menu.

• Mark IP DSCP: Packets are marked by DiffServ with the specified DSCP
value before being forwarded. This selection requires that the DSCP field
is set. You must either select a DSCP code from the menu or enter an IP
DSCP value from 0 to 63 in the field next to the menu. A value that you
enter in the field overrides any selection from the menu. The DSCP value
is defined as the high-order six bits of the Service Type octet in the IP
header.

d. Specify a policy action for packets that violate the simple policy.

• Send: Packets are forwardedunmodified. This is the default violating action.

• Drop: Packets are dropped.

• Mark CoS: Packets are marked by DiffServ with the specified CoS value
before being forwarded. This selection requires that the Mark CoS field is
set. You must select a CoS value from 0 to 7 from the menu.

• Mark CoS As Secondary CoS: For these packets, the outer VLAN tag
priority bits are set as the inner VLAN tag priority. That is, for these packets,
the inner VLAN tag CoS is copied to the outer VLAN tag CoS.

• Mark IP Precedence: These packets are marked by DiffServ with the
specified IP Precedence value before being forwarded. This selection
requires that the Mark IP Precedence field is set. You must select an IP
precedence value from 0 to 7 from the menu.

• Mark IP DSCP: Packets are marked by DiffServ with the specified DSCP
value before being forwarded. This selection requires that the DSCP field
is set. You must either select a DSCP code from the menu or enter an IP
DSCP value from 0 to 63 in the field next to the menu. A value that you
enter in the field overrides any selection from the menu. The DSCP value
is defined as the high-order six bits of the Service Type octet in the IP
header.

• Two Rate: Select this radio button to define a two-rate traffic policing style for
the class. A two-rate policy differs from a simple policy in that the two-rate policy
allows you to define a peak rate and a peak burst size, in addition to the committed
rate and committed burst size.
By default, the two-rate policy is color blind, and color classes do not apply. You
can make the two-rate policy color aware and select a color class.
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A two-rate policy supports two data rates and results in and action for packets
that conform to the policy and an action for packets that violate the policy.

a. Specify the color class:

• Color Blind: This is the default selection. Color classes do not apply.

• Color Aware: Select this radio button to require a color class that is valid
for use with this policy instance. After you select Color Aware from the
Color Modemenu, the Color Conform Classmenu displays. From this
menu, select another class (one that you already created, see Configure a
DiffServ class on page 468 or Configure an IPv6DiffServ class on page 475).
In the context of this policy, we refer to this selected class as the color class.
A valid color class contains a single, non-excludingmatch criterion, provided
that the criterion does not conflict with the classifier of the policy instance
itself:

b. Specify the traffic rates and bust sizes for packets that conform to the two-rate
policy.

• CommittedRate: Specify the committed rate that is applied to conforming
packets by entering a value in the range from 1 to 4294967295
kilobits-per-second (Kbps). The committed rate is used to guarantee the
allowed bandwidth of conforming traffic.

• CommittedBurst Size: Specify the burst size that is applied to conforming
packets by entering a value in the range from 1 to 128 KBytes (KB). The
committed burst size is used to limit the maximum number of bytes in a
burst (a very short instance) of conforming traffic.

• Peak Rate: Specify the peak rate that is applied to conforming packets by
entering a value in the range from 1 to 4294967295 kilobits-per-second
(Kbps). The peak rate is used to limit howmuch a burst of conforming traffic
can exceed the committed rate.

• Peak Burst Size: Specify the peak burst size that is applied to conforming
packets by entering a value in the range from 1 to 128 KBytes (KB). The
peak burst size is used to limit how much a burst of conforming traffic can
exceed the peak rate.

c. Specify a policy action for packets that conform to the two-rate policy.

• Send: Packets are forwarded unmodified. This is the default confirming
action.

• Drop: Packets are dropped.

• Mark CoS: Packets are marked by DiffServ with the specified CoS value
before being forwarded. This selection requires that the Mark CoS field is
set. You must select a CoS value from 0 to 7 from the menu.
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• Mark CoS As Secondary CoS: For these packets, the outer VLAN tag
priority bits are set as the inner VLAN tag priority. That is, for these packets,
the inner VLAN tag CoS is copied to the outer VLAN tag CoS.

• Mark IP Precedence: These packets are marked by DiffServ with the
specified IP Precedence value before being forwarded. This selection
requires that the Mark IP Precedence field is set. You must select an IP
precedence value from 0 to 7 from the menu.

• Mark IP DSCP: Packets are marked by DiffServ with the specified DSCP
value before being forwarded. This selection requires that the DSCP field
is set. You must either select a DSCP code from the menu or enter an IP
DSCP value from 0 to 63 in the field next to the menu. A value that you
enter in the field overrides any selection from the menu.
The DSCP value is defined as the high-order six bits of the Service Type
octet in the IP header.

d. Specify a policy action for packets that exceed the two-rate policy.

• Send: Packets are forwardedunmodified. This is the default violating action.

• Drop: Packets are dropped.

• Mark CoS: Packets are marked by DiffServ with the specified CoS value
before being forwarded. This selection requires that the Mark CoS field is
set. You must select a CoS value from 0 to 7 from the menu.

• Mark CoS As Secondary CoS: For these packets, the outer VLAN tag
priority bits are set as the inner VLAN tag priority. That is, for these packets,
the inner VLAN tag CoS is copied to the outer VLAN tag CoS.

• Mark IP Precedence: These packets are marked by DiffServ with the
specified IP Precedence value before being forwarded. This selection
requires that the Mark IP Precedence field is set. You must select an IP
precedence value from 0 to 7 from the menu.

• Mark IP DSCP: Packets are marked by DiffServ with the specified DSCP
value before being forwarded. This selection requires that the DSCP field
is set. You must either select a DSCP code from the menu or enter an IP
DSCP value from 0 to 63 in the field next to the menu. A value that you
enter in the field overrides any selection from the menu.
The DSCP value is defined as the high-order six bits of the Service Type
octet in the IP header.

e. Specify a policy action for packets that violate the two-rate policy.

• Send: Packets are forwardedunmodified. This is the default violating action.

• Drop: Packets are dropped.
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• Mark CoS: Packets are marked by DiffServ with the specified CoS value
before being forwarded. This selection requires that the Mark CoS field is
set. You must select a CoS value from 0 to 7 from the menu.

• Mark CoS As Secondary CoS: For these packets, the outer VLAN tag
priority bits are set as the inner VLAN tag priority. That is, for these packets,
the inner VLAN tag CoS is copied to the outer VLAN tag CoS.

• Mark IP Precedence: These packets are marked by DiffServ with the
specified IP Precedence value before being forwarded. This selection
requires that the Mark IP Precedence field is set. You must select an IP
precedence value from 0 to 7 from the menu.

• Mark IP DSCP: Packets are marked by DiffServ with the specified DSCP
value before being forwarded. This selection requires that the DSCP field
is set. You must either select a DSCP code from the menu or enter an IP
DSCP value from 0 to 63 in the field next to the menu. A value that you
enter in the field overrides any selection from the menu.
The DSCP value is defined as the high-order six bits of the Service Type
octet in the IP header.

12. Click the Apply button.
Your settings are saved.

13. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 137. DiffServ policy configuration, policy attributes

DescriptionField

The name of the DiffServ policy.Policy Name

The type of the policy (In or Out).Policy Type

The class instances that are associated within the policy.Member Class Name

Rename an existing DiffServ policy To rename an existing DiffServ policy:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectQoS > DiffServ > Advanced > Policy Configuration.
The Policy Configuration page displays.

6. Select the check box next to the policy name.

7. In the Policy Name field, specify the new name.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Change the policy attributes for an existing DiffServ policy To change
the policy attributes for an existing DiffServ policy:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectQoS > DiffServ > Advanced > Policy Configuration.
The Policy Configuration page displays.

6. Click the policy name, which is a hyperlink.
The page on which you can change the policy attributes displays.

7. Change the policy attributes as needed.

8. Click the Apply button.
Your settings are saved.
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9. To save the settings to the running configuration, click the Save icon.

Change or remove a class from an existing DiffServ policy To change or
remove a class from an existing DiffServ policy:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectQoS > DiffServ > Advanced > Policy Configuration.
The Policy Configuration page displays.

6. Select the check box next to the policy name.

7. Do one of the following:

• To change the class, select another class rom theMember Classmenu.
• To remove the class, select None, from theMember Classmenu.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Delete a DiffServ policy To delete a DiffServ policy:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectQoS > DiffServ > Advanced > Policy Configuration.
The Policy Configuration page displays.

6. Select the check box next to the policy name.

7. Click the Delete button.
The policy is removed.

8. To save the settings to the running configuration, click the Save icon.

Configure the DiffServ service interface
You can assign (attach) both an inbound policy and an outbound policy to an interface.

AttachDiffServ policies to an interfaceToattachDiffServ policies to an interface:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectQoS > DiffServ > Advanced > Service Interface Configuration.
The Service Interface Configuration page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1 (the unit ID of the switch): Only physical interfaces are displayed. This is the
default setting.

• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select one or more interfaces by taking one of the following actions:
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• To configure a single interface, select the check box associated with the port, or
type the port number in the Go To Interface field and click the Go button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. From the Policy In Namemenu, select the name of a policy for inbound traffic.

9. From the Policy Out Namemenu, select the name of a policy for outbound traffic.

10. Click the Apply button.
Your settings are saved.

11. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 138. Service Interface Configuration information

DescriptionField

The traffic direction (In, Out, or both In andOut) of the policy or policies on the service
interface.

Direction

The operational status of this service interface (either Up or Down).
The operational status is shown as Up if all of the following conditions are true:
• The attached class is valid and includes at least one matching rule.

• The attached policy is valid and includes at least one attribute.

• The port is enabled, that is, the physical link of the port is in the up state.

Operational Status

Change one or both DiffServ policies for an interface To change one or
both DiffServ policies for an interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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5. SelectQoS > DiffServ > Advanced > Service Interface Configuration.
The Service Interface Configuration page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1 (the unit ID of the switch): Only physical interfaces are displayed. This is the
default setting.

• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select the check box for the interface.

8. To select another inbound policy, from the Policy In Namemenu, select another
policy name.

9. To select another outboundpolicy, from thePolicyOutNamemenu, select another
policy name.

10. Click the Apply button.
Your settings are saved.

11. To save the settings to the running configuration, click the Save icon.

Remove one or both DiffServ policies from an interface To remove one or
both DiffServ policies from an interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectQoS > DiffServ > Advanced > Service Interface Configuration.
The Service Interface Configuration page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:
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• 1 (the unit ID of the switch): Only physical interfaces are displayed. This is the
default setting.

• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select the check box for the interface.

8. To remove the inbound policy, from the Policy In Namemenu, select None.

9. To remove the outbound policy, from the Policy Out Namemenu, select None.

10. Click the Apply button.
Your settings are saved.

11. To save the settings to the running configuration, click the Save icon.

Display DiffServ service statistics
You can display service-level statistical information about all interfaces to which DiffServ
policies are attached.

To display DiffServ service statistics:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectQoS > DiffServ > Advanced > Service Statistics.
The Service Statistics page displays.

6. Use the Searchmenu to search for DiffServ statistics by interface or member class:

• To search by interface, select Interface, enter the interface in unit/slot/port format
(for example, 1/0/13), and click the Go button.
If the entry exists, the entry is displayed as the first entry, followedby the remaining
entries.
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• To search by member class, selectMember Class, enter the member class, and
click the Go button.
If an entry with a matching member class exists, the entry is displayed as the first
entry, followed by the remaining entries. An exact match is required.

7. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 139. DiffServ Service Statistics information

DescriptionField

The interface with a DiffServ policy attached.Interface

The direction (In or Out) for which the DiffServ policy is attached.Direction

The name of the DiffServ policy.

If more than one class is attached to the policy, each policy instance (with the same

policy name) is displayed.

Policy Name

The operational status of the DiffServ policy (Up or Down). The status is displayed

as Up if all of the following conditions are true:

• The attached class is valid and includes at least one matching rule.

• The attached policy is valid and includes at least one attribute.

• The port is enabled, that is, the physical link of the port is in the up state.

Operational Status

All DiffServ classes that are defined asmembers of the selected policy name. Select

amember class name to display its statistics. If no class is associatedwith the selected

policy, then the list is empty.

Member Classes

The total number of packets offered to all class instances on this service policy before

their defined DiffServ policy treatment is applied. This is the total number for the

interface and direction.

Offered Packets

The total number of packets discarded for any reason for all class instances on this

service policy when the DiffServ policy treatment is applied. This is the total number

for the interface and direction.

Discarded Packets
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7
Manage Switch Security

The chapter covers the following topics:

• User accounts and passwords
• RADIUS servers
• TACACS+ servers
• Authentication lists
• Current login sessions
• HHTP and HTTPS management access
• SSH management access
• Telnet management access
• Console port management access
• Denial of service
• Management access profiles and rules
• Port authentication
• MAC filters for traffic control
• Port security
• Private port groups
• Protect ports
• Private VLANs
• Storm control
• DHCP snooping
• DHCPv6 snooping
• IP source guard interfaces
• IPv6 source guard interfaces
• Dynamic ARP inspection
• Captive portals
• Access control lists

494



User accounts and passwords

You can configure user accounts and login passwords. By default, two user accounts
exist:

• admin, with read and write (read/write) privileges

• guest, with read-only privileges

The account names are not case-sensitive.

The first time that you log in as an admin user to the main UI, no password is required
(that is, the password is blank). After you log in for the first time, you are required to
specify a local device password that you thenmust use to log in again. Each subsequent
time that you log in, you must use your local device password.

A guest user cannot log in until the admin user specifies a password for the guest user.

If you log in as an admin user with read/write privileges, you can assign passwords, set
security parameters for the default accounts, and add and delete accounts (other than
the admin account), up to amaximum of six accounts. As an admin user with read/write
privileges, you modify all data on the main UI pages.

Add or change a user account
To add or change a user account:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security> Management Security > Local User > User Management.
The User Management page displays.

6. If you change the settings for an existing user account, select the check box for the
user account.
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If you change the settings, you cannot change the user name.

7. If you are adding a new user account, In the User Name field, enter a name.
You can enter a user name only when you are creating an account. User names are
up to 64 characters in length and are not case-sensitive. Valid characters include all
the alphanumeric characters as well as the hyphen (-) and underscore (_) characters.
The user name default is not valid. User names once created cannot be changed or
modified.

8. From the Edit Passwordmenu, select Enable.
By default, the selection is Disable. Enable this option only if you are defining or
changing the password.

9. In the Password field, enter the password for the account.
The characters do not display as they are typed; only asterisks (*) show. Passwords
are up to eight alphanumeric characters in length, and are case-sensitive.

10. In theConfirmPassword field, enter the password again, to confirm that you entered
it correctly.
This field does not display the password as it is typed, but shows asterisks (*).

11. From the Access Modemenu, select Read_Write or Read_Only.

12. Do one of the following:

• If you are adding a new user account, click the Add button.
Your settings are saved. The user account is added.

• If you are changing the settings for a user account, click the Apply button.
Your settings are saved.

13. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 140. User management information

DescriptionField

Indicates if the user account is locked (True or False).Lockout Status

The password expiration date, if any.Password Expiration Date

Delete a user account
You can delete a user account that is no longer required.
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To delete a user account:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security> Management Security > Local User > User Management.
The User Management page displays.

6. Select the check box for the user.

7. Click the Delete button.
The user is removed.

8. To save the settings to the running configuration, click the Save icon.

Configure user password requirements
To configure user password requirements:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security> Management Security > Local User > User Password
Configuration.
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The User Password Configuration page displays.

6. In the PasswordMinimumLength field, type theminimum character length for any
new local user password.
The default is eight characters. The range is from 0 to 64 characters.

7. In thePasswordAging (days) field, type themaximumnumber of days duringwhich
a user password is valid, counted from the day that the password is defined.
After a password expires, the user must define a new password when logging in.
The default is 0, which means that passwords do not expire. The range is from 0 to
365 days.

8. In thePasswordHistory field, type the number of previous passwords that the switch
stores to prevent users from reusing passwords.
The default is 0, which means that the switch does not store previous passwords.
The range is from 0 to 10 passwords.

9. In the Lockout Attempts field, specify the number of times a user is allowed to fail
a local authentication attempt before the user account is locked.
The default is 5 times. If you enter 0, a failed local authentication attempt does not
cause the user account to be locked. The range is from 0 to 5 times.

10. In theUnlock Time field, specify the time inminutes after which a locked user account
is unlocked.
The default is 5 minutes. The range is from 1 to 60 minutes.

11. Click the Apply button.
Your settings are saved.

12. To save the settings to the running configuration, click the Save icon.

Change the privileged EXEC CLI password
You can change the privileged EXEC password for access to the privileged EXECmode
in the command-line interface (CLI). Passwords are a maximum of 64 alphanumeric
characters. The password is case-sensitive.

To change the privileged EXEC CLI password for use in the CLI:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security> Management Security > Enable Password.
The Enable Password page displays.

6. In the Password field, type the password.
The password can be a maximum of 64 alphanumeric characters.

7. In theConfirmPassword field, type the password again, to confirm that you entered
it correctly.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Change the console, Telnet, or SSH password
A line password is a password that is used for console, Telnet, or SSH access.

To configure the console, Telnet, or SSH password:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security> Management Security > Line Password.
The Line Password page displays.
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6. To change the console password, do the following:

a. In the Console Password field, type the console password.
The password can be a maximum of 64 alphanumeric characters.

b. In theConfirmConsole Password field, type the password again to confirm that
you typed it correctly.

7. To change the Telnet password, do the following:

a. In the Telnet Password field, type the Telnet password.
The password can be a maximum of 64 alphanumeric characters.

b. In the Confirm Telnet Password field, type the password again to confirm that
you entered it correctly.

8. To change the SSH password, do the following:

a. In the SSH Password field, type the SSH password.
The password can be a maximum of 64 alphanumeric characters.

b. In the Confirm SSH Password field, type the password again, to confirm that
you entered it correctly.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

RADIUS servers

RADIUS servers provide additional security for networks. The RADIUS server maintains
a user database, which contains per-user authentication information. The switch passes
information to the configured RADIUS server, which can authenticate a user name and
password before authorizing use of the network. RADIUS servers provide a centralized
authentication method for the following:

• Web access

• Port access control (802.1X)

Configure the global RADIUS server settings
You can add information about one or more RADIUS servers on the network.
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If you configure multiple RADIUS servers, consider the maximum delay time when you
specify the maximum number of retransmissions (that is, the value that you enter in the
MaxNumber of Retransmits field in the following procedure) and the time-out period
(that is, the value that you enter in the TimeoutDuration field in the followingprocedure)
for RADIUS:

• For one RADIUS server, a retransmission does not occur until the configured time-out
period expireswithout a response from the RADIUS server. In addition. themaximum
number of retransmissions for one RADIUS server must pass before the switch
attempts the next RADIUS server.

• Therefore, themaximumdelay in receiving a RADIUS response on the switch equals
themaximumnumber of retransmissionsmultipliedby the time-out periodmultiplied
by the number of configured RADIUS servers. If the RADIUS request was generated
by a user login attempt, all user interfaces are blocked until the switch receives a
RADIUS response.

To configure the global RADIUS server settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Management Security > RADIUS > Global Configuration.
The Global Configuration page displays.

The Current Server IP Address field is blank if no servers are configured (see
Configure a RADIUS authentication server on the switch on page 503).

The switch supports up to three configured RADIUS servers. If more than one RADIUS
servers is configured, the current server is the primary server. If no servers is
configured as the primary server, the current server is the most recently added
RADIUS server.

6. From the Source Interfacemenu, select the interface that the switch must use to
communicate with the RADIUS servers.
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• None: The primary IP address of the originating (outbound) interface is used as
the source address.

• Routing interface: The primary IP address of a physical port is used as the source
address.

• Routing VLAN: The primary IP address of a VLAN routing interface is used as the
source address.

• Routing loopback interface: The primary IP address of a routing loopback
interface is used as the source address.

• Service port: The management port source IP is used as the source address.

By default, VLAN 1 is used as source interface.

CAUTION: Themaximumdelay in receiving a RADIUS response on the switch equals
themaximumnumber of retransmissionsmultipliedby the time-out periodmultiplied
by the number of configured RADIUS servers. If the RADIUS request was generated
by a user login attempt, all user interfaces are blocked until the switch receives a
RADIUS response.

7. In theMax Number of Retransmits field, specify the maximum number of times a
request packet is retransmitted to the RADIUS server.
The range is from 1 to 15. The default value is 4.

8. In the Timeout Duration field, specify the time-out value, in seconds, for request
retransmissions.
The range is from 1 to 30. The default value is 5.

9. Select the Accounting Mode Disable or Enable radio button.
This selection specifies if the RADIUS accounting mode is enabled on the current
server. By default, the selection is Disable.

10. Select the RADIUS Attribute 4 Mode Disable or Enable radio button.
This selection specifies if RADIUS attribute 4 is enabled on the current server. By
default, the selection is Disable. If you select the Enable radio button, the RADIUS
Attribute4Value field displays, enabling you to enter an IPv4 address for the RADIUS
attribute 4 option.

11. Click the Apply button.
Your settings are saved.

12. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.
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Table 141. Radius configuration information

DescriptionField

The address of the current RADIUS server. This field is blank if no servers
are configured.

Current Server Address

The number of configured authentication RADIUS servers. The value can
range from 0 to 32.

Number of Configured
Authentication Servers

The number of RADIUS accounting servers configured. The value can
range from 0 to 32.

Number of Configured
Accounting Servers

The number of named RADIUS server authentication groups configured.NumberofNamedAuthentication
Server Groups

The number of named RADIUS server accounting groups configured.Number of Named Accounting
Server Groups

Configure a RADIUS authentication server on the switch
You can display and configure various settings for a RADIUS server configured on the
switch.

Add a RADIUS authentication server to the switch To add a RADIUS
authentication server to the switch anddisplay or reset the RADIUS authentication server
statistics:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Management Security > RADIUS > Server Configuration.
The Server Configuration page displays.

6. In the Radius Server IP Address field, specify the IP address of the RADIUS server.

7. In the Radius Server Name field, specify a name for the RADIUS server.
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This name helps you to identify the RADIUS server.

8. In the Port field, specify the UDP port number that the server uses to verify the
RADIUS server authentication.
The range is from 1 to 65535.

9. From the Secret Configuredmenu, select Yes.
You must select Yes before you can configure the RADIUS secret. After you add the
RADIUS server, this field indicates whether the shared secret for this server was
configured.

10. In the Secret field, type the shared secret text string used for authenticating and
encrypting all RADIUS communications between the switch and the RADIUS server.
This secret must match the one that is configured on the RADIUS server.

11. From the Primary Servermenu, select one of the following options:

• Yes: The server functions as the primary RADIUS authentication server.
• No: The server functions as a secondary RADIUS authentication server.

12. From theMessageAuthenticatormenu, selectEnableorDisable to specifywhether
the message authenticator attribute for the selected server is enabled.
The message authenticator adds protection to RADIUS messages by using an MD5
hash to encrypt each message. The shared secret is used as the key, and if the
message fails to be verified by the RADIUS server, it is discarded.

13. From the Server Typemenu, select one of the following options:

• Netgear: A NETGEAR-specific RADIUS server.
• Standard: A third-party RADIUS server.

14. Click the Add button.
The server is added to the switch.

15. To reset the authentication server and RADIUS statistics to their default values, click
the Clear Counters button.

16. To save the settings to the running configuration, click the Save icon.

The Current field shows if the server is currently in use as the RADIUS authentication
server.
The following table describes the nonconfigurable fields on the page.
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Table 142. RADIUS authentication server statistics information

DescriptionField

The address of the RADIUS server or the name of the RADIUS server for
which the statistics are displayed.

Radius Server

The time interval, in hundredths of a second, between the most recent
access-reply/access-challenge and the access-request that matched it from
this RADIUS authentication server.

Round Trip Time

The number of RADIUS access-request packets sent to this server. This
number does not include retransmissions.

Access Requests

The number of RADIUS access-request packets retransmitted to this server.Access Retransmissions

The number of RADIUS access-accept packets, including both valid and
invalid packets, that were received from this server.

Access Accepts

The number of RADIUS access-reject packets, including both valid and
invalid packets, that were received from this server.

Access Rejects

The number of RADIUS access-challenge packets, including both valid and
invalid packets, that were received from this server.

Access Challenges

The number of malformed RADIUS access-response packets received from
this server. Malformed packets include packets with an invalid length. Bad
authenticators or signature attributes or unknown types are not included in
malformed access-responses.

Malformed Access Responses

The number of RADIUS access-response packets containing invalid
authenticators or signature attributes received from this server.

Bad Authenticators

The number of RADIUS access-request packets destined for this server that
did not yet time out or receive a response.

Pending Requests

The number of authentication time-outs to this server.Timeouts

The number of RADIUS packets of unknown type that were received from
this server on the authentication port.

Unknown Types

The number of RADIUS packets received from this server on the
authentication port and dropped for some other reason.

Packets Dropped

Modify the settings for a RADIUS authentication server on the switch
To modify the settings for a RADIUS authentication server on the switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Management Security> RADIUS > Server Configuration.
The Server Configuration page displays.

6. Select the check box next to the server IP address.

7. Modify the configuration for the selected server.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Remove a RADIUS authentication server from the switch To remove a
RADIUS authentication server from the switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Management Security > RADIUS > Server Configuration.
The Server Configuration page displays.

6. Select the check box next to the IP address of the server.

7. Click the Delete button.
The RADIUS server is removed.

8. Click the Apply button.
Your settings are saved.
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9. To save the settings to the running configuration, click the Save icon.

Configure a RADIUS accounting server
You can display and configure various settings for a RADIUS accounting server on the
network.

Add a RADIUS accounting server to the switch To add a RADIUS accounting
server to the switch and display or clear the RADIUS accounting server statistics:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Management Security > RADIUS > Accounting Server
Configuration.
The Accounting Server Configuration page displays.

6. In the Accounting Server IP Address field, specify the IP address of the RADIUS
accounting server.

7. In the Accounting Server Name field, enter the name of the accounting server.

8. In the Port field, specify the UDP port number the server uses to verify the RADIUS
accounting server.
The range is from 1 to 65535.

9. From the Secret Configuredmenu, select Yes to add a RADIUS secret in the next
field.
After you add the RADIUS accounting server, this field indicates whether the shared
secret for this server is configured.

10. In the Secret field, type the shared secret to usewith the specified accounting server.

11. From theAccountingModemenu, select to enableordisable theRADIUSaccounting
mode:
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• Enable: All configured RADIUS accounting server are enabled.
• Disable: All configured RADIUS accounting server are disabled.

Note: Your selection from the Accounting Modemenu applies to all configured
accounting servers, not only to the server that you are adding.

12. Click the Add button.
The server is added to the switch.

13. To reset the authentication server and RADIUS statistics to their default values, click
the Clear Counters button.

14. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 143. RADIUS accounting server statistics information

DescriptionField

The accounting server associated with the statistics.Accounting Server

The time interval, in hundredths of a second, between the most recent
accounting-response and the accounting-request that matched it from
this RADIUS accounting server.

Round Trip Time

The number of RADIUS accounting-request packets sent not including
retransmissions.

Accounting Requests

The number of RADIUS accounting-request packets retransmitted to this
RADIUS accounting server.

Accounting Retransmissions

The number of RADIUS packets received on the accounting port from this
server.

Accounting Responses

The number ofmalformedRADIUS accounting-responsepackets received
from this server.Malformedpackets includepackets with an invalid length.
Bad authenticators and unknown types are not included as malformed
accounting responses.

Malformed Accounting
Responses

The number of RADIUS accounting-response packets that contained
invalid authenticators received from this accounting server.

Bad Authenticators

The number of RADIUS accounting-request packets sent to this server
that did not yet time out or receive a response.

Pending Requests

The number of accounting time-outs to this server.Timeouts
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Table 143. RADIUS accounting server statistics information (Continued)

DescriptionField

The number of RADIUS packets of unknown type that were received from
this server on the accounting port.

Unknown Types

The number of RADIUS packets that were received from this server on the
accounting port and dropped for some other reason.

Packets Dropped

Modify the settings for a RADIUS accounting server on the switch To
modify the settings for a RADIUS accounting server on the switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Management Security > RADIUS > Accounting Server
Configuration.
The Accounting Server Configuration page displays.

6. Select the check box next to the server IP address.

7. Modify the configuration for the accounting server.

Note: If you change the selection from the Accounting Mode menu, the changes
are applied to all configured accounting servers, not just to the server for which you
selected the check box.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.
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Remove a RADIUS accounting server from the switch To remove a RADIUS
accounting server from the switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Management Security > RADIUS > Accounting Server
Configuration.
The Accounting Server Configuration page displays.

6. Select the check box next to the server IP address.

7. Click the Delete button.
Your settings are saved. The RADIUS accounting server is removed.

8. To save the settings to the running configuration, click the Save icon.

TACACS+ servers

TACACS+ provides a centralized user management system, while still retaining
consistency with RADIUS and other authentication processes. TACACS+ provides the
following services:

• Authentication: Provides authentication during login and through user names and
user-defined passwords.

• Authorization: Performed at login. When the authentication session is completed,
an authorization session starts using the authenticated user name. The TACACS+
server checks the user privileges.

The TACACS+protocol ensures network security throughencryptedprotocol exchanges
between the device and TACACS+ server.
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Configure the global TACACS+ settings
You can configure the global TACACS+ settings for communication between the switch
and a TACACS+ server.

To configure the global TACACS+ settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Management Security > TACACS > TACACS+ Configuration.
The TACACS+ Configuration page displays.

6. In the Key String field, specify the authentication and encryption key for TACACS+
communications between the switch and the TACACS+ server.
The range is from 0 to 128. The keymustmatch the key configured on the TACACS+
server.

7. In theConnection Timeout field, specify themaximum number of seconds allowed
to establish a TCP connection between the switch and the TACACS+ server.
The range is from 1 to 30 seconds. The default is 5 seconds.

8. From the Source Interfacemenu, select the source interface that must be used for
TACACS+ communication:

• None: The primary IP address of the originating (outbound) interface is used as
the source address.

• Routing interface: The primary IP address of a physical port is used as the source
address.

• Routing VLAN: The primary IP address of a VLAN routing interface is used as the
source address.

• Routing loopback interface: The primary IP address of a routing loopback
interface is used as the source address.

Main User Manual511Manage Switch Security

AV Line of Fully Managed Switches M4250 Series Main User Manual



• Service port: The management port source IP address is used as the source
address.

By default, VLAN 1 is used as source interface.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

Add a TACACS+ server to the switch
You can add up to five TACACS+ servers with which the switch can communicate.

To add a TACACS+ server to the switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Management Security> TACACS > TACACS+ Server
Configuration.
The TACACS+ Server Configuration page displays.

6. In the TACACS+ Server field, enter the TACACS+ server IP address.

7. In the Priority field, specify the priority for the TACACS+ server.
The priority determines the order in which the TACACS+ servers are contactedwhen
attempting to authenticate a user. A value of 0 is the highest priority. The range is
from 0 to 65535.

8. In thePort field, specify the authentication port number for TACAS+ server sessions.
The value must be in the range from 0 to 65535.

9. In the Key String field, specify the authentication and encryption key for TACACS+
communications between the device and the TACACS+ server.
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The key can be from 0 to 128 characters. The key must match the key used on the
TACACS+ server.

10. In theConnection Timeout field, specify the time that passes before the connection
between the device and the TACACS+ server times out.
The range is from 1 to 30 seconds.

11. Click the Add button.
The server is added to the switch.

12. To save the settings to the running configuration, click the Save icon.

Modify the settings for a TACACS+ server on the switch
To modify the settings for a TACACS+ server on the switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Management Security > TACACS+ > TACACS+ Server
Configuration.
The TACACS+ Server Configuration page displays.

6. Select the check box next to the server IP address.

7. Modify the configuration for the selected TACACS+ server.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.
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Remove a TACACS+ server from the switch
To remove a TACACS+ server from the switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Management Security > TACACS+ > TACACS+ Server
Configuration.
The TACACS+ Server Configuration page displays.

6. Select the check box next to the server IP address.

7. Click the Delete button.
The TACACS+ server is removed.

8. To save the settings to the running configuration, click the Save icon.

Authentication lists

An authentication login list specifies one or more authentication methods to validate
switch or port access for an admin or guest user. Access can be HTTP or HTTPS access
to themain UI or AV UI, or line access (that is, Telnet, SSH, or console access) to the CLI.

Configure a login authentication list
A login list specifies the authentication methods to be used to validate switch or port
access. An authentication list can apply to users that access the switch through one of
the following methods:

• Secure Shell (SSH): For information about selecting an authentication list for SSH
access, see SSH management access on page 533.
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• Telnet: For information about selecting an authentication list for Telnet access, see
Telnet management access on page 539.

• Console port: For information about selecting an authentication list for console port
access, see Console port management access on page 542.

Two default lists are present: defaultList and networkList. You cannot delete these lists.
By default, the preconfigured users (admin and guest) are assigned to both of these
lists in the following way:

• For SSH and Telnet access, by default, the preconfigured users are assigned to the
defaultList.

• For console access, by default, the preconfigured users are assigned to the
networkList.

All newly added users are also assigned to the defaultList until you specifically assign
them to a different list (see Configure the global 802.1X settings on page 552).

To configure a login authentication list:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Management Security > Authentication List > Login
Authentication List.
The Login Authentication List page displays.

6. Do one of the following:

• Create a new list: In the List Name field, specify a name.
The name can be up to 15 alphanumeric characters long and is not case-sensitive.

• Modify an existing list: Select the check box that is associated with the list.

7. From themenu in the1 column, select the authenticationmethod thatmust be used
first in the selected authentication login list.
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If you select a method that does not time out as the first method, such as Local, no
other method is tried, even if you specified more than one method. User
authentication occurs in the order that you select the methods:

• Local: The user’s locally stored name and password are used for authentication.
Because the Local method does not time out, if you select this option as the first
method, no other method is tried, even if you specified more than one method.
This is the default selection for method 1.

• Enable: The privileged EXEC password is used for authentication.
• Line: The line password is used for authentication.
• None: The user is allowed access without authentication.
• Radius: The user's name andpassword are authenticated using the RADIUS server
instead of the local server.

• Tacacs: The user's name and password are authenticated using the TACACS
server instead of the local server.

8. From themenus in the 2, 3, 4, 5, and 6 columns, select the authenticationmethods,
if any, that must be used in the selected authentication login list.
If a previous method times out, the next method is used. For example, the
authenticationmethod that you select in the2 column is tried after the authentication
method that select in the 1 column in the previous step. Similarly, the authentication
method that you select in the 3 column is tried after the authentication method that
you select in the 2 column, and so on. If you select a method that does not time out,
the next method is not tried.

For the menus in the 2, 3, 4, 5, and 6 columns, in addition to the options described
in the previous step, you can also select N/A. With the N/A option (which is the
default selection) the authenticationmethod is not used. This option is not available
for the menu in the 1 column.

9. Do one of the following:

• If you are adding a new list, click the Add button.
Your settings are saved. The list is added to the table.

• If you are changing an existing list, click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

Delete a login authentication list
You can delete a custom login authentication list that you no longer need. You cannot
delete the defaultList and networkList.
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To delete a login authentication list:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Management Security > Authentication List > Login
Authentication List.
The Login Authentication List page displays.

6. Select the check box that is associated with the list.

7. Click the Delete button.
Your settings are saved. The list is removed.

8. To save the settings to the running configuration, click the Save icon.

Configure an enable authentication list
An enable list specifies the authentication methods to validate privileged EXEC access
in the CLI. An enable list can apply to users that access the switch CLI through one of
the following methods:

• Secure Shell (SSH): For information about selecting an enable list for SSH access,
see SSH management access on page 533.

• Telnet: For information about selecting an enable list for Telnet access, see Telnet
management access on page 539.

• Console port: For information about selecting an enable list for console port access,
see Console port management access on page 542.

Two default lists are present: enableList and enableNetList. You cannot delete these
lists.

The preconfigured users (admin and guest) are assigned to the enableList until you
specifically select a different list.
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All newly added users are also assigned to the enableList until you specifically select a
different list.

To configure an enable authentication list:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Management Security > Authentication List > Enable
Authentication List.
The Enable Authentication List page displays.

6. Do one of the following:

• Create a new list: In the List Name field, specify a name.
The name can be up to 15 alphanumeric characters long and is not case-sensitive.

• Modify an existing list: Select the check box that is associated with the list.

7. From themenu in the1 column, select the authenticationmethod thatmust be used
first in the selected authentication login list.
If you select a method that does not time out as the first method, such as Local, no
other method is tried, even if you specified more than one method. User
authentication occurs in the order that you select the methods:

• Enable: The privileged EXEC password is used for authentication.
• Line: The line password is used for authentication.
• None: The user is allowed access without authentication.
• Radius: The user's name andpassword are authenticated using the RADIUS server
instead of the local server.

• Tacacs: The user's name and password are authenticated using the TACACS
server instead of the local server.

• Deny: The user is always denied access.

8. From the menus in the 2, 3, 4, and 5 columns, select the authentication methods, if
any, that must be used in the selected authentication login list.

Main User Manual518Manage Switch Security

AV Line of Fully Managed Switches M4250 Series Main User Manual



If a previous method times out, the next method is used. For example, the
authenticationmethod that you select in the2 column is tried after the authentication
method that select in the 1 column in the previous step. Similarly, the authentication
method that you select in the 3 column is tried after the authentication method that
you select in the 2 column, and so on. If you select a method that does not time out,
the next method is not tried.

For the menus in the 2, 3, 4, and 5 columns, in addition to the options described in
the previous step, you can also selectN/A. With the N/A option (which is the default
selection) the authentication method is not used. This option is not available for the
menu in the 1 column.

9. Do one of the following:

• If you are adding a new list, click the Add button.
Your settings are saved. The list is added to the table.

• If you are changing an existing list, click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

Delete an enable authentication list
You can delete a custom login authentication list that you no longer need. You cannot
delete the enableList and enableNetList.

To delete an enable authentication list:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Management Security > Authentication List > Enable
Authentication List.
The Enable Authentication List page displays.
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6. Select the check box that is associated with the list.

7. Click the Delete button.
Your settings are saved. The list is removed.

Configure the Dot1x authentication list
You can configure the dot1x authentication list, which specifies the authentication
methods to validate port access for users associated with the dot1x list. Only a single
dot1x list exists. For that list, you can select a single access method only. By default,
access to ports does not require authentication, so no default access method exists.

To configure the dot1x authentication list:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Management Security > Authentication List > Dot1x
Authentication List.
The Dot1x Authentication List page displays.

6. Select the check box for the dot1x list.

7. Select the authentication method that must be used:

• Ias: The user’s ID andpassword in the internal authentication server (IAS) database
is used for authentication.

• Local: The user’s locally stored name and password are used for authentication.
• None: The user is allowed access without authentication.
• Radius: The user's name andpassword are authenticated using the RADIUS server
instead of the local server.

8. Click the Apply button.
Your settings are saved.
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9. To save the settings to the running configuration, click the Save icon.

Configure the HTTP authentication list
You can configure the HTTP authentication list, which specifies the authentication
methods to validate switch or port access through HTTP, for example, through a web
browser session. Only a single HTTP authentication list exists, which, by default, uses
local authentication.

To configure the HTTP authentication list:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Management Security > Authentication List > HTTP
Authentication List.
The HTTP Authentication List page displays.

6. Select the check box for the HTTP list.

7. From themenu in the1 column, select the authenticationmethod thatmust be used
first in the selected authentication login list.
If you select a method that does not time out as the first method, such as Local, no
other method is tried, even if you specified more than one method. User
authentication occurs in the order that you select the methods:

• Local: The user’s locally stored name and password are used for authentication.
Because the Local method does not time out, if you select this option as the first
method, no other method is tried, even if you specified more than one method.
This is the default selection for method 1.

• None: The user is allowed access without authentication.
• Radius: The user's name andpassword are authenticated using the RADIUS server
instead of the local server.

• Tacacs: The user's name and password are authenticated using the TACACS
server instead of the local server.
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8. From the menus in the 2, 3, and 4 columns, select the authentication methods, if
any, that must be used in the selected authentication login list.
If a previous method times out, the next method is used. For example, the
authenticationmethod that you select in the2 column is tried after the authentication
method that select in the 1 column in the previous step. Similarly, the authentication
method that you select in the 3 column is tried after the authentication method that
you select in the 2 column, and so on. If you select a method that does not time out,
the next method is not tried.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

Configure the HTTPS authentication List
You can configure the HTTPS authentication list, which specifies the authentication
methods to validate switch or port access through secure HTTP (HTTPS), for example,
through a web browser session. Only a single HTTPS authentication list exists, which,
by default, uses local authentication.

To configure the HTTPS authentication list:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Management Security > Authentication List > HTTPS
Authentication List.
The HTTPS Authentication List page displays.

6. Select the check box for the HTTPS list.

7. From themenu in the1 column, select the authenticationmethod thatmust be used
first in the selected authentication login list.
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If you select a method that does not time out as the first method, such as Local, no
other method is tried, even if you specified more than one method. User
authentication occurs in the order that you select the methods:

• Local: The user’s locally stored name and password are used for authentication.
Because the Local method does not time out, if you select this option as the first
method, no other method is tried, even if you specified more than one method.
This is the default selection for method 1.

• None: The user is allowed access without authentication.
• Radius: The user's name andpassword are authenticated using the RADIUS server
instead of the local server.

• Tacacs: The user's name and password are authenticated using the TACACS
server instead of the local server.

8. From the menus in the 2, 3, and 4 columns, select the authentication methods, if
any, that must be used in the selected authentication login list.
If a previous method times out, the next method is used. For example, the
authenticationmethod that you select in the2 column is tried after the authentication
method that select in the 1 column in the previous step. Similarly, the authentication
method that you select in the 3 column is tried after the authentication method that
you select in the 2 column, and so on. If you select a method that does not time out,
the next method is not tried.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

Current login sessions

To display the current login sessions:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.
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The System Information page displays.

5. Select Security > Management Security > Login Sessions.
The Login Sessions page displays.

The following table describes the fields that are shown in the table.

Table 144. Login Sessions

DescriptionField

Identifies the ID of this row.ID

The user's name whose session is open.User Name

The machine from which the user is connected.Connection From

The idle session time.Idle Time

The total session time.Session Time

The type of session: Telnet, Serial, SSH, HTTP, or HTTPS.Session Type

HHTP and HTTPS management access

You can configure HTTP and secure HTTP (HTTPS) access to the switch’s management
interface.

Configure HTTP access settings
You can configure theHTTP access settings on the switch. If you access the switch device
UI, HTTP is the default access method.

To configure the HTTP access settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Access > HTTP > HTTP Configuration.
The HTTP Configuration page displays.

6. Select the HTTP Access Disable or Enable radio button:

• Disable: You cannot access the switch device UI from anHTTP session over aweb
browser.

• Enable: You can access the switch device UI from an HTTP session over a web
browser. This is the default setting.

7. In the HTTP Port field, enter the HTTP port number.
The valid range is 80 and from 1025 to 65535. The default port number is 80.

8. In the HTTP Session Soft Timeout (Minutes) field, specify the number of minutes
an HTTP session can be idle before a time-out occurs.
The value must be in the range from 0 to 60 minutes. The default value is 5 minutes.

After the session is inactive and times out, you are automatically logged out and
must reenter the password to access the device UI. A value of zero means that the
session does not time out.

9. In theHTTP SessionHard Timeout (Hours) field, specify the hard time-out for HTTP
sessions.
This time-out is unaffected by the activity level of the session. The value must be in
the range from 0 to 168 hours. A value of zero means that the session does not time
out. The default value is 24 hours.

10. In theMaximumNumber of HTTP Sessions field, specify the maximum number of
HTTP sessions that can exist at the same time.
The value must be in the range of 0 to 16. The default value is 16.

11. Click the Apply button.
Your settings are saved.

TheAuthentication List field displays HttpList, which is the default list for HTTP access.

12. To save the settings to the running configuration, click the Save icon.
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Configure the HTTPS access settings
Secure HTTP (HTTPS) enables the transmission of HTTP over an encrypted Secure
Sockets Layer (SSL) or Transport Layer Security (TLS) connection. When you manage
the switch over the device UI, HTTPS can help ensure that communication between the
management system and the switch is protected from eavesdroppers and
man-in-the-middle attacks.

To configure the HTTPS access settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Access > HTTPS > HTTPS Configuration.
The HTTPS Configuration page displays.

6. Select the Admin Mode Disable or Enable radio button:

• Disable: You cannot access the switch device UI from an HTTPS session over a
web browser.

Note: You can download SSL certificates only when HTTPS is disabled.

• Enable: You can access the switch device UI from an HTTPS session over a web
browser. This is the default setting.

The Operational Status field shows if HTTPS is operationally enabled or disabled.
For example, if all certificates expire, HTTPS is operationally disabled.

The TLS Version field shows the TLS version, which is always 1.2.

7. In the HTTPS Port field, specify the HTTPS port number.
The valid range is from 1025 to 65535. The default port number is 443.

8. In theHTTPS Session Soft Timeout (Minutes) field, specify the number of minutes
an HTTPS session can be idle before a time-out occurs.
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The value must be in the range from 0 to 60 minutes. The default value is 5 minutes.

After the session is inactive and times out, you are automatically logged out and
must reenter the password to access the device UI. A value of zero means that the
session does not time out.

9. In the HTTPS Session Hard Timeout (Hours) field, specify the hard time-out for
HTTPS sessions.
This time-out is unaffected by the activity level of the session. The value must be in
the range from 0 to 168 hours. A value of zero means that the session does not time
out. The default value is 24 hours.

10. In theMaximum Number of HTTPS Sessions field, specify the maximum number
of HTTPS sessions that can exist at the same time.
The value must be in the range of 0 to 16. The default value is 16.

11. Click the Apply button.
Your settings are saved.

The TLS Version field display 1.2, which is the default version for the switch.

The Authentication List field displays HttpsList, which is the default list for HTTPS
access.

12. To save the settings to the running configuration, click the Save icon.

Browser security message with HTTPS access
After you enable HTTPS access (see Configure HTTP access settings on page 524) and
you attempt to access the device UI, your browser might display a security warning
because of the self-signed certificate on the switch. This is expected behavior. You can
proceed, or add an exception for the security warning.

To proceed with a security warning or add an exception for a security warning:

• Google Chrome: Click the ADVANCED link. Then, click the Proceed to x.x.x.x
(unsafe) link, in which x.x.x.x represents the IP address of the switch.

• Apple Safari: Click the ShowDetails button. Then, click the visit this website link.
If a warning pop-up window displays, click the Visit Website button. If another
pop-up window display to let you confirm changes to your certificate trust settings,
enter your Mac user name and password and click the Update Setting button.

• Mozilla Firefox: Click theADVANCEDbutton. Then, click theAddExceptionbutton.
In the pop-up window that displays, click the Confirm Security Exception button.

• Microsoft Edge: Select Details > Go on to the webpage.
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• Microsoft Internet Explorer: Click the Continue to this website (not
recommended) link.

Note: For information about installing a specific security certificate on the switch, see
Manage certificates for HTTPS access onpage528 andUse anHTTP session todownload
and install an SSL security certificate file on the switch on page 750.

Manage certificates for HTTPS access
You canmanage SSL certificates for HTTPS access. The switch supports two certificates,
one of which one can be the active certificate.

You can either generate a certificate on the switch or transfer a certificate from a server
to the switch.

Display the status of the SSL certificates The switch can contain self-generated
certificates that you added and certificates that you transferred to the switch.
To display the status of the SSL certificates:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Access > HTTPS > Certificate Management.
The Certificate Management page displays.

6. From the Certificate Numbermenu, select the certificate, that is, select 1 or 2.

Note: A certificate that you transfer (upload) to the switch is assigned number 1.

The Certificate Present field displays if the selected certificate is present on the
switch.

The Certificate Expire field displays if the selected certificate is expired.
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The Certificate Status section displays the following for all certificates on the switch:

• Active Certificate: The active certificates on the switch. If HTTPS is disabled, None
is displayed. Otherwise, the certificate numbers are displayed.

• Expired Certificate(s): Any expired certificates on the switch.

Generate an SSL certificateYou cangenerate up to two self-signed SSL certificates
for HTTPS communication.

Note: Before you can generate a certificate, you must disable HTTPS (see Configure
the HTTPS access settings on page 526) and log back in to the device UI over an HTTP
session. After you generate the certificate, you can reenable HTTPS and log back in to
the device UI over an HTTPS session.

To generate an SSL certificate:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Access > HTTPS > Certificate Management.
The Certificate Management page displays.

6. From the Certificate Numbermenu, select the certificate, that is, select 1 or 2.
Your selection determines if the first or second certificate is generated.

7. Select the Generate Certificates radio button.

8. Click the Apply button.
The switch generates an SSL certificate.

The Certificate Generation Status field shows that the switch is in the process of
generating a certificate.

9. Click the Refresh button.
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The Certificate Present field shows Yes, indicating that the certificate is present.

10. To save the settings to the running configuration, click the Save icon.

Activate a certificate After you add a self-generated SSL certificate or transfer
(upload) and external certificate authority (CA)-signed certificate to the switch, you can
activate the certificate.
To activate a certificate:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Access > HTTPS > Certificate Management.
The Certificate Management page displays.

6. From the Certificate Numbermenu, select the certificate, that is, select 1 or 2.
Your selection determines if the first or second certificate is activated.

7. Select the Activate Certificate radio button.

8. Click the Apply button.
Your settings are saved and the certificate now active.

9. To save the settings to the running configuration, click the Save icon.
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Delete an SSL certificate

Note: Before you can delete a certificate, you must disable HTTPS (see Configure the
HTTPSaccess settingsonpage526) and logback in to thedeviceUI over anHTTP session.
After you delete the certificate, you can reenable HTTPS and log back in to the device
UI over an HTTPS session.

To delete an SSL certificate:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Access > HTTPS > Certificate Management.
The Certificate Present field displays Yes.

6. From the Certificate Numbermenu, select the certificate, that is, select 1 or 2.
Your selection determines if the first or second certificate is deleted.

7. Select Delete Certificates radio button.

8. Click the Apply button.
The certificate is removed.

Transfer an existing HTTPS certificate from a server to the switch You
can transfer a certificate file from a secure server to the switch. A certificate that you
transfer to the switch is assigned number 1.

Note: For information about downloading and installing an SSL certificate over anHTTP
session, see Use an HTTP session to download and install an SSL security certificate file
on the switch on page 750.

For the switch to accept HTTPS connections from a device, the switch requires a public
key certificate. You can generate a certificate externally (for example, offline) or obtain
a certificate authority (CA)-signed certificate and transfer it to the switch.
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Before you transfer a file from a server to the switch, the following conditions must be
true:

• The file that you transfer from a server is on the server in the appropriate directory.

• The file is in the correct format.

• The switch contains a path to the server.

Note: Before you can transfer a certificate, you must disable HTTPS (see Configure the
HTTPSaccess settingsonpage526) and logback in to thedeviceUI over anHTTP session.
After you transfer the certificate, you can reenable HTTPS and log back in to the device
UI over an HTTPS session.

To transfer an HTTPS certificate to the switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Access > HTTPS > Certificate Download.
The Certificate Update page displays.

6. From the File Typemenu, select the type of SSL certificate to download:

• SSL Trusted Root Certificate PEM File: SSL Trusted Root Certificate file (PEM
Encoded)

• SSL Server Certificate PEM File: SSL Server Certificate File (PEM Encoded)
• SSL DHWeak Encryption Parameter PEM File: SSL Diffie-Hellman Weak
Encryption Parameter file (PEM Encoded)

• SSL DH Strong Encryption Parameter PEM File: SSL Diffie-Hellman Strong
Encryption Parameter File (PEM Encoded)

7. From the Transfer Modemenu, select the protocol that must be used to transfer
the file:

• TFTP: Trivial File Transfer Protocol
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• SFTP: Secure File Transfer Protocol
• SCP: Secure Copy Protocol

8. From the Server Address Typemenu, select IPv4, IPv6, or DNS to indicate the
format for the TFTP Server IP field.
The default is IPv4.

9. In the Server Address field, specify the address or host name of the server.
The address can be an IP address in the standard IPv4 or IPv6 address format or a
host name. The host name must start with a letter of the alphabet.

10. In the Remote File Path field, enter the path of the file to download.
You can enter up to 96 characters. The default is blank.

11. In the Remote File Name field, enter the name of the file on the TFTP server to
download.
You can enter up to 32 characters. The default is blank.

12. If you select SFTP or SCP from the Transfer Modemenu, specify the following
settings:

• User Name: Specify the user name for login to the server.

• Password: Specify the password for login to the server.

13. Click the Apply button.
The file transfer starts.

A status message displays during the transfer and upon successful completion of
the transfer.

After the file transfer is complete, the certificate is assigned number 1.

14. To save the settings to the running configuration, click the Save icon.

SSH management access

You can display and modify the Secure Shell (SSH) server settings on the switch. SSH is
a network protocol that enables access to the CLI management interface by using an
SSH client on a remote administrative system. SSH is amore secure accessmethod than
Telnet because it encrypts communication between the administrative system and the
device. You candownloador generate SSHhost keys for secureCLI-basedmanagement.
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Configure the global SSH access settings
You can configure the global SSH access settings.

To configure SSH settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Access > SSH > SSH Configuration.
The SSH Configuration page displays.

6. Select the SSH Admin Mode Disable or Enable radio button.
This selection enables or disables the SSH global administrative mode. When
enabled, you can access the switch by using an SSH client on a remote system. The
default value is Disable.

7. In the SSH Session Timeout field, specify the inactivity time-out period for SSH
sessions to the switch.
If an SSH session is inactive and the time-out period is exceeded, the session is
terminated. The range is from 1 to 160 minutes. The default is 5 minutes.

8. In theMaximum Number of SSH Sessions field, specify the maximum number of
SSH sessions that can be simultaneously made to the switch.
The range is from 0 to 5. The default is 5 sessions.

9. From the Authentication Listmenu, select a login authentication list.
This list is used to authenticate users who try to log in to the switch. The default list
is networkList. For more information about login authentication lists, see Configure
a login authentication list on page 514.

10. From the Enable Authentication Listmenu, select an enable authentication list.
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This list is used to authenticate users who try to get privileged EXEC access. The
default list is enableList. For more information about enable authentication lists, see
Configure an enable authentication list on page 517.

11. In the SSH Port field, specify the port for SSH access.
The range is from range from 1 to 65535. The default port number is 22.

12. Click the Apply button.
Your settings are saved.

13. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields that display on the page.

Table 145. SSH configuration information

DescriptionField

The switch can accept connections from an SSH client using protocol level 2 for
SSH (SSH-2). Protocol level 2 for SSH is enabled by default.

SSH Version

The number of active SSH sessions between remote SSH clients and the switch.Current Number of SSH
Sessions

Displays if one or both (if any) of the following keys are present on the device:
• SSH-2 Rivest-Shamir-Adelman (RSA) key file (PEM encoded)

• SSH-2 Digital Signature Algorithm (DSA) key file (PEM encoded)
If no keys are presents, No is displayed.

Keys Present

Manage RSA and DSA keys for SSH access
You can manage Rivest-Shamir-Adelman (RSA) and Digital Signature Algorithm (DSA)
keys for SSH access to the switch.

Generate an RSA or DSA key

Note: To generate an SSH key file, SSH must be disabled (see Configure the global
SSH access settings on page 534).

To generate an RSA or DSA key:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
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The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Access > SSH > Host Keys Management.
The Host Keys Management page displays.

The Keys Present field displays whether a certificate is present on the switch.

6. Do one of the following:

• RSA key: In the RSA Keys Management section, select the Generate RSA Keys
radio button.

• DSA key: In the DSA Keys Management section, select the Generate DSA Keys
radio button.

7. Click the Apply button.
The switch generates a key. The Key Generation In Progress field shows progress
information.

8. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields that display on the page.

Table 146. Host Key Status information

DescriptionField

Displays which of the following keys or both (if any) are present on the
device:
• SSH-2 Rivest-Shamir-Adelman (RSA) key file (PEM Encoded)

• SSH-2 Digital Signature Algorithm (DSA) key file (PEM Encoded)

Keys Present

Displays which key is being generated (if any), RSA, DSA, or None.Key Generation In Progress

Delete an RSA or DSA key

Note: To delete an SSH key file, SSH must be disabled (see Configure the global SSH
access settings on page 534).
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To delete an RSA or DSA key:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Access > SSH > Host Keys Management.
The Host Keys Management page displays.

The Keys Present field displays Yes.

6. Do one of the following:

• RSAkey: In the RSAKeysManagement section, select theDeleteRSAKeys radio
button.

• DSA key: In the DSA Keys Management section, select the Delete DSA Keys
radio button.

7. Click the Apply button.
The keys are removed.

8. To save the settings to the running configuration, click the Save icon.

Transfer existing SSH keys from a TFTP server to the switch You can
transfer an SSH-2 RSA or DSA key file from a remote switch or computer to the switch.
Before you transfer a file from a TFTP server to the switch, the following conditionsmust
be true:

• The file that you transfer from a TFTP server is on the server in the appropriate
directory.

• The file is in the correct format.

• The switch contains a path to the TFTP server.

Note: To download an SSH key file to the switch, SSHmust be disabled (see Configure
the global SSH access settings on page 534).
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To transfer SSH keys to the switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Access > SSH > Host Keys Download.
The Host Keys Download page displays.

6. From the File Typemenu, select the type of key file to download:

• SSH-2 RSA Key PEM File: SSH-2 Rivest-Shamir-Adelman (RSA) key file (PEM
Encoded)

• SSH-2 DSA Key PEM File: SSH-2 Digital Signature Algorithm (DSA) key file (PEM
Encoded)

7. From the Transfer Modemenu, select the protocol that must be used to transfer
the file:

• TFTP: Trivial File Transfer Protocol
• SFTP: Secure File Transfer Protocol
• SCP: Secure Copy Protocol

8. From the Server Address Typemenu, select IPv4, IPv6, or DNS to indicate the
format for the TFTP Server IP field.
The default is IPv4.

9. In the Server IP field, specify the address or host name of the server.
The address can be an IP address in the standard IPv4 or IPv6 address format or a
host name. The host name must start with a letter of the alphabet.

10. In the Remote File Path field, enter the path of the file to download.
You can enter up to 96 characters. The default is blank.

11. In the Remote File Name field, enter the name of the file on the TFTP server to
download.
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You can enter up to 32 characters. The default is blank.

12. If you select SFTP or SCP from the TransferModemenu, enter the user name in the
Username field.
This is the user name with which you access the SFTP or SCP server.

13. If you select SFTP or SCP from the Transfer Modemenu, enter the password in the
Password field.
This is the password that is required to access the SFTP or SCP server.

14. Click the Apply button.
The file transfer starts. A status message displays during the transfer and upon
successful completion of the transfer.

15. To save the settings to the running configuration, click the Save icon.

Telnet management access

You can configure Telnet authentication lists andmanageoutbound and inboundTelnet.

Select Telnet authentication lists
You can select a login authentication list and an enable authentication list:

• Login authentication list: The login list specifies the authentication methods used
to validate switch or port access for the users associated with the list. For more
information, see Configure a login authentication list on page 514.

• Enable authentication list: The enable list specifies the authentication methods
used to validate privileged EXEC access for the users associated with the list. For
more information, see Configure an enable authentication list on page 517.

To configure the Telnet authentication lists:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Access > Telnet.
The Telnet page displays.

6. From the Authentication Listmenu, select which login authentication list must be
used to establish a Telnet session.
The default is networkList.

7. From the Enable Authentication Listmenu, select which enable authentication list
must be used to access the privileged EXECmode in an established Telnet session.
The default is enableList.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Configure inbound Telnet settings
If you enable inbound Telnet sessions and allow new Telnet sessions to be established,
authorized users can establish new Telnet sessions to the switch until the maximum
number of Telnet sessions is exceeded. An established Telnet session remains active
until the session is ended or the session time-out period is exceeded.

To configure the inbound Telnet settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Access > Telnet.
The Telnet page displays.
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6. In the Inbound Telnet section, configure the following settings:

a. Select the Telnet Server Admin Mode Disable or Enable radio button.
This selection specifies if the switch accepts any inbound Telnet sessions. By
default, the Enable radio button is selected.

b. Next to Allow new telnet sessions, select the Disable or Enable radio button.
This selection specifies if the switch accepts new Telnet sessions, that is, new in
addition to a current Telnet session. By default, the Enable radio button is
selected. If you disable this option, an established session remains active until
the session is ended, after which no new Telnet session can be established.

c. In the Session Timeout (Minutes) field, specify the time in minutes after which
an inactive Telnet session is automatically ended.
The range is from 1 to 160 minutes. The default is 5 minutes.

d. In theMaximum Number of Sessions field, specify how many simultaneous
inbound Telnet sessions are allowed.
The maximum is 5, which is also the default.

7. Click the Apply button.
Your settings are saved.

The Current Number of Sessions field in the Inbound Telnet section displays the
number of current inbound Telnet sessions.

8. To save the settings to the running configuration, click the Save icon.

Configure outbound Telnet settings
If you enable outbound Telnet sessions and allow newTelnet sessions to be established,
authorized users can establish new Telnet sessions from the switch to another device
until themaximumnumber of Telnet sessions is exceeded. An established Telnet session
remains active until the session is ended or the session time-out period is exceeded.

To configure the outbound Telnet settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Access > Telnet.
The Telnet page displays.

6. In the Outbound Telnet section, configure the following settings:

a. Next to Allow new telnet sessions, select the Disable or Enable radio button.
This selection specifies if the switch allows new outbound Telnet sessions. By
default, the Enable radio button is selected. If you disable this option, an
established session remains active until the session is ended.

b. In the Session Timeout (Minutes) field, specify the time in minutes after which
an inactive Telnet session is automatically ended.
The range is from 1 to 160 minutes. The default is 5 minutes.

c. In theMaximum Number of Sessions field, specify how many simultaneous
outbound Telnet sessions are allowed.
The maximum is 5, which is also the default.

7. Click the Apply button.
Your settings are saved.

The Current Number of Sessions field in the Outbound Telnet section displays the
number of current outbound Telnet sessions.

8. To save the settings to the running configuration, click the Save icon.

Console port management access

You can configure the settings for a serial port (console port) connection to the switch.

To configure the console port settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
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The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Access > Console Port.
The Console Port page displays.

6. In the Serial Port Login Timeout (minutes) field, specify the time in minutes after
which an inactive console port connection is automatically ended.
The range is from 1 to 160minutes. The default is 5 minutes. Entering 0 disables the
time-out.

7. From the Baud Rate (bps)menu, select the default baud rate for the console port
connection.
You can choose from 1200, 2400, 4800, 9600, 19200, 38400, 57600, and 115200
baud. The default is 115200 baud.

8. From the Authentication Listmenu, select a login authentication list.
This list is used to authenticate users who try to log in to the switch. The default is
defaultList. For more information about login authentication lists, see Configure a
login authentication list on page 514.

9. From the Enable Authentication Listmenu, select an enable authentication list.
This list is used to authenticate users who try to get privileged EXEC access. The
default list is enableList. For more information about enable authentication lists, see
Configure an enable authentication list on page 517.

10. Click the Apply button.
Your settings are saved.

11. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable information that is displayed.
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Table 147. Console port information

DescriptionField

The number of bits in a character. This setting is always 8.Character Size (bits)

Shows if hardware flow control is enabled or disabled. This setting is always disabled.Flow Control

The number of stop bits per character. This setting is always 1.Stop Bits

The parity method used on the console port. This setting is always None.Parity

Denial of service

You can select which types of denial of service (DoS) attacks the switch monitors and
blocks.

To configure individual DoS settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Access > Denial of Service Configuration.
The Denial of Service Configuration page displays.

6. Select the types of DoS attacks for the switch to monitor and block and configure
any associated values:

• Denial of Service Min TCP Header Size: Specify the minimum TCP header size
allowed. If you select the Denial of Service TCP Fragment radio button, the
switch drops the first TCP fragment with a TCP payload packet for which the
minimumTCPheader size is larger than the IP payload lengthminus the IP header
size. The range for the minimum TCP header size is from 0 to 255. The default
value is 20.
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• Denial of Service ICMPv4: Enabling ICMPv4 DoS prevention causes the switch
to drop ICMPv4 packets with a type set to ECHO_REQ (ping) and a size greater
than the configured ICMPv4 packet size. By default, this option is disabled.

• Denial of ServiceMax ICMPv4Packet Size: Specify themaximum ICMPv4packet
size allowed. If ICMPv4 DoS prevention is enabled, the switch drops ICMPv4 ping
packets with a size greater than the configured value. The range is from0 to 16376.
The default value is 512.

• Denial of Service ICMPv6: Enabling ICMPv6 DoS prevention causes the switch
to drop ICMPv6 packets with a type set to ECHO_REQ (ping) and a size greater
than the configured ICMPv6 packet size. By default, this option is disabled.

• Denial of ServiceMax ICMPv6Packet Size: Specify themaximum ICMPv6packet
size allowed. If ICMPv6 DoS prevention is enabled, the switch drops ICMPv6 ping
packets with a size greater than the configured value. The range is from0 to 16376.
The default value is 512.

• Denial of Service First Fragment: Enabling first fragment DoS prevention causes
the switch to check the DoS options on the first fragment of a fragmented IP
packet. Otherwise, the switch ignores the first fragment of a fragmented IP packet.
By default, this option is disabled.

• Denial of Service ICMP Fragment: Enabling ICMP Fragment DoS prevention
causes the switch to drop ICMP fragmented packets. By default, this option is
disabled.

• Denial of Service SIP=DIP: Enabling SIP=DIP DoS prevention causes the switch
to drop packets with a source IP address equal to the destination IP address. By
default, this option is disabled.

• Denial of Service SMAC=DMAC: Enabling SMAC=DMACDoSprevention causes
the switch to drop packets with a source MAC address equal to the destination
MAC address. By default, this option is disabled.

• Denial of Service TCP FIN&URG&PSH: Enabling TCP FIN & URG & PSH DoS
prevention causes the switch to drop packets with TCP flags FIN, URG, and PSH
set and the TCP sequence number equal to 0. By default, this option is disabled.

• Denial of Service TCP Flag&Sequence: Enabling TCP Flag DoS prevention
causes the switch to drop packets with TCP control flags set to 0 and the TCP
sequence number set to 0. By default, this option is disabled.

• Denial of Service TCPFragment: Enabling TCPFragmentDoSprevention causes
the switch to drop packets with a TCP payload for which the IP payload length
minus the IP header size is less than the minimum allowed TCP header size. By
default, this option is disabled.

• Denial of Service TCP Offset: Enabling TCP Offset DoS prevention causes the
switch to drop packets with a TCP header offset set to 1. By default, this option is
disabled.

• Denial of Service TCP Port: Enabling TCP Port DoS prevention causes the switch
to drop packets for which the TCP source port is equal to the TCP destination
port. By default, this option is disabled.

Main User Manual545Manage Switch Security

AV Line of Fully Managed Switches M4250 Series Main User Manual



• Denial of Service TCP SYN: Enabling TCP SYNDoSprevention causes the switch
to drop packets with the TCP flag SYN set. By default, this option is disabled.

• Denial of Service TCPSYN&FIN: Enabling TCP SYN&FINDoSprevention causes
the switch to drop packets with TCP flags SYN and FIN set. By default, this option
is disabled.

• Denial of ServiceUDPPort: EnablingUDPPort DoSprevention causes the switch
to drop packets for which the UDP source port is equal to the UDP destination
port. By default, this option is disabled.

• Stacked VLAN0 tag dropmode: Enabling the tag drop mode for stacked VLAN
0 causes the switch to forward or drop packets that are tagged with VLAN 0 and
forward or drop SNAP packets. (SNAP stands for Stateful Network-Wide
Abstractions for Packet Processing.) By default, this option is disabled.

7. Click the Apply button.
Your settings are saved.

8. To save the settings to the running configuration, click the Save icon.

Management access profiles and rules

Access control allows you to configure an access control profile and set rules for access
to the device UI, access by SNMP stations, and client access to a TFTP server. We refer
to an access control profile as an access profile. You can add a single access profile,
which you can configure, activate, or deactivate.

CAUTION: If you configure a security access profile incorrectly and you activate the
access profile, you might no longer be able to access the switch’s device UI. If that
situation occurs, you must reset the switch to factory default settings (see Reset the
switch to the factory default settings on page 738).

Add an access profile
You can set up a single security access profile with which you can associate an access
rule configuration.

To add an access profile:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Access > Access Control > Access Profile Configuration.
The Access Profile Configuration page displays.

6. In the Access Profile Name field, enter the name of the access profile to be added.
The maximum length is 32 characters.

7. Click the Apply button.
Your settings are saved. By default, the access profile is deactivated. After you add
rules, you can activate the access profile.

8. To save the settings to the running configuration, click the Save icon.

Add a rule to the access profile
After you add the access profile, you can add one or more security access rules to the
access profile.

If you access the switch from a computer, make sure that you add a permit rule for the
type of service that you use (for example, HTTPS), your computer’s IP address, and your
computer’s subnet mask.

CAUTION: You must add a permit rule for your device and access method, otherwise
you are locked out from the switch after you activate the access profile. If that situation
occurs, you must reset the switch to factory default settings (see Reset the switch to the
factory default settings on page 738).

To add a rule to the access profile:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Access > Access Control > Access Rule Configuration.
The Access Rule Configuration page displays.

6. From the Rule Typemenu, select Permit or Deny to permit or deny access when
the selected rules are matched.
A Permit rule allows access from a device that matches the rule criteria. A Deny rule
blocks a device that matches the rule criteria.

7. From the Service Typemenu, select the accessmethod to which the rule is applied.
Unless you allow any access method, the policy is restricted by the selected access
method. Possible access methods are Any, TELNET, TFTP, HTTP, Secure HTTP
(SSL), SNMP, Secure Telnet (SSH), and SNTP.

8. In the Source IP Address field, enter the source IP address from which the
management traffic originates.

9. In theMask field, specify the subnet mask from which the management traffic
originates.

10. In the Priority field, assign a priority to the rule.
The rules are validated against the incoming management request in ascending
order of their priorities. If a rule matches, the action is performed and subsequent
rules below that rule are ignored. For example, if a source IP address 10.10.10.10
is configured with priority 1 to permit, and the same source IP address 10.10.10.10
is also configured with priority 2 to deny, then access is permitted if the profile is
active, and the second rule is ignored.

11. Click the Add button.
The access rule is added.

12. To save the settings to the running configuration, click the Save icon.

Activate the access profile
After you add rules to the access profile, you can activate the access profile.

CAUTION: If you configure a security access profile incorrectly and you activate the
access profile, you might no longer be able to access the switch’s device UI. If that
situation occurs, you must reset the switch to factory default settings (see Reset the
switch to the factory default settings on page 738).
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To activate the access profile:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Access > Access Control > Access Profile Configuration.
The Access Profile Configuration page displays. The Deactivate Profile check box
is selected.

6. Select the Activate Profile check box.

7. Click the Apply button.
Your settings are saved and the access profile is now active.

8. To save the settings to the running configuration, click the Save icon.

Display the access profile summary and the number of
filtered packets
After you added rules to the active profile, you can display the entries in the summary.
If the access profile is active, you can also display the number of filtered packets.

To display the access profile summary and the number of filtered packets:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Access > Access Control > Access Profile Configuration.
The Access Profile Configuration page displays.

The Packets Filtered field displays the number of packets filtered.

6. To refresh the page with the latest information about the switch, click the Refresh
button.
The following table describes the nonconfigurable data that is displayed.

Table 148. Access profile configuration profile summary

DescriptionField

The action performed when the rules match.Rule Type

The service type selected. The policy is restricted by the selected service type.Service Type

The source IP address of the client originating the management traffic.Source IP Address

The subnet mask of the IP Address.Mask

The priority of the rule.Priority

Deactivate an access profile
You can deactivate an access profile.

To deactivate an access profile:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.
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The System Information page displays.

5. Select Security > Access > Access Control > Access Profile Configuration.
The Access Profile Configuration page displays. The Activate Profile check box is
selected.

6. Select the Deactivate Profile check box.

7. Click the Apply button.
Your settings are saved and the access profile is now deactivated.

8. To save the settings to the running configuration, click the Save icon.

Remove an access profile
You can remove an access profile that you no longer need. Before you can remove the
access profile, you must deactivate it (see Deactivate an access profile on page 550).

To remove an access profile:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Access > Access Control > Access Profile Configuration.
The Access Profile Configuration page displays. The Deactivate Profile check box
is selected.

6. Select the Remove Profile check box.

7. Click the Apply button.
The access profile is removed.

8. To save the settings to the running configuration, click the Save icon.
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Port authentication

With port-based authentication, when 802.1X is enabled both globally and on the port,
successful authentication of any one supplicant attached to the port results in all users
being able to use the port without restrictions. At any time, only one supplicant is allowed
to attempt authentication on a port in this mode. Ports in this mode are under
bidirectional control. 802.1X is the default authenticationmode. 802.1X is also referred
to as dot1x.

Note: For port authentication, if we refer to a port, it means the same as a physical
interface.

An 802.1X network includes three components:

• Authenticator: The port that is authenticated before access to system services is
permitted.

• Supplicant: The host that is connected to the authenticated port requesting access
to the system services.

• Authentication server: The external server, for example, the RADIUS server that
performs the authentication on behalf of the authenticator, and indicates whether
the supplicant is authorized to access system services.

Configure the global 802.1X settings
You can enable 802.X on the switch and configure the global 802.1X settings that apply
to the switch and to specific users.

If you enable 802.1X, authentication must be performed by a RADIUS server:

• RADIUS server: Configure a RADIUS server (see RADIUS servers on page 500).

• Primary authenticationmethod: Set the primary authenticationmethod to RADIUS,
that is, RADIUSmust bemethod1 for the defaultList setting of the login authentication
list (see Configure a login authentication list on page 514).

To configure the global 802.1X settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Port Authentication > Basic > 802.1X Configuration.
The 802.1X Configuration page displays.

6. Select the Dot1x Admin Mode Disable or Enable radio button:

• Enabled: 802.1X port-based authentication is globally enabled on the switch.
• Disabled: 802.1X port-based authentication is globally disabled on the switch.
This is the default setting. The switch does not check for 802.1X authentication
before allowing traffic on any ports, even if individual ports are configured to
allow only authenticated users.

7. Select the Authentication Admin Mode Disable or Enable radio button:

• Enabled: The authentication admin mode is enabled, requiring authentication
to be performed by a RADIUS server. This means that the primary authentication
method must be RADIUS. To set the method, select Security > Management
Security > Authentication List > Authentication List and select Radius as method
1 for defaultList. For more information, see Configure a login authentication list
on page 514.

• Disabled: The authentication adminmode is disabled, which is the default setting.
The switch does not check for 802.1X authentication before allowing traffic on
any ports, even if the 802.1X port-based authentication is globally enabled (see
the previous step) and the ports are configured to allow only authenticated users.

8. Select the VLAN Assignment Mode Disable or Enable radio button.
When enabled, this feature allows a port to be placed into a particular VLAN based
on the result of the authentication or type of 802.1X authentication a client uses
when it accesses the device. The authentication server can provide information to
the device about which VLAN to assign the supplicant. The default is Disable.

9. Select the EAPOL Flood Mode Disable or Enable radio button.
This selection specifies whether Extensible Authentication Protocol (EAP) over LAN
(EAPoL) flood support is enabled on the switch. The default is Disable.

10. From the Dynamic VLAN Creation Modemenu, select Disable or Enable.
If RADIUS-assigned VLANs are enabled, the RADIUS server includes the VLAN ID in
the 802.1X tunnel attributes of its responsemessage to the device. If dynamic VLAN
creation is enabled on the device and the RADIUS-assigned VLAN does not exist,
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the assigned VLAN is dynamically created. This means that the client can connect
from any port and is assigned to the appropriate VLAN. This feature gives flexibility
for clients to move around the network without much additional configuration
required. The default is Disable.

11. From theMonitor Modemenu, select Disable or Enable.
If enabled, this option lets the switch monitor the dot1x authentication process and
can help you to diagnose authentication failures, if they occur. The default is Disable.

12. From theUsersmenu, select the user name towhich the login list that you can select
in the next step must apply.

13. From the Loginmenu, select the login list that applies to the user name that you
select in the previous step.
If 802.1X is enabled, the default dot1xList applies for authentication, as displayed
in the Authentication List field.

The Software Version field always display 0.

14. Click the Apply button.
Your settings are saved.

15. To save the settings to the running configuration, click the Save icon.

Manage port authentication on individual ports
You can enable and configure port access control on one or more physical ports.

Configure 802.1X settings for a port You can configure 802.1X port access
control settings for one or more ports.
To configure 802.1X settings for a port:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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5. Select Security > Port Authentication > Advanced > Port Authentication.

The previous figure shows part of the page only.

6. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

7. From the Control Modemenu, select an option:

• Auto: The authenticator port access entity (PAE) sets the controlled port mode
to reflect the outcome of the authentication exchanges between the supplicant,
authenticator, and the authentication server. This is the default setting.

• ForceAuthorized: The authenticator PAE unconditionally sets the controlled port
to authorized.

• Force Unauthorized: The authenticator PAE unconditionally sets the controlled
port to unauthorized.

8. From the Host Modemenu, select an option to specify the number of clients and
the type of clients that can be authenticated and authorized on the port:

• Single-Host: One data client only can be authenticated on the port. After
authentication succeeds, access is granted to this client only but not to other
clients. Only when this client logs off can another client be authenticated and
authorized on the port and granted access to the port.

• Multi-Host: Initially, one data client only can be authenticated on the port. After
authentication succeeds, access is granted to all clients connected to the port.
As an example, use this option when a WiFi access point is connected to an
access-controlled port of a NAS. After the access point is authenticated by the
NAS, the port is authorized for traffic from not just the access point but also from
all the WiFi clients connected to the access point.
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• Multi-Domain: One data client and one voice client can be authenticated on the
port. After authentication succeeds, the data and voice clients are granted access.
As an example, use this option when an IP phone is connected to a NAS port and
a laptop is connected to the hub port of the IP phone. Both devices must be
authenticated to access the network services behind the NAS. The voice and data
domains are segregated. (The RADIUS server attribute Cisco-AVPair =
device-traffic-class=voice is used to identify a voice client.)

• Multi-Auth: One voice client and multiple data clients can be authenticated on
the port. After authentication succeeds, access is granted to all clients.
As an example, use this option when a network of laptops and an IP phone are
connected to a NAS port via a hub.

• Multi-Domain-Multi-Host: Initially, one voice client and one data client can be
authenticated on the port. After the data client is authenticated, access is granted
to all clients connected to the port and they are considered data clients.
As an example, use this option when an IP phone is connected to a NAS port and
a virtual machine (VM) controller is connected to the hub port of the IP phone.
The VM controller hosts multiple VMs. Both the VM controller and the IP phone
must be authenticated to access the network services behind the NAS. The voice
and data domains are segregated. After the VM controller is authenticated, traffic
is allowed from all VMs hosted by the VM controller. Note that if the data client is
authenticated first, the voice client can be authenticated only using 802.1x.

9. From theMABmenu, select to enable or disableMAC-based authentication bypass
(MAB) for 802.1x unaware clients.
MAB functions only if the port control mode is MAC-based. The default selection is
Disable.

10. From theMAB Auth Typemenu, select a MAB authentication option:

• EAP-MD5: The MD5 hash of the MAC address is sent as the password in the EAP
message (Radius Attribute 79) to the authentication server.

• PAP: The MAC address of the client is sent as the password, similar to the format
of Attribute 1, in clear text as part of theUser-Passwordmessage (Radius Attribute
2).

• CHAP: A randomly generated 16-octet challenge is sent as the CHAP-Challenge
message (Radius Attribute 60) along with the CHAP-Password message (Radius
Attribute 3). The CHAP ID is a unique number that is used to identify the session.
The MAC address of the client is retrieved and formatted using the configured
Attribute 1 format. Then, this information is used as a secret to derive the
information for the CHAP-Password message. The information for the
CHAP-Password message is calculated as MD5 (with the CHAP-ID, secret, and
CHAP-Challenge).
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11. In theQuiet Period field, enter the period in seconds during which the interface
does not attempt to acquire a supplicant after an earlier authentication exchange
failed.
Enter a value in the range from 0 to 65535. A quiet period of 0 means that the
interface does not acquire a supplicant at all. The default is 60 seconds.

12. In the Transmit Period field, enter the period in seconds after which the interface
sends an EAPOL EAP Request/Identity frame to the supplicant.
Enter a value in the range from 0 to 65535. The default is 30 seconds.

13. In the GuestVLAN ID field, enter the ID of the guest VLAN.
Enter a value in the range from 0 to 4093. The default is 0.

14. In the Unauthenticated VLAN ID field, enter the ID for the unauthenticated VLAN
ID
A user is allowed three attempts to enter the correct credentials. Otherwise, the
client is placed in the unauthenticated VLAN. Enter a value in the range from 0 to
4093. The default is 0.

15. In theMax ReAuth Requests field, enter the maximum number of reauthentication
requests that are allowed.
Enter a value in the range from 1 to 20. The default value is 2.

16. In the Supplicant Timeout field, enter the period in second after which the interface
times out the supplicant.
Enter a value in the range from 0 to 65535. The default is 30 seconds.

17. In the Server Timeout field, enter the period after which the interface times out the
authentication server.
Enter a value in the range from 0 to 65535. The default is 30 seconds.

18. In theMaximum Requests field, enter the maximum number of times that the
interface sends an EAPOL EAP request/identity to the supplicant before timing out
the supplicant.
Enter a value in the range from 1 to 10. The default is 2.

19. From the PAE Capabilitiesmenu, select Authenticator or Supplicant to specify
the function of the port access entity (PAE).
The default is Authenticator.

20. From thePeriodic Reauthenticationmenu, select to enable or disable the periodic
reauthentication option of the supplicant.
The default is Disable.
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21. If you enable the periodic reauthentication option, in the Reauthentication Period
field, enter the period in seconds after which the supplicantmust be reauthenticated.
Enter a value in the range from 0 to 65535. The default is 3600 seconds.

22. From theUser Privilegesmenu, select admin orguest to limit the type of users that
can be granted access.
By default, both admin and guest users can be granted access.

23. In theMax Users field, enter the maximum number of supplicants that the interface
can support.
The default is 48.

24. In the Authentication Order columns, enter the order in which authentication must
occur for up to three methods:

• Method 1: The default selection is DOT1X. The other options are MAB, and
CAPTIVE PORTAL. You cannot disable Method 1.

• Method 2: The default selection is MAB. The other options are None, DOT1X,
and CAPTIVE PORTAL. Disable Method 2 by selecting None.

• Method3: The default selection is CAPTIVE PORTAL. The other options areNone,
DOT1X, and MAB. Disable Method 3 by selecting None.

As an example, if a client tries 802.1X authentication (based on the user and client
credentials) and authentication fails, the interface proceedswithMAB authentication.
If that method fails too, the interface proceeds with captive portal authentication. If
that method fails too, the client cannot be authenticated.

25. Click the Apply button.
Your settings are saved.

26. To save the settings to the running configuration, click the Save icon.

Initialize 802.1X on a port You can initialize a port only if the controlmode setting
is Auto. This is the default setting, in which the authenticator port access entity (PAE)
sets the controlled port mode to reflect the outcome of the authentication exchanges
between the supplicant, authenticator, and the authentication server.
To initialize 802.1X on a port:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Port Authentication > Advanced > Port Authentication.
The Port Authentication page displays.

6. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

7. Click the Initialize button.
802.1X on the selected port is reset to the initialization state. Traffic sent to and from
the port is blocked during the authentication process. This button is available only
if the control mode is auto. When you click this button, the action is immediate. You
do not need to click the Apply button for the action to occur.

Display the port summary
You can display summary information about the port-based authentication settings for
each port.

To display the port summary:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

Main User Manual559Manage Switch Security

AV Line of Fully Managed Switches M4250 Series Main User Manual



5. Select Security > Port Authentication > Advanced > Port Summary.
The Port Summary page displays.

6. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 149. Port summary information

DescriptionField

The port for which settings are displayed.Port

This configured control mode for the port:

• Force Unauthorized: The authenticator port access entity (PAE)

unconditionally sets the controlled port to unauthorized.

• ForceAuthorized: The authenticator PAE unconditionally sets the controlled

port to authorized.

• Auto: The authenticator PAE sets the controlled port mode to reflect the

outcome of the authentication exchanges between the supplicant,

authenticator, and the authentication server.

Control Mode

The control mode under which the port is actually operating. The options are

as follows:

• ForceUnauthorized

• ForceAuthorized

• Auto

• MAC Based

• N/A: If the port is in detached state, the value is N/A because the port cannot

participate in port access control.

Operating Control Mode

Indicates if reauthentication of the supplicant is allowed. If the value is True,

reauthentication is allowed. Otherwise, reauthentication is not allowed.

Reauthentication Enabled

The control direction, whichdetermines thedegree towhichprotocol exchanges

occur between a supplicant and authenticator. The direction affects whether

the unauthorized controlled port exerts control over communication in both

directions (disabling both incoming andoutgoing frames) or just in the incoming

direction (disabling only the reception of incoming frames).

Control Direction
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Table 149. Port summary information (Continued)

DescriptionField

The port access entity (PAE) functionality, which is either Authenticator or

Supplicant.

PAE Capabilities

The state of the authenticator PAE:

• Initialize

• Authenticating

• Authenticated

• Held

• Unauthenticated

Authenticator PAE State

Indicates if key transmission is enabled. If the value is False, key transmission

does not occur. Otherwise, key transmission is supported.

Key Transmission Enabled

The authorization status of the port:

• N/A: If the port is in detached state, the value is N/A because the port cannot

participate in port access control.

• Authorized

• Unauthorized

Port Status

The protocol version is always 2, corresponding to the second version of the

802.1X specification.

Protocol Version

Display the client summary
You can display information about supplicant devices that are connected to the local
authenticator ports. If no active 802.1X sessions exist, the table is empty.

To display the client summary:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Port Authentication > Advanced > Client Summary.
The Client Summary page displays.

6. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable fields on the page.

Table 150. Client summary information

DescriptionField

The port for which information is displayed.Port

The name that represents the identity of the supplicant device.User Name

The MAC address of the supplicant’s device.Supplicant Mac Address

The period in seconds since the supplicant logged in.Session Time

The policy filter ID assigned by the authenticator to the supplicant device.Filter ID

The VLAN ID assigned by the authenticator to the supplicant device.VLAN ID

The reason for the VLAN ID assignedby the authenticator to the supplicant device:

• Default Assigned VLAN: The client was authenticated on the port default

VLAN and the authentication server was not a RADIUS server.

• Radius Assigned VLAN: RADIUS was used to authenticate the client.

• UnauthenticatedVLAN: The client was authenticated on theUnauthenticated

VLAN.

• Guest VLAN: The client was authenticated on the Guest VLAN.

• Voice VLAN: The client was authenticated on the Voice VLAN.

• Monitor Mode VLAN: The client was authenticated in Monitor mode and

assigned by the RADIUS server to a monitor VLAN.

• Not Assigned: The client was not assigned to any VLAN.

VLAN Assigned

The session time-out enforced by the RADIUS server for the supplicant device.Session Timeout
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Table 150. Client summary information (Continued)

DescriptionField

The termination action enforced by the RADIUS server for the supplicant device.Termination Action

The time left before the session is terminated for the reason that is displayed in

the Termination Action field.

Time left for Session

Termination Action

MAC filters for traffic control

You can create MAC filters that limit the traffic allowed into and out of specified ports
on the switch. The traffic limitations are based on MAC addresses.

Create a MAC filter
You can create MAC filters that limit the traffic allowed into and out of specified ports
on the system.

To create a MAC filter:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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5. Select Security > Traffic Control > MAC Filter.

The previous figure shows the page for a 12-port model.

6. From theMAC Filtermenu, select Create Filter.
If you did not configure any filters, this is the only option available.

7. From the VLAN IDmenu, select the VLAN that must be used with the MAC address.

8. In theMAC Address field, specify the MAC address of the filter in the format
XX:XX:XX:XX:XX:XX.
You cannot define filters for the following MAC addresses:

• 00:00:00:00:00:00
• 01:80:C2:00:00:00 to 01:80:C2:00:00:0F
• 01:80:C2:00:00:20 to 01:80:C2:00:00:21
• FF:FF:FF:FF:FF:FF

9. In the Port and LAG tables in the Source Port Members section, select the ports and
LAGs that must be included in the inbound filter.
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If a packet with the MAC address and VLAN ID that you specify is received on a port
that is not part of the inbound filter, the packet is dropped.

10. In the Port and LAG tables in the Destination Port Members section, select the ports
and LAGs that must be included in the outbound filter.
A packet with the MAC address and VLAN ID that you specify can be transmitted
only from a port that is part of the outbound filter.

Note: Destination ports can be included only in a multicast filter. A multicast filter
is determined by the MAC address that you enter in the MAC Address field.

11. Click the Apply button.
Your settings are saved.

12. To save the settings to the running configuration, click the Save icon.

Delete a MAC filter
You can remote an existing MAC filter that you no longer need.

To delete a MAC filter:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Traffic Control > MAC Filter.
The MAC Filter Configuration page displays.

6. From theMAC Filtermenu, select the MAC filter.

7. Click the Delete button.
The filter is removed.

8. To save the settings to the running configuration, click the Save icon.

Main User Manual565Manage Switch Security

AV Line of Fully Managed Switches M4250 Series Main User Manual



Display the MAC filter summary
You can display the MAC filters that are configured on the switch.

To display the MAC filter summary:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Traffic Control > MAC Filter > MAC Filter Summary.
The MAC Filter Summary page displays.

The following table describes the nonconfigurable fields on the page.

Table 151. MAC filter summary information

DescriptionField

The MAC address of the filter in the format XX:XX:XX:XX:XX:XX.MAC Address

The VLAN ID used with the MAC address to fully identify packets you want

filtered.

VLAN ID
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Table 151. MAC filter summary information (Continued)

DescriptionField

The ports to be used for filtering inbound packets.Source Port Members

The ports to be used for filtering outbound packets.Destination PortMembers

Port security

Port security lets you lock one or more ports on the switch. When a port is locked, the
port can only forwardpacketswith a sourceMACaddresses that you specifically allowed.
The port discards all other packets.

Configure the global port security mode
To configure the global port security mode:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Traffic Control > Port Security > Port Administration.
The Port Administration page displays.

6. To enable port security on the switch, select the Port Security Mode Enable radio
button.
The default is Disable.

The Port Security Violations table shows information about violations that occurred
on ports that are enabled for port security.
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Table 152. Port security violations information

DescriptionField

The interface.Port

The source MAC address of the last packet that was discarded on a locked port.Last Violation MAC

The VLAN ID corresponding to the last MAC address violation.VLAN ID

Configure a port security interface
A MAC address can be defined as allowable by one of two methods: dynamically or
statically. Both methods are used concurrently when a port is locked.

Dynamic locking implements a first arrivalmechanism for port security. You specify how
many addresses can be learned on the locked port. If the limit is not reached, a packet
with an unknown source MAC address is learned and forwarded normally. If the limit is
reached, no more addresses are learned on the port. Any packets with source MAC
addresses that are not already learned arediscarded. You can effectively disable dynamic
locking by setting the number of allowable dynamic entries to zero.

Static locking allows you to specify a list of MAC addresses that are allowed on a port.
The behavior of packets is the same as for dynamic locking: only packets with an
allowable source MAC address can be forwarded.

To configure port security settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Traffic Control > Port Security > Interface Configuration.
The Interface Configuration page displays.
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6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associatedwith the interface,
or type the interface number in theGo To Interface field and click theGo button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. Specify the following settings:

• SecurityMode: Enable or disable the port security feature. The default is Disable.
• MaxLearnedMACAddress: Specify themaximumnumberof dynamically learned
MAC addresses. The default value is 4096. If you specify 0, the interface does not
learn any MAC addresses.

• MaxStaticMACAddress: Specify themaximumnumber of statically lockedMAC
addresses. The default value is 48.

• Violation Shutdown: Enable or disable shutdown if a packet with a disallowed
MAC address is received. The default is Disable.

• Violation Traps: Enable or disable sending of violation traps if a packet with a
disallowed MAC address is received. The default is Disable.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

Display learnedMAC addresses and convert them to static
addresses
After you enabled port security globally (see Configure the global port security mode
on page 567) and enabled port security for specific interfaces (see Configure a port
security interface on page 568), you can convert a dynamically learnedMAC address to
a statically locked address.
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To display learned MAC addresses for an individual interface or LAG and convert
these MAC addresses to static MAC addresses:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Traffic Control > Port Security > Dynamic MAC Address.
The Dynamic MAC Address page displays.

6. To display the learned MAC addresses for an interface, from the Port Listmenu,
select the interface or LAG.
The Number of Dynamic MAC Addresses Learned field displays the number of
dynamically learned MAC addresses on a specific port.

The following table shows the MAC addresses and their associated VLANs learned
on the selected interface.

DescriptionField

The VLAN ID corresponding to the MAC address.VLAN ID

The MAC addresses learned on port.MAC Address

7. To convert the dynamically learned MAC addresses on the interface to statically
locked addresses, select the Convert Dynamic Address to Static check box.
The dynamic MAC address entries are converted to static MAC address entries in a
numerically ascending order until the static limit is reached.

8. To refresh the page, click the Refresh button.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.
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Add a static MAC address to the MAC address table for
port security
Static MAC address entries are the ones that you manually add to the MAC address
table for port security for a specific interface and VLAN.

To add a static MAC address to the MAC address table for port security:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Traffic Control > Port Security > Static MAC Address.
The Static MAC Address page displays.

6. From the Interfacemenu, select the interface or LAG.

7. In the Static MAC Address field, enter the MAC address.

8. From the VLAN IDmenu, select the VLAN ID that must be associated with the MAC
address.

9. Click the Add button.
The static MAC address is added to the MAC address table.

10. To save the settings to the running configuration, click the Save icon.

Remove a static MAC address from theMAC address table
for port security
You can remove a static MAC address that you no longer need for port security.

To remove a static MAC address from the MAC address table for port security:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
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The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Traffic Control > Port Security > Static MAC Address.
The Static MAC Address page displays.

6. From the Interfacemenu, select the interface or LAG.

7. Select the check box for the MAC address.

8. Click the Delete button.
The static MAC address is removed from the MAC address table.

9. To save the settings to the running configuration, click the Save icon.

Private port groups

To add a level of security, you can set up a private group of physical ports (not LAGs)
that can function in isolated or community mode:

• Isolatedmode group: A port that you add asmember of the group cannot forward
its egress traffic to any other members in the same group.

• Communitymodegroup: A port that you add asmember of the group can forward
its egress traffic to other members in the same group, but not to members in other
groups.

Add a private port group
After you add a private group, you can add members to the group (see Configure the
membership of a private port group on page 574).

To add a private port group:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.
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3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Traffic Control > PrivateGroup>PrivateGroupConfiguration.
The Private Group Configuration page displays.

6. In the Group Name field, enter the private group name.
The name can be up to 24 characters.

7. From the Group Modemenu, select the mode for the private group:

• Isolated: A port that you add as member of the group cannot forward its egress
traffic to any other members in the same group.

• Community: A port that you add as member of the group can forward its egress
traffic to other members in the same group, but not to members in other groups.

8. Click the Add button.
The private group is added.

9. To save the settings to the running configuration, click the Save icon.

Remove a private port group
You can remove a private port group that you no longer need.

To remove a private port group:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.
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The System Information page displays.

5. Select Security > Traffic Control > PrivateGroup>PrivateGroupConfiguration.
The Private Group Configuration page displays.

6. Select the check box next to the private group.

7. Click the Delete button.
The private group is removed.

8. To save the settings to the running configuration, click the Save icon.

Configure the membership of a private port group
After you add a private port group, you can add members to the group (see Add a
private port group on page 572).

To configure the membership of a private port group:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Traffic Control > Private Group > Private Group Membership.
The Private Group Membership page displays.

6. From the Group IDmenu, select the group ID.

7. In the Ports table, select the ports that must be members of the group.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable information on the page.
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Table 153. Private group membership information

DescriptionField

The name of the private group.Group Name

The mode of the private group (Community or Isolated).Group Mode

Protect ports

If a port is configured as protected, it does not forward traffic to any other protected
port on the switch, but it does forward traffic to unprotected ports. You can configure
ports as protected or unprotected.

To configure protected ports:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Traffic Control > Protected Ports.
The Protected Ports page displays.

6. From the Group ID list, select 0, 1, or 2 to combine the selected protected ports in
a logical group.
Traffic can flow between protected ports belonging to different groups, but not
within the same group. The group ID can be 0, 1, or 2.

7. To associate a name with the protected ports group, specify a name in the Group
Name field.
The name can be up to 32 alphanumeric characters long, including blanks.
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8. In the Ports table, select the ports that must be protected ports andmembers of the
protected port group.
By default, all ports are unprotected.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

Private VLANs

Aprivate VLAN contains switch ports that cannot communicate with each other, but can
access another network. These ports are called private ports. Each private VLANcontains
one or more private ports and a single uplink port or uplink aggregation group. Note
that all traffic between private ports is blocked at all layers, not just Layer 2 traffic, but
also traffic such as FTP, HTTP, and Telnet.

A private VLAN separates a regular VLAN domain into two or more subdomains. Each
subdomain is defined (represented) by a primary VLAN and a secondary VLAN:

• Primary VLAN: The primary VLAN ID is the same for all subdomains that belong to
a private VLAN.

• Secondary VLAN: The secondary VLAN ID differentiates subdomains from each
other and provides Layer 2 isolation between ports of the same private VLAN.

Within a private VLAN, three types of VLANs can exist:

• Primary VLAN: The VLAN forwards traffic from promiscuous ports to isolated ports,
community ports, and other promiscuous ports in the sameprivate VLAN. In a private
VLAN, you can configure one primary VLAN only. All ports in a private VLAN share
the same primary VLAN.

• IsolatedVLAN: The VLAN is a secondary VLAN that carries traffic from isolated ports
to promiscuous ports. In a private VLAN, you can configure one isolated VLAN only.

• Community VLAN: The VLAN is a secondary VLAN that forwards traffic between
ports that belong to the same community and to the promiscuous ports. In a private
VLAN, you can configure multiple community VLANs.

Within a private VLAN, the switch supports five types of port designations:

• Promiscuousport: The port is amember of a primary VLAN (within the private VLAN)
and can communicate with all types of ports in the private VLAN, including other
promiscuous ports, community ports, and isolated ports.
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• Community port: The port is a host port that is a member of a community VLAN (a
secondary VLAN within the private VLAN) and that can communicate with other
community ports and promiscuous ports.

• Isolated port: The port is a host port that is a member of an isolated VLAN (a
secondary VLAN within the private VLAN) and that can communicate with
promiscuous ports only.

• Promiscuous trunk port: The port is both an uplink trunk port (for example, it can
connect a router) and a promiscuous port that can be amember of multiple primary
VLANs (within the private VLAN) aswell as regular VLANs. The port processes tagged
traffic to communicatewith all types of ports in private VLANs (includingpromiscuous
ports, community ports, and isolated ports) and with ports in regular VLANs.

• Isolated trunk port: The port is both a downlink trunk port (for example, it can
connect tomultiple downstream devices) and can be amember of multiple isolated
VLANs (secondary VLANs within private VLANs) as well as regular VLANs. The port
processes tagged traffic to communicatewith ports in isolated VLANs andwith ports
in regular VLANs. The downstream devices that are connected to the isolated trunk
port do not need to be capable of supported private VLANs.

Overview of the tasks for private VLAN configuration
To set up a private VLAN that allows for communication between switches in a network,
perform the tasks that are described in the following sections:

1. Assign a private VLAN type to a VLAN on page 578.
By default, a VLAN is a regular VLAN, so you must assign a private VLAN type to a
VLAN.

2. Configure a private VLAN association with a primary and secondary VLAN on page
579.
A private VLAN must consist of a single primary VLAN and one or more secondary
VLANs.

3. Configure the private VLAN port mode on page 581.
Aportmust be in the correct portmode to participate in a private VLAN. For example,
to make a port a member of an isolated VLAN or community VLAN, you must first
configure the port as a host port.

4. Private VLAN host interface: Assign the interface to primary and secondary VLANs
on page 583.
For a port that you configured to function in host mode, configure a single primary
VLAN and a single secondary VLAN.
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5. Private VLAN promiscuous interface: Assign the interface to primary and secondary
VLANs on page 586.
For a port that you configured to function in promiscuous mode, configure a single
primary VLAN and one or more secondary VLANs.

6. Private VLAN promiscuous trunk interface: Add primary and secondary VLANs to
the trunk on page 589.
For a port that you configured to function in promiscuous trunkmode, add primary
and secondary VLANs to the trunk.

7. Private VLAN isolated trunk interface: Add primary and secondary VLANs to the
trunk on page 591
For a port that you configured to function in isolated trunkmode, add primary and
secondary VLANs to the trunk.

8. Configure native and allowed VLANs on a private VLAN trunk interface on page 593
For port that you configured to function in a private VLAN trunkmode (either in
promiscuous trunk mode or in isolated trunk mode), configure native VLANs for
untagged traffic and allowed private VLANs.

Assign a private VLAN type to a VLAN
To each VLAN, you can assign a private VLAN type, which can be Primary, Isolated, or
Community. By default, a VLAN is a regular VLAN and assigned the private VLAN type
Unconfigured.

To assign a private VLAN type to a VLAN:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Traffic Control > Private VLAN > Private VLAN Type
Configuration.

Main User Manual578Manage Switch Security

AV Line of Fully Managed Switches M4250 Series Main User Manual



The Private VLAN Type Configuration page displays.

6. Select the check box for the VLAN.

7. From the Private VLAN Typemenu, select the type of private VLAN:

• Unconfigured: The VLAN is not a private VLAN but a regular VLAN. This the
default setting.

• Primary: The VLAN is a primary VLAN that forwards traffic frompromiscuous ports
to isolated ports, community ports, and other promiscuous ports in the same
private VLAN. In a private VLAN, you can configure one primary VLAN only. All
ports in a private VLAN share the same primary VLAN.

• Isolated: The VLAN is a secondary VLAN that carries traffic from isolated ports to
promiscuous ports. In a private VLAN, you can configure one isolated VLAN only.

• Community: The VLAN is a secondary VLAN that forwards traffic between ports
that belong to the same community and to the promiscuous ports. In a private
VLAN, you can configure multiple community VLANs.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Configure a private VLAN association with a primary and
secondary VLAN
You can configure a private VLAN by associating a single primary VLAN with one or
more secondary VLANs.

To configure a private VLAN association with a primary and secondary VLAN:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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5. Select Security > Traffic Control > Private VLAN > Private VLAN Association
Configuration.
The Private VLAN Association Configuration page displays.

6. If you are changing an existing private VLAN association, select the check box for
the private VLAN association.

7. Form the Primary VLANmenu, select the primary VLAN ID for the private VLAN.
This selection specifies the primary VLANwithin the private VLAN. You can associate
secondary VLANs in the private VLAN with this primary VLAN.

For information about configuring a primary VLAN for the private VLAN, see Assign
a private VLAN type to a VLAN on page 578.

8. In the Secondary VLANs field, specify one ormore secondary VLANs for the private
VLAN.
This selection specifies secondary VLANs (isolated VLANs, community VLANs, or a
combination of both) within the private VLAN. The secondary VLANs are associated
with the primary VLAN in the private VLAN.

You can specify a single VLAN ID, a range of VLAN IDs, or a combination of both in
sequence separated by a comma (,):

• You can specify individual VLAN ID, such as 10.
• You can specify the VLAN range values separated by a hyphen, for example,
10-13.

• You can specify the combination of both separated by commas, for example:
12,15,40–43,1000–1005, 2000.

For information about configuring an isolated or community VLAN for the private
VLAN, see Assign a private VLAN type to a VLAN on page 578.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable information displayed on the page.
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Table 154. Private VLAN Association

DescriptionField

The single isolated VLAN associated with the selected primary VLAN.Isolated VLAN

The list of community VLANs associated with the selected primary VLAN.Community VLAN(s)

Remove an existing private VLAN association
You can remove a private VLAN association that you no longer need.

To remove a private VLAN association:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Traffic Control > Private VLAN > Private VLAN Association
Configuration.
The Private VLAN Association Configuration page displays.

6. Select the check box for the private VLAN association.

7. Click the Delete button.
Your settings are saved. The private VLAN association is removed.

8. To save the settings to the running configuration, click the Save icon.

Configure the private VLAN port mode
A port must be in the correct port mode to participate in a private VLAN.
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The private plan port mode determines if a port (or LAG) can function in Host mode for
a primary or secondary VLAN (within a private VLAN) or in Promiscuous mode for a
promiscuous VLAN (within a private VLAN).

You can also configure a port (or LAG) to function as a promiscuous trunk for an uplink
to a router or as an isolated trunk for a downlink to multiple devices. These types of
private VLAN trunk ports can carry multiple private VLANs as well as regular VLANs.

To configure the private VLAN port mode:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Traffic Control > Private VLAN > Private VLAN Port Mode
Configuration.
The Private VLAN Port Mode Configuration page displays.

6. From the Port VLANModemenu, select the private VLAN port mode:

• General: The port functions in general mode and not as a port in a private VLAN.
This is the default setting.

• Host: The port functions in host mode in a private VLAN. In this mode, the port
can be member of a community VLAN or isolated VLAN:

• Community VLAN: The port is a member of a secondary VLAN (within the
private VLAN) and can communicate with other community ports and
promiscuous ports.

• Isolated VLAN: The port is a member of a secondary VLAN (within the private
VLAN) and can communicate only with promiscuous ports.

To configure a host port to be amember of specific VLANs, see Private VLAN host
interface: Assign the interface to primary and secondary VLANs on page 583.

• Promiscuous: The port functions in promiscuous mode in a private VLAN. In this
mode, the port can communicate with all types of ports in the private VLAN,
including other promiscuous ports, community ports, and isolated ports.
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To configure a promiscuous port to be a member of specific VLANs, see Private
VLANpromiscuous interface: Assign the interface toprimary and secondary VLANs
on page 586.

• Promiscuous trunk port: The port functions in promiscuous trunk mode as both
an uplink trunk port (for example, it can connect a router) and a promiscuous port
that can be amember of multiple primary VLANs (within the private VLAN) as well
as regular VLANs. In this mode, the port processes tagged traffic to communicate
with all types of ports in private VLANs (including promiscuous ports, community
ports, and isolated ports) and with ports in regular VLANs.
To assign a promiscuous trunk port to specific VLANs, see Private VLAN
promiscuous trunk interface: Add primary and secondary VLANs to the trunk on
page 589.

• Isolated trunk port: The port functions in isolated trunk mode (for example, it
can connect to multiple downstream devices) and can be a member of multiple
isolated VLANs (secondary VLANswithin private VLANs) as well as regular VLANs.
In this mode, the port processes tagged traffic to communicate with ports in
isolated VLANs and with ports in regular VLANs. The downstream devices that
are connected to the isolated trunk port do not need to be capable of supported
private VLANs.
To assign an isolated trunk port to specific VLANs, see Private VLAN isolated trunk
interface: Add primary and secondary VLANs to the trunk on page 591.

7. Click the Apply button.
Your settings are saved.

8. To save the settings to the running configuration, click the Save icon.

Private VLANhost interface: Assign the interface to primary
and secondary VLANs
If you configure the private VLAN port mode of an interface as Host (see Configure the
private VLAN port mode on page 581), you can assign the interface to a single primary
VLAN and single secondary VLAN.

To assign a private VLAN host interface to a primary and secondary VLAN:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Traffic Control > Private VLAN > Private VLAN Host Interface
Configuration.
The Private VLAN Host Interface Configuration page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1 (the unit ID of the switch): Only physical interfaces are displayed. This is the
default setting.

• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associated with the port, or
type the port number in the Go To Interface field and click the Go button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

The interface that you select must be configured in Host mode (see Configure the
private VLAN port mode on page 581).

8. In the Host Primary VLAN field, specify a primary VLAN ID.
You can select a VLAN for which you configured the type as Primary (see Assign a
private VLAN type to a VLAN on page 578).

9. In the Host Secondary VLAN field, specify a secondary VLAN ID.
You can select a VLAN for which you configured the type as Isolated or Community,
both of which are secondary VLAN types within a private VLAN (see Assign a private
VLAN type to a VLAN on page 578).

10. Click the Apply button.
Your settings are saved.

TheOperational VLAN(s) fields shows the primary and secondary VLANs that operate
on the host interface.

11. To save the settings to the running configuration, click the Save icon.
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Private VLAN host interface: Remove the interface from
primary and secondary VLANs
You can remove a private VLAN host interface from primary and secondary VLANs.

To remove a private VLAN host interface from primary and secondary VLANs:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Traffic Control > Private VLAN > Private VLAN Host Interface
Configuration.
The Private VLAN Host Interface Configuration page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1 (the unit ID of the switch): Only physical interfaces are displayed. This is the
default setting.

• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associated with the port, or
type the port number in the Go To Interface field and click the Go button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

The interface that you select must be configured in Host mode (see Configure the
private VLAN port mode on page 581).

8. Click the Delete button.
Your settings are saved. The interface is removed from the primary and secondary
VLANs.

Main User Manual585Manage Switch Security

AV Line of Fully Managed Switches M4250 Series Main User Manual



9. To save the settings to the running configuration, click the Save icon.

Private VLAN promiscuous interface: Assign the interface
to primary and secondary VLANs
If you configure the private VLAN port mode of an interface as Promiscuous (see
Configure the private VLAN port mode on page 581), you can assign the interface to a
single primary VLAN and to one or more secondary VLANs.

To assign a private VLAN promiscuous interface to a primary VLAN and secondary
VLANs:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Traffic Control > Private VLAN > Private VLAN Promiscuous
Interface Configuration.
The Private VLAN Promiscuous Interface Configuration page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1 (the unit ID of the switch): Only physical interfaces are displayed. This is the
default setting.

• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associated with the port, or
type the port number in the Go To Interface field and click the Go button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.
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The interface that you selectmust be configured in Promiscuousmode (seeConfigure
the private VLAN port mode on page 581).

8. In the Promiscuous Primary VLAN field, specify a primary VLAN ID.
You can select a VLAN for which you configured the type as Primary (see Assign a
private VLAN type to a VLAN on page 578).

9. In the Promiscuous Secondary VLAN IDs field, specify one or more secondary
VLAN IDs.
You can specify VLANs for which you configured the type as Isolated or Community,
both of which are secondary VLAN types within a private VLAN (see Assign a private
VLAN type to a VLAN on page 578).

You can specify a single VLAN ID, a range of VLAN IDs, or a combination of both in
sequence separated by a comma (,):

• You can specify individual VLAN ID, such as 10.
• You can specify the VLAN range values separated by a hyphen, for example,
10-13.

• You can specify the combination of both separated by commas, for example:
12,15,40–43,1000–1005, 2000.

Note: The VLAN IDs that you specify overwrites the secondary VLANs that you
configured on the Private VLAN Association Configuration page (see Configure a
private VLAN association with a primary and secondary VLAN on page 579).

10. Click the Apply button.
Your settings are saved.

TheOperational VLAN(s) fields shows the primary and secondary VLANs that operate
on the promiscuous interface.

11. To save the settings to the running configuration, click the Save icon.

Private VLAN promiscuous interface: Remove the interface
from primary and secondary VLANs
You can remove a private VLAN promiscuous interface from primary and secondary
VLANs.

To remove a private VLAN promiscuous interface from primary and secondary
VLANs:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
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The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Traffic Control > Private VLAN > Private VLAN Promiscuous
Interface Configuration.
The Private VLAN Promiscuous Interface Configuration page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1 (the unit ID of the switch): Only physical interfaces are displayed. This is the
default setting.

• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associated with the port, or
type the port number in the Go To Interface field and click the Go button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

The interface that you selectmust be configured in Promiscuousmode (seeConfigure
the private VLAN port mode on page 581).

8. Click the Delete button.
Your settings are saved.

Your settings are saved. The interface is removed from the primary and secondary
VLANs.

9. To save the settings to the running configuration, click the Save icon.
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Private VLAN promiscuous trunk interface: Add primary
and secondary VLANs to the trunk
If you configure the private VLAN port mode of an interface as Promiscuous Trunk (see
Configure the private VLAN port mode on page 581), you can add multiple VLAN
configurations to the trunk. Each VLAN configuration consists of single primary VLAN
and one or more secondary VLANs.

To addaprimaryVLANand secondaryVLANs to aprivateVLANpromiscuous trunk
interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Traffic Control > Private VLAN > Private VLAN Promiscuous
Trunk Interface Configuration.
The Private VLAN Promiscuous Trunk Interface Configuration page displays.

6. From the Interfacemenu, select an interface or LAG for which you configured the
VLAN port mode as Promiscuous Trunk mode.
Formore information about port VLANmodes, see Configure the private VLANport
mode on page 581.

7. In the Promiscuous Trunk Primary VLAN field, specify a primary VLAN ID.
You can select a VLAN for which you configured the type as Primary (see Assign a
private VLAN type to a VLAN on page 578).

8. In thePromiscuous Trunk Secondary VLAN(s) field, specify one ormore secondary
VLAN IDs.
You can specify VLANs for which you configured the type as Isolated or Community,
both of which are secondary VLAN types within a private VLAN (see Assign a private
VLAN type to a VLAN on page 578).
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You can specify a single VLAN ID, a range of VLAN IDs, or a combination of both in
sequence separated by a comma (,):

• You can specify individual VLAN ID, such as 10.
• You can specify the VLAN range values separated by a hyphen, for example,
10-13.

• You can specify the combination of both separated by commas, for example:
12,15,40–43,1000–1005, 2000.

Note: The VLAN IDs that you specify overwrites the secondary VLANs that you
configured on the Private VLAN Association Configuration page (see Configure a
private VLAN association with a primary and secondary VLAN on page 579).

9. Click the Apply button.
Your settings are saved.

TheOperational VLAN(s) fields shows the primary and secondary VLANs that operate
on the promiscuous trunk interface.

10. To save the settings to the running configuration, click the Save icon.

Private VLANpromiscuous trunk interface: Remove primary
and secondary VLANs from the trunk
You can remove primary and secondary VLANs from a private VLAN promiscuous trunk
interface.

To remove primary and secondary VLANs from a private VLAN promiscuous trunk
interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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5. Select Security > Traffic Control > Private VLAN > Private VLAN Promiscuous
Trunk Interface Configuration.
The Private VLAN Promiscuous Trunk Interface Configuration page displays.

6. From the Interfacemenu, select an interface or LAG for which you configured the
VLAN port mode as Promiscuous Trunk mode.
Formore information about port VLANmodes, see Configure the private VLANport
mode on page 581.

7. Select the check box for the VLAN configuration.

8. Click the Delete button.
Your settings are saved.

The primary and secondary VLANs are removed from the selected interface. The
VLANs themselves are not deleted.

9. To save the settings to the running configuration, click the Save icon.

Private VLAN isolated trunk interface: Add primary and
secondary VLANs to the trunk
If you configure the private VLAN port mode of an interface as Isolated Trunk (see
Configure the private VLAN port mode on page 581), you can add multiple VLAN
configurations to the trunk. Each VLAN configuration consists of single primary VLAN
and one or more secondary VLANs.

To add a primary VLAN and secondary VLANs to a private VLAN isolated trunk
interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Traffic Control > Private VLAN > Private VLAN Isolated Trunk
Interface Configuration.
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The Private VLAN Isolated Trunk Interface Configuration page displays.

6. From the Interfacemenu, select an interface or LAG for which you configured the
VLAN port mode as Isolated Trunk mode.
Formore information about port VLANmodes, see Configure the private VLANport
mode on page 581.

7. In the Isolated Trunk Primary VLAN field, specify a primary VLAN ID.
You can select a VLAN for which you configured the type as Primary (see Assign a
private VLAN type to a VLAN on page 578).

8. In the Isolated Trunk Secondary VLAN(s) field, specify one or more secondary
VLAN IDs.
You can specify VLANs for which you configured the type as Isolated or Community,
both of which are secondary VLAN types within a private VLAN (see Assign a private
VLAN type to a VLAN on page 578).

You can specify a single VLAN ID, a range of VLAN IDs, or a combination of both in
sequence separated by a comma (,):

• You can specify individual VLAN ID, such as 10.
• You can specify the VLAN range values separated by a hyphen, for example,
10-13.

• You can specify the combination of both separated by commas, for example:
12,15,40–43,1000–1005, 2000.

Note: The VLAN IDs that you specify overwrites the secondary VLANs that you
configured on the Private VLAN Association Configuration page (see Configure a
private VLAN association with a primary and secondary VLAN on page 579).

9. Click the Apply button.
Your settings are saved.

TheOperational VLAN(s) fields shows the primary and secondary VLANs that operate
on the isolated trunk interface.

10. To save the settings to the running configuration, click the Save icon.

Private VLAN isolated trunk interface: Remove primary and
secondary VLANs from the trunk
You can remove primary and secondary VLANs from a private VLAN isolated trunk
interface.
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To remove primary and secondary VLANs from a private VLAN isolated trunk
interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Traffic Control > Private VLAN > Private VLAN Isolated Trunk
Interface Configuration.
The Private VLAN Isolated Trunk Interface Configuration page displays.

6. From the Interfacemenu, select an interface or LAG for which you configured the
VLAN port mode as Isolated Trunk mode.
Formore information about port VLANmodes, see Configure the private VLANport
mode on page 581.

7. Select the check box for the VLAN configuration.

8. Click the Delete button.
Your settings are saved.

The primary and secondary VLANs are removed from the selected interface. The
VLANs themselves are not deleted.

9. To save the settings to the running configuration, click the Save icon.

Configure native and allowed VLANs on a private VLAN
trunk interface
If you configure an interface as either a private VLAN promiscuous interface or a private
VLAN isolated trunk interface, you can also allow untagged traffic from a native VLAN
on the same trunk interface. By default, VLAN 1 is both the default and the native VLAN,
but you can configure another VLAN as the native VLAN (see Configure the switch port
mode settings for interfaces on page 196).
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If you do not specify a native VLAN on the private trunk interface, all untagged packets
are dropped from the private VLAN trunk interface.

To configure native and allowed VLANs on a private VLAN trunk interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Traffic Control > Private VLAN > Private VLAN Trunk Interface
Configuration.
The Private VLAN Trunk Interface Configuration page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1 (the unit ID of the switch): Only physical interfaces are displayed. This is the
default setting.

• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associated with the port, or
type the port number in the Go To Interface field and click the Go button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

The interface that you select must be configured either in Promiscuous Trunk mode
or Isolated Trunk mode (see Configure the private VLAN port mode on page 581).

8. In the Trunk Native VLAN field, specify a VLAN ID for a native VLAN.
By default, VLAN 1 is both the default and the native VLAN, but you can configure
another VLAN as the native VLAN (see Configure the switch port mode settings for
interfaces on page 196).
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9. In the Trunk Allowed VLAN field, specify one or more VLAN IDs for private VLAN
configurations that consists of primary VLAN and secondary VLANs.
You can specify VLANs for which you configured the type as Promiscuous, Isolated,
or Community within a private VLAN (see Assign a private VLAN type to a VLAN on
page 578).

You can specify a single VLAN ID, a range of VLAN IDs, or a combination of both in
sequence separated by a comma (,):

• You can specify individual VLAN ID, such as 10.
• You can specify the VLAN range values separated by a hyphen, for example,
10-13.

• You can specify the combination of both separated by commas, for example:
12,15,40–43,1000–1005, 2000.

Note: The VLAN IDs that you specify overwrites the secondary VLANs that you
configured on the Private VLAN Association Configuration page (see Configure a
private VLAN association with a primary and secondary VLAN on page 579).

10. Click the Apply button.
Your settings are saved.

The Operational VLAN(s) field shows the VLANs that operate on the private VLAN
trunk interface.

11. To save the settings to the running configuration, click the Save icon.

Storm control

A broadcast storm is the result of an excessive number of broadcast messages
simultaneously transmitted across a network by a single port. Forwarded message
responses can overload network resources, cause the network to time out, or do both.

The switchmeasures the incomingpacket rateper port for broadcast,multicast, unknown,
and unicast packets and discards packets if the rate exceeds the defined value. You
enable storm control per interface, by defining the packet type and the rate at which
the packets are transmitted.

Configure global storm control settings
The global storm control settings apply to all ports. After you configure the global
settings, you can specify storm control settings for one or more ports.
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To configure global storm control settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Traffic Control > Storm Control > Storm Control Global
Configuration.
The Storm Control Global Configuration page displays.

The following three settings allow you to globally enable or disable each type of
packet to be rate-limited on all ports. For information about individual ports, see
Configure storm control settings for one or more ports on page 597.

6. Configure the storm control settings by selecting a radio button:

• Broadcast Storm Control All: Enable of disable this option”

• Enable: If broadcast traffic on a port exceeds the configured threshold, the
switch discards the broadcast traffic. The default is Enable.

• Disable: Broadcast storm control is disabled on all ports.

• Multicast Storm Control All: Enable of disable this option:

• Enable: If multicast traffic on a port exceeds the configured threshold, the
switch discards the multicast traffic. The default is Enable.

• Disable: Multicast storm control is disabled on all ports. The default is Disable.

• Unknown Unicast Storm Control All: Enable of disable this option:

• Enable: If unknown unicast traffic on a port exceeds the configured threshold,
the switch discards the unknown unicast traffic. The default is Enable.

• Disable: Unknown unicast storm control is disabled on all ports. The default
is Disable.

7. Click the Apply button.
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Your settings are saved.

8. To save the settings to the running configuration, click the Save icon.

Configure storm control settings for one or more ports
You can specify storm control settings for one or more ports.

To configure storm control settings for one or more ports:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Traffic Control > Storm Control > Storm Control Interface
Configuration.
The Storm Control Interface Configuration page displays.

6. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associated with the port, or
type the port number in the Go To Interface field and click the Go button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

7. Configure the following settings for broadcast storms:

• Recovery Mode: Enable of disable this option for broadcast traffic:

• Enable: If broadcast traffic exceeds the configured threshold, the port discards
the broadcast traffic. The default is Enable.

• Disable: If broadcast traffic exceeds the configured threshold, broadcast is
not discarded.
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• Recovery Level Type: Specify the recovery level in the Recovery Level field as
a percentage of the port link speed or as packets per second:

• Percent: The recovery level is expressed as a percentage of link speed.

• pps: The recovery level is expressed as a packets per second (pps).

• Recovery Level: Specify the threshold at which broadcast storm control is
activated. By default, the recovery level is 5 percent of the port link speed of 5
pps.

• Control Action: Specify one of the following actions:

• None: No further action is taken. This is the default setting.

• Trap: If broadcast traffic exceeds the configured threshold, a trap is sent.

• Shutdown: If broadcast traffic exceeds the configured threshold, the port is
shut down.

8. Configure the following settings for multicast storms:

• Recovery Mode: Enable of disable this option for multicast traffic:

• Enable: If multicast traffic exceeds the configured threshold, the port discards
the multicast traffic. The default is Enable.

• Disable: If multicast traffic exceeds the configured threshold, multicast is not
discarded.

• Recovery Level Type: Specify the recovery level in the Recovery Level field as
a percentage of the port link speed or as packets per second:

• Percent: The recovery level is expressed as a percentage of link speed.

• pps: The recovery level is expressed as a packets per second (pps).

• Recovery Level: Specify the threshold atwhichmulticast storm control is activated.
By default, the recovery level is 5 percent of the port link speed of 5 pps.

• Control Action: Specify one of the following actions:

• None: No further action is taken. This is the default setting.

• Trap: If multicast traffic exceeds the configured threshold, a trap is sent.

• Shutdown: If multicast traffic exceeds the configured threshold, the port is
shut down.

9. Configure the following settings for unicast storms:
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• Recovery Mode: Enable of disable this option for unicast traffic:

• Enable: If unicast traffic exceeds the configured threshold, the port discards
the unicast traffic. The default is Enable.

• Disable: If unicast traffic exceeds the configured threshold, unicast is not
discarded.

• Recovery Level Type: Specify the recovery level in the Recovery Level field as
a percentage of the port link speed or as packets per second:

• Percent: The recovery level is expressed as a percentage of link speed.

• pps: The recovery level is expressed as a packets per second (pps).

• Recovery Level: Specify the threshold at which unicast storm control is activated.
By default, the recovery level is 5 percent of the port link speed of 5 pps.

• Control Action: Specify one of the following actions:

• None: No further action is taken. This is the default setting.

• Trap: If unicast traffic exceeds the configured threshold, a trap is sent.

• Shutdown: If unicast traffic exceeds the configured threshold, the port is shut
down.

10. Click the Apply button.
Your settings are saved.

11. To save the settings to the running configuration, click the Save icon.

DHCP snooping

DHCP snooping is a feature that provides security by filtering untrustedDHCPmessages
andbybuilding andmaintaining aDHCP snoopingbinding table. An untrustedmessage
is a message that is received from outside the network or firewall and that can cause
traffic attacks within your network. TheDHCP snooping binding table contains theMAC
address, IP address, lease time, binding type, VLAN number, and interface information
that corresponds to the local untrusted interfaces of a switch. An untrusted interface is
an interface that is configured to receivemessages fromoutside the network or firewall.
A trusted interface is an interface that is configured to receive onlymessages fromwithin
the network.

DHCP snooping acts like a firewall between untrusted hosts and DHCP servers. It also
provides way to differentiate between untrusted interfaces connected to the end user
and trusted interfaces connected to the DHCP server or another switch.

Main User Manual599Manage Switch Security

AV Line of Fully Managed Switches M4250 Series Main User Manual



Enable DHCP snooping for the switch
You can globally enable DHCP snooping for the switch.

To globally enable DHCP snooping for the switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > DHCP Snooping > Global Configuration.
The Global Configuration page displays.

6. Select the DHCP Snooping Mode Enable radio button.
The default is Disable.

7. To enable the verification of the sender’s MAC address for DHCP snooping, leave
the MAC Address Validation Enable radio button selected.
The default is Enable.

WhenMACaddress validation is enabled, thedevice checks packets that are received
on an untrusted interface to verify that the MAC address and the DHCP client
hardware addressmatch. If the addresses do notmatch, the device drops the packet.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Enable DHCP snooping for a VLAN
To enable DHCP snooping for a VLAN:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.
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3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > DHCP Snooping > Global Configuration.
The Global Configuration page displays.

The table lists the VLANs.

6. Select the check box for the VLAN.

7. From the DHCP Snooping Modemenu, select Enable.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Configure DHCP snooping interface settings
You can display and configure each port as a trusted or untrusted port. Any DHCP
responses received on a trusted port are forwarded. If a port is configured as untrusted,
any DHCP (or BootP) responses received on that port are discarded.

To configure DHCP snooping interface settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > DHCP Snooping > Interface Configuration.
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The Interface Configuration page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1 (the unit ID of the switch): Only physical interfaces are displayed. This is the
default setting.

• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associated with the port, or
type the port number in the Go To Interface field and click the Go button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. From the Trust Modemenu, select the trust mode:

• Disabled. The interface is considered to be untrusted and could potentially be
used to launch a network attack. DHCP server messages are checked against the
bindings database. On untrusted ports, DHCP snooping enforces the following
security rules:

• DHCP packets from a DHCP server are dropped.

• DHCPmessages are dropped if theMAC address is in the snooping database
but the binding’s interface is other than the interface where the message was
received.

• DHCP packets are dropped if the source MAC address does not match the
client hardware address and if MAC address validation is globally enabled.

• Enabled. The interface is considered to be trusted and forwards DHCP server
messages without validation.

9. From the Invalid Packetsmenu, select the packet logging mode.
Whenenabled, theDHCP snooping feature generates a logmessagewhen an invalid
packet is received and dropped by the interface.

10. In theRate Limit (pps) field, specify the rate limit value for DHCP snooping purposes.
If the incoming rate of DHCP packets per second exceeds the configured burst
interval per second, the port shuts down. If the rate limit is None (which is the default),
the burst interval is also not applicable, and rate limiting is disabled.
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11. In theBurst Interval (secs) field, specify the burst interval in seconds for rate limiting
on the interface.
If the rate limit is N/A, the burst interval is not applicable.

12. Click the Apply button.
Your settings are saved.

13. To save the settings to the running configuration, click the Save icon.

Add a static DHCP binding and display dynamic DHCP
bindings
You can add a static binding in the DHCP snooping bindings database and display or
clear the dynamic bindings in the bindings table.

To add a static DHCP binding and display or clear the dynamic bindings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > DHCP Snooping > Binding Configuration.
The Binding Configuration page displays.

6. From the Interfacemenu, select the interface.

7. In theMAC Address field, specify the MAC address for the binding to be added.
This is the key to the binding database.

8. From the VLAN IDmenu, select the ID of the VLAN.

9. In the IP Address field, specify the IP address for the binding to be added.

10. Click the Add button.
The DHCP snooping binding entry is added to the database.
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The Dynamic Binding Configuration table shows information about the DHCP
bindings that were learned on each interface on which DHCP snooping is enabled.
The following table describes the dynamic binding information.

DescriptionField

The interface on which the DHCP client message was received.Interface

The MAC address associated with the DHCP client that sent the message. This is

the key to the binding database.

MAC Address

The VLAN ID of the client interface.VLAN ID

The IP address assigned to the client by the DHCP server.IP Address

The remaining IP address lease time for the client.Lease Time

11. To clear all dynamic bindings from the Dynamic Binding Configuration table, click
the Clear button.

12. To save the settings to the running configuration, click the Save icon.

Remove a static DHCP binding
You can remove a static binding from the DHCP snooping bindings database.

To remove a static DHCP binding:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > DHCP Snooping > Binding Configuration.
The Binding Configuration page displays.

6. In the Static Binding Configuration table, select the check box for the static binding.

7. Click the Delete button.
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The DHCP snooping binding entry is removed from the database.

8. To save the settings to the running configuration, click the Save icon.

Configure DHCP snooping persistent settings
You can configure the persistent location of the DHCP snooping bindings database.
The bindings database can be stored locally on the switch or on a remote device in the
network. The switch must be able to reach the IP address of the remote device to send
bindings to a remote database.

To configure DHCP snooping persistent settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > DHCP Snooping > Persistent Configuration.
The Persistent Configuration page displays.

6. Specify where the DHCP snooping bindings database is located.

• Local: The binding table is stored locally on the switch.
• Remote: The binding table is stored on a remote TFTP server.
If the database is stored on a remote server, specify the following information:

• Remote IP Address: Specify the IP address of the TFTP server.

• Remote File Name: Specify the file name of the DHCP snooping bindings
database in which the bindings are stored.

7. In theWrite Delay field, specify the time that the switch must wait after writing
binding information to persistent storage.
The delay allows the switch to collect asmany entries as possible (new and removed)
before writing them to the persistent file. You can specify from 15 to 86400 seconds.
By default, the delay is 300 seconds.
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8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Display or clear DHCP snooping statistics
You can display and clear per-interface statistics about the DHCP messages filtered by
the DHCP snooping feature on untrusted interfaces.

To display or clear the DHCP snooping statistics:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > DHCP Snooping > Statistics.
The Statistics page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1 (the unit ID of the switch): Only physical interfaces are displayed. This is the
default setting.

• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Click the Clear button to clear all interfaces statistics.

8. To save the settings to the running configuration, click the Save icon.

The following table describes the DHCP snooping statistics.
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Table 155. DHCP Snooping Statistics information

DescriptionField

The number of DHCPmessages that were dropped because the source MAC address
and client hardware address did not match. MAC address verification is performed
only if it is globally enabled.

MAC Verify Failures

The number of packets that were dropped by DHCP snooping because the interface
and VLAN on which the packet was received do not match the client’s interface and
VLAN information stored in the binding database.

Client Ifc Mismatch

The number of DHCP server messages that were dropped on an untrusted port.DHCP Server Msgs

DHCPv6 snooping

DHCPv6 snooping is a feature that provides security by filtering untrusted DHCPv6
messages and by building and maintaining a DHCPv6 snooping binding table. An
untrusted message is a message that is received from outside the network or firewall
and that can cause traffic attacks within your network. The DHCPv6 snooping binding
table contains the MAC address, IP address, lease time, binding type, VLAN number,
and interface information that corresponds to the local untrusted interfaces of a switch.
An untrusted interface is an interface that is configured to receivemessages fromoutside
the network or firewall. A trusted interface is an interface that is configured to receive
only messages from within the network.

DHCPv6 snooping acts like a firewall between untrusted hosts and DHCPv6 servers. It
also provides way to differentiate between untrusted interfaces connected to the end
user and trusted interfaces connected to the DHCPv6 server or another switch.

Enable DHCPv6 snooping for the switch
You can globally enable DHCPv6 snooping for the switch.

To globally enable DHCPv6 snooping for the switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > DHCPv6 Snooping > Global Configuration.
The Global Configuration page displays.

6. Select the DHCPv6 Snooping Mode Enable radio button.
The default is Disable.

7. To enable the verification of the sender’s MAC address for DHCPv6 snooping, leave
the MAC Address Validation Enable radio button selected.
The default is Enable.

WhenMACaddress validation is enabled, thedevice checks packets that are received
on an untrusted interface to verify that the MAC address and the DHCPv6 client
hardware addressmatch. If the addresses do notmatch, the device drops the packet.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Enable DHCPv6 snooping for a VLAN
To enable DHCPv6 snooping for a VLAN:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > DHCPv6 Snooping > Global Configuration.
The Global Configuration page displays.

The table lists the VLANs.
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6. Select the check box for the VLAN.

7. From the DHCPv6 Snooping Modemenu, select Enable.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Configure DHCPv6 snooping interface settings
You can display and configure each port as a trusted or untrusted port. Any DHCPv6
responses received on a trusted port are forwarded. If a port is configured as untrusted,
any DHCPv6 (or BootP) responses received on that port are discarded.

To configure DHCPv6 snooping interface settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > DHCPv6 Snooping > Interface Configuration.
The Interface Configuration page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1 (the unit ID of the switch): Only physical interfaces are displayed. This is the
default setting.

• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associated with the port, or
type the port number in the Go To Interface field and click the Go button.
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• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. From the Trust Modemenu, select the trust mode:

• Disabled. The interface is considered to be untrusted and could potentially be
used to launch a network attack. DHCPv6 server messages are checked against
the bindings database. On untrusted ports, DHCPv6 snooping enforces the
following security rules:

• DHCPv6 packets from a DHCPv6 server are dropped.

• DHCPv6messages aredropped if theMACaddress is in the snoopingdatabase
but the binding’s interface is other than the interface where the message was
received.

• DHCPv6 packets are dropped if the source MAC address does not match the
client hardware address and if MAC address validation is globally enabled.

• Enabled. The interface is considered to be trusted and forwards DHCPv6 server
messages without validation.

9. From the Invalid Packetsmenu, select the packet logging mode.
When enabled, the DHCPv6 snooping feature generates a log message when an
invalid packet is received and dropped by the interface.

10. In the Rate Limit (pps) field, specify the rate limit value for DHCPv6 snooping
purposes.
If the incoming rate of DHCPv6 packets per second exceeds the configured burst
interval per second, the port shuts down. If the rate limit is None (which is the default),
the burst interval is also not applicable, and rate limiting is disabled.

11. In theBurst Interval (secs) field, specify the burst interval in seconds for rate limiting
on the interface.
If the rate limit is N/A, the burst interval is not applicable.

12. Click the Apply button.
Your settings are saved.

13. To save the settings to the running configuration, click the Save icon.
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Add a static DHCPv6binding anddisplay dynamicDHCPv6
bindings
You can add a static binding in the DHCPv6 snooping bindings database and display
or clear the dynamic bindings in the bindings table.

To add a static DHCPv6 binding and display or clear the dynamic bindings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > DHCPv6 Snooping > Binding Configuration.
The Binding Configuration page displays.

6. From the Interfacemenu, select the interface.

7. In theMAC Address field, specify the MAC address for the binding to be added.
This is the key to the binding database.

8. From the VLAN IDmenu, select the ID of the VLAN.

9. In the IPv6 Address field, specify the IPv6 address for the binding to be added.

10. Click the Add button.
The DHCPv6 snooping binding entry is added to the database.

The Dynamic Binding Configuration table shows information about the DHCPv6
bindings that were learned on each interface onwhichDHCPv6 snooping is enabled.
The following table describes the dynamic binding information.

DescriptionField

The interface on which the DHCPv6 client message was received.Interface

The MAC address associated with the DHCPv6 client that sent the message. This

is the key to the binding database.

MAC Address
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(Continued)

DescriptionField

The VLAN ID of the client interface.VLAN ID

The IPv6 address assigned to the client by the DHCPv6 server.IPv6 Address

The remaining IP address lease time for the client.Lease Time

11. To save the settings to the running configuration, click the Save icon.

12. To clear all dynamic bindings from the Dynamic Binding Configuration table, click
the Clear button.

13. To save the settings to the running configuration, click the Save icon.

Remove a static DHCPv6 binding
You can remove a static binding from the DHCPv6 snooping bindings database.

To remove a static DHCPv6 binding:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > DHCPv6 Snooping > Binding Configuration.
The Binding Configuration page displays.

6. In the Static Binding Configuration table, select the check box for the static binding.

7. Click the Delete button.
The DHCPv6 snooping binding entry is removed from the database.

8. To save the settings to the running configuration, click the Save icon.
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Configure DHCPv6 snooping persistent settings
You can configure the persistent location of the DHCPv6 snooping bindings database.
The bindings database can be stored locally on the switch or on a remote device in the
network. The switch must be able to reach the IP address of the remote device to send
bindings to a remote database.

To configure DHCPv6 snooping persistent settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > DHCPv6 Snooping > Persistent Configuration.
The Persistent Configuration page displays.

6. Specify where the DHCPv6 snooping bindings database is located.

• Local: The binding table is stored locally on the switch.
• Remote: The binding table is stored on a remote TFTP server.
If the database is stored on a remote server, specify the following information:

• Remote IP Address: Specify the IP address of the TFTP server.

• Remote File Name: Specify the file name of the DHCPv6 snooping bindings
database in which the bindings are stored.

7. In theWrite Delay field, specify the time that the switch must wait after writing
binding information to persistent storage.
The delay allows the switch to collect asmany entries as possible (new and removed)
before writing them to the persistent file. You can specify from 15 to 86400 seconds.
By default, the delay is 300 seconds.

8. Click the Apply button.
Your settings are saved.
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9. To save the settings to the running configuration, click the Save icon.

Display or clear DHCPv6 snooping statistics
You can display and clear per-interface statistics about the DHCPv6 messages filtered
by the DHCPv6 snooping feature on untrusted interfaces.

To display or clear the DHCPv6 snooping statistics:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > DHCPv6 Snooping > Statistics.
The Statistics page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1 (the unit ID of the switch): Only physical interfaces are displayed. This is the
default setting.

• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Click the Clear button to clear all interfaces statistics.

8. To save the settings to the running configuration, click the Save icon.

The following table describes the DHCPv6 snooping statistics.
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Table 156. DHCPv6 Snooping Statistics information

DescriptionField

The number of DHCPv6 messages that were dropped because the source MAC
address and client hardware address did not match. MAC address verification is
performed only if it is globally enabled.

MAC Verify Failures

The number of packets thatweredroppedbyDHCPv6 snoopingbecause the interface
and VLAN on which the packet was received do not match the client’s interface and
VLAN information stored in the binding database.

Client Ifc Mismatch

The number of DHCPv6 server messages that were dropped on an untrusted port.DHCPv6 Server Msgs

IP source guard interfaces

You can configure IP source guard (IPSG) on individual interfaces. IPSG is a security
feature that filters IP packets based on source ID. This feature helps protect the network
from attacks that use IP address spoofing to compromise or overwhelm the network.
The source ID canbe either the source IP address or a combination of a source IP address
and sourceMAC address, referred to as a pair. TheDHCP snooping bindings database,
along with IPSG entries in the database, identify authorized source IDs.

If you enable IPSG on a port on which DHCP snooping is disabled or on which DHCP
snooping is enabled but the port is untrusted, all IP traffic received on that port is
dropped. In addition, IPSG interacts with port security (see Port security on page 567) to
enforce the sourceMACaddress in incomingpackets. Port security controls how source
MACaddresses are learned in the Layer 2 forwardingdatabase (theMACaddress table).
If a port receives a framewith a previously unlearned sourceMACaddress, port security
uses IPSG to determine if the MAC address belongs to a valid binding.

Configure IP source guard on an interface
You can configure IP source guard on individual interfaces.

To configure IP source guard on an interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > IP Source Guard > Interface Configuration.
The Interface Configuration page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1 (the unit ID of the switch): Only physical interfaces are displayed. This is the
default setting.

• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associated with the port, or
type the port number in the Go To Interface field and click the Go button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. From the IPSGModemenu, specify the administrativemodeof IPSGon the interface:

• Enable: IPSG is enabled on the interface. The IP address of the source is not in
DHCP snooping binding database, packets are not forwarded.

• Disable: IPSG is disabled on the interface. The default is Disable.

9. From the IPSG Port Securitymenu, specify the administrative mode of IPSG port
security on the interface:

• Enable: IPSG port security is enabled on the interface. Packets are not forwarded
if theMAC address of the source is not in forwarding database table or the DHCP
snooping binding database. To enforce filtering based on the MAC address, you
must also configure the following features:

• Enable port security globally (see Configure the global port security mode on
page 567).

• Enable port security on the interface (see Configure a port security interface
on page 568).

• Disable: IPSG port security is disabled on the interface. The default is Disable.
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10. Click the Apply button.
Your settings are saved.

11. To save the settings to the running configuration, click the Save icon.

Add a static IP source guard binding and display dynamic
IP source guard bindings
You can add a static binding in the IP source guard (IPSG) bindings database anddisplay
or clear the dynamic bindings in the bindings table.

To add a static IPSG binding and display or clear the dynamic bindings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > IP Source Guard > Binding Configuration.
The Binding Configuration page displays.

6. From the Interfacemenu, select the interface.

7. In theMAC Address field, specify the MAC address for the binding to be added.
This is the key to the binding database.

8. From the VLAN IDmenu, select the ID of the VLAN.

9. In the IP Address field, specify the IP address for the binding to be added.

10. Click the Add button.
The IPSG static binding entry is added to the database.

The Filter Type field displays if IPSG is configured to function with the source IP
address only or, if port security is also enabled for IPSG, with both the source IP
address and MAC address.
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TheDynamic BindingConfiguration table shows information about the IPSGbindings
that were learned on each interface on which IPSG is enabled. The following table
describes the dynamic binding information.

DescriptionField

The interface on which the IPSG source binding was learned.Interface

The MAC address associated with the IPSG source device. This is the key to the

binding database.

MAC Address

The VLAN ID for the interface of the IPSG source device.VLAN ID

The IP address of the IPSG source device.IP Address

The filter type used on the switch interface. Either IPSG is configured to function with

the source IP address only or, if port security is also enabled for IPSG, with both the

source IP address and MAC address.

Filter Type

11. To save the settings to the running configuration, click the Save icon.

12. To clear all dynamic bindings from the Dynamic Binding Configuration table, click
the Clear button.

13. To save the settings to the running configuration, click the Save icon.

Remove a static IP source guard binding
You can remove a static binding from the IP source guard (IPSG) bindings database.

To remove a static IPSG binding:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > IP Source Guard > Binding Configuration.
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The Binding Configuration page displays.

6. In the Static Binding Configuration table, select the check box for the static binding.

7. Click the Delete button.
The IPSG binding entry is removed from the database.

8. To save the settings to the running configuration, click the Save icon.

IPv6 source guard interfaces

You can configure IPv6 source guard (IPv6SG) on individual interfaces. IPv6SG is a
security feature that filters IPv6 packets based on source ID. This feature helps protect
the network from attacks that use IPv6 address spoofing to compromise or overwhelm
the network. The source ID can be either the source IPv6 address or a combination of
a source IPv6 address and source MAC address, referred to as a pair. The DHCP
snooping bindings database, along with IPv6SG entries in the database, identify
authorized source IDs.

If you enable IPv6SG on a port on which DHCP snooping is disabled or on which DHCP
snooping is enabled but the port is untrusted, all IPv6 traffic received on that port is
dropped. In addition, IPv6SG interacts with port security (see Port security on page 567)
to enforce the source MAC address in incoming packets. Port security controls how
sourceMACaddresses are learned in the Layer 2 forwardingdatabase (theMACaddress
table). If a port receives a frame with a previously unlearned source MAC address, port
security uses IPv6SG to determine if the MAC address belongs to a valid binding.

Configure IPv6 source guard on an interface
You can configure IPv6 source guard on individual interfaces.

To configure IPv6 source guard on an interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.
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The System Information page displays.

5. Select Security > Control > IPv6 Source Guard > Interface Configuration.
The Interface Configuration page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1 (the unit ID of the switch): Only physical interfaces are displayed. This is the
default setting.

• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associated with the port, or
type the port number in the Go To Interface field and click the Go button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. From the IPv6SG Modemenu, specify the administrative mode of IPv6SG on the
interface:

• Enable: IPv6SG is enabled on the interface. The IPv6 address of the source is not
in DHCP snooping binding database, packets are not forwarded.

• Disable: IPv6SG is disabled on the interface. The default is Disable.

9. From the IPv6SG Port Securitymenu, specify the administrative mode of IPv6SG
port security on the interface:

• Enable: IPv6SGport security is enabledon the interface. Packets are not forwarded
if theMAC address of the source is not in forwarding database table or the DHCP
snooping binding database. To enforce filtering based on the MAC address, you
must also configure the following features:

• Enable port security globally (see Configure the global port security mode on
page 567).

• Enable port security on the interface (see Configure a port security interface
on page 568).

• Disable: IPv6SG port security is disabled on the interface. The default is Disable.

10. Click the Apply button.
Your settings are saved.
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11. To save the settings to the running configuration, click the Save icon.

Add a static IPv6 source guard binding anddisplay dynamic
IPv6 source guard bindings
You can add a static binding in the IPv6 source guard (IPv6SG) bindings database and
display or clear the dynamic bindings in the bindings table.

To add a static IPv6SG binding and display or clear the dynamic bindings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > IPv6 Source Guard > Binding Configuration.
The Binding Configuration page displays.

6. From the Interfacemenu, select the interface.

7. In theMAC Address field, specify the MAC address for the binding to be added.
This is the key to the binding database.

8. From the VLAN IDmenu, select the ID of the VLAN.

9. In the IPv6 Address field, specify the IPv6 address for the binding to be added.

10. Click the Add button.
The IPv6SG static binding entry is added to the database.

The Filter Type field displays if IPv6SG is configured to function with the source IPv6
address only or, if port security is also enabled for IPv6SG, with both the source IPv6
address and MAC address.

The Dynamic Binding Configuration table shows information about the IPv6SG
bindings that were learned on each interface on which IPv6SG is enabled. The
following table describes the dynamic binding information.
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DescriptionField

The interface on which the IPv6SG source binding was learned.Interface

The MAC address associated with the IPv6SG source device. This is the key to the

binding database.

MAC Address

The VLAN ID for the interface of the IPv6SG source device.VLAN ID

The IPv6 address of the IPv6SG source device.IPv6 Address

The filter type used on the switch interface. Either IPv6SG is configured to function

with the source IPv6 address only or, if port security is also enabled for IPv6SG, with

both the source IPv6 address and MAC address.

Filter Type

11. To save the settings to the running configuration, click the Save icon.

12. To clear all dynamic bindings from the Dynamic Binding Configuration table, click
the Clear button.

13. To save the settings to the running configuration, click the Save icon.

Remove a static IPv6 source guard binding
You can remove a static binding from the IPv6 source guard (IPv6SG) bindings database.

To remove a static IPv6SG binding:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > IPv6 Source Guard > Binding Configuration.
The Binding Configuration page displays.

6. In the Static Binding Configuration table, select the check box for the static binding.

7. Click the Delete button.
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The IPv6SG binding entry is removed from the database.

8. To save the settings to the running configuration, click the Save icon.

Dynamic ARP inspection

Dynamic ARP inspection (DAI) is a security feature that rejects invalid andmalicious ARP
packets. The feature prevents a class of man-in-the-middle attacks, where an unfriendly
station intercepts traffic for other stations bypoisoning theARP caches of its unsuspecting
neighbors. The unfriendly station sends ARP requests or responses mapping another
station’s IP address to its own MAC address.

DAI relies on DHCP snooping. DHCP snooping listens to DHCP message exchanges
and builds a bindings database of validMAC addresses, IP addresses, VLAN interfaces,
and so on.

If DAI is enabled and if a sender MAC address and sender IP address do not match an
entry in the DHCP snooping bindings database, the switch drops the ARP packet if.
However, you can also create staticmappings in theDHCP snoopingbindings database.
Static mappings are useful when hosts configure static IP addresses, the switch cannot
runDHCP snooping, or other switches in the network donot rundynamicARP inspection.
A static mapping associates an IP address to a MAC address on a VLAN.

You can configureDAI VLANs, interfaces, and access control lists (ACLs) with associated
rules.

Configure the global DAI settings
You can configure the global dynamic ARP inspection (DAI) settings.

To configure the global DAI settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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5. Select Security > Control > Dynamic ARP Inspection > DAI Configuration.
The DAI Configuration page displays.

6. Select the Validate Source MAC Disable or Enable radio button.
This settings specifies the DAI source MAC validation mode for the switch. If you
select Enable, the senderMAC validation for the ARP packets is enabled. The default
is Disable.

7. Select the Validate Destination MAC Disable or Enable radio button
This setting specifies the DAI destination MAC validation mode for the switch. If you
select Enable, the destination MAC validation for the ARP response packets is
enabled. The default is Disable.

8. Select the Validate IP Disable or Enable radio button.
This setting specifies the DAI IP validation mode for the switch. If you select Enable,
IP address validation for the ARP packets is enabled. The default is Disable.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

Configure DAI VLANs
You can configure one or more dynamic ARP inspection (DAI) VLANs.

To configure one or more DAI VLANs:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > Dynamic ARP Inspection >DAI VLANConfiguration.
The DAI VLAN Configuration page displays.
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The table lists the VLANs.

6. Select the check box for the VLAN.

7. From the AdminModemenu, select Enable orDisable to specify if DAI is enabled
for the VLAN.
The default is Disable.

8. From the Invalid Packetsmenu, select Enable or Disable to specify if DAI logging
is enabled for the VLAN.
The default is Enable.

9. In the ARP ACL Name field, specify a name of an existing ARP ACL (see Create a
DAI access control list on page 627).
The ARP ACL is used for ARP packet validation. To remove an existing ARP ACL
name from the ARP ACL Name field, enter N/A.

10. From the Static Flagmenu, select Enable or Disable to specify if the ARP packet
must be validated using the DHCP snooping database if the ARP ACL rule does not
match.
If enabled, the ARP packet is validated by the ARPACL rule only. If disabled, the ARP
packet needs further validation by using the DHCP snooping database. The default
is Disable.

11. Click the Apply button.
Your settings are saved.

12. To save the settings to the running configuration, click the Save icon.

Configure DAI interfaces
You can configure one or more dynamic ARP inspection (DAI) interfaces.

To configure one or more DAI interfaces:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > Dynamic ARP Inspection > DAI Interface
Configuration.
The DAI Interface Configuration page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1 (the unit ID of the switch): Only physical interfaces are displayed. This is the
default setting.

• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. Select one or more interfaces by taking one of the following actions:

• To configure a single interface, select the check box associated with the port, or
type the port number in the Go To Interface field and click the Go button.

• To configure multiple interfaces with the same settings, select the check box
associated with each interface.

• To configure all interfaces with the same settings, select the check box in the
heading row.

8. From the Trust Modemenu, specify if the interface is trusted for DAI.
If enabled, the interface is trusted and ARP packets entering the interface are
forwardedwithout checking. If disabled, the interface is not trusted andARPpackets
entering the interface are subjected to DAI. The default is Disable.

9. In the Rate Limit (pps) field, specify the rate limit value for DAI.
If the incoming rate of ARP packets exceeds the specified value for consecutive burst
interval seconds, ARP packets are dropped. If you specify N/A, no limit exists. The
range is from 0 to 300. The default is 15 packets per second (pps).

10. In the Burst Interval (secs) field, specify the burst interval value for rate limiting on
the interface. If you specify N/A, the burst interval is not effective. The range is from
1 to 15. The default is 1 second.

11. Click the Apply button.
Your settings are saved.

12. To save the settings to the running configuration, click the Save icon.
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Create a DAI access control list
You can create a dynamic ARP inspection (DAI) access control list (ACL) to which you
then can add rules.

To create a DAI ACL:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > Dynamic ARP Inspection > DAI ACL Configuration.
The DAI ACL Configuration page displays.

6. In the Name field, specify a name of up to 31 characters.

7. Click the Add button.
The DAI ACL is added.

8. To save the settings to the running configuration, click the Save icon.

Configure a rule for an existing DAI ACL
After you add a DAI ACL (see Create a DAI access control list on page 627), you can
configure a rule for it.

To configure a rule for an existing DAI ACL:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > Dynamic ARP Inspection > DAI ACL Rule
Configuration.
The DAI ACL Rule Configuration page displays.

6. From the ACL Namemenu, select the DAI ACL for which you want to configure the
rule.

7. From the Actionmenu, select the action that must occur if a packet matches the
rule's criteria:

• Permit: The packet is permitted and forwarded.
• Deny: The packet is denied and dropped.

8. In the Source IP Address field, enter the source IP address that must be used as a
match for the rule.

9. In the SourceMACAddress field, enter the sourceMAC address that must be used
as a match for the rule.

10. Click the Add button.
The rule is added.

11. To save the settings to the running configuration, click the Save icon.

Delete a rule from an existing DAI ACL
You can delete a rule from an existing DAI ACL.

To delete a rule from an existing DAI ACL:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > Dynamic ARP Inspection > DAI ACL Rule
Configuration.
The DAI ACL Rule Configuration page displays.

6. From theACLNamemenu, select theDAI ACL fromwhich youwant to delete a rule.

7. Select the check box for the rule.

8. Click the Delete button.
The rule is removed.

9. To save the settings to the running configuration, click the Save icon.

Delete a DAI access control list
You can delete a dynamic ARP inspection (DAI) access control list (ACL) that you no
longer need.

To delete a DAI ACL:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > Dynamic ARP Inspection > DAI ACL Configuration.
The DAI ACL Configuration page displays.

6. Select the check box for the ACL.

7. Click the Delete button.
The DAI ACL is removed.

8. To save the settings to the running configuration, click the Save icon.
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Display the DAI statistics
To display the DAI statistics:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > Dynamic ARP Inspection > DAI Statistics.
The DAI Statistic page displays.

6. To refresh the page, click the Refresh button.

7. To clear the DAI statistics, click the Clear button.

8. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable information displayed on the page.

Table 157. DAI Statistics information

DescriptionField

The VLAN ID.VLAN

The number of ARP packets that were dropped by DAI because no matching DHCP
snooping binding entry exists.

DHCP Drops

The number of ARP packets that were forwarded by DAI because a matching DHCP
snooping binding entry exists.

DHCP Permits

The number of ARP packets that were dropped by DAI because no matching ARP ACL
rule exists for the VLAN and the static flag is set on the VLAN.

ACL Drops

The number of ARP packets that were permitted by DAI because a matching ARP ACL
rule exists for the VLAN.

ACL Permits
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Table 157. DAI Statistics information (Continued)

DescriptionField

The number of ARPpackets that were droppedbyDAI because the senderMACaddress
in the ARP packets did not match the source MAC address in the Ethernet header.

Bad Source MAC

The number of ARP packets that were dropped by DAI because the target MAC address
in the ARP reply packets did not match the destination MAC address in the Ethernet
header.

Bad Dest MAC

The number of ARP packets that were dropped by DAI because the sender IP address
in the ARP packets or the target IP address in the ARP reply packets is invalid. Invalid
addresses include 0.0.0.0, 255.255.255.255, IP multicast addresses, class E addresses
(240.0.0.0/4), and loopback addresses (127.0.0.0/8).

Invalid IP

The number of valid ARP packets forwarded by DAI.Forwarded

The number of invalid ARP packets dropped by DAI.Dropped

Captive portals

The captive portal feature allows you to prevent clients from accessing the network until
user verification is established. You can configure captive portal verification to allow
access for both guest and authenticated users. Authenticated users must be validated
against a database of authorized captive portal users before access is granted. The
database can be stored locally on the switch or on a RADIUS server.

The authentication server supports bothHTTP andHTTPSweb connections. In addition,
you can configure a captive portal to use an optional HTTP port (in support of HTTP
proxy networks). If configured, this additional port is then used exclusively by the captive
portal. This optional port is in addition to the standard HTTP port 80, which is used for
all other web traffic.

If you enable the captive portal feature on a port, the port drops all traffic from
unauthenticated clients except for ARP, DHCP, DNS, and NETBIOS packets, which are
forwarded so that unauthenticated clients can get an IP address and resolve the host
name or domain names. Data traffic from authenticated clients goes through, and the
rules do not apply to these packets.

For a port on which you enable the captive portal feature, if an unauthenticated client
opens a web browser and tries to connect to network, the captive portal redirects all
HTTP andHTTPS traffic from unauthenticated clients to the authenticating server on the
switch. A captive portal web page is displayed for the unauthenticated client, allowing
the client to authenticate, after which the client receives access to the port.

The captive portal feature is not supported for VLAN interfaces, loopback interfaces,
and logical interfaces. The captive portal feature usesMAC-address based authentication
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and not port-based authentication. This means that all clients connected to the captive
portal interface must be authenticated before they can get access to the network.

Configure the global captive portal settings
You can control the administrative state of the captive portal feature, and configure
global settings that affect all captive portals that you configure on the switch.

To configure the global captive portal settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > Captive Portal > CP Global Configuration.
The CP Global Configuration page displays.

6. Select the Admin Mode Disable or Enable radio button.
This selection sets the administrativemode of the captive portal feature. The default
is Disable.

7. In the Additional HTTP Port field, enter a port number between 0 and 65535,
excluding port 80.
HTTP traffic uses standard port 80, but you can configure an additional port for HTTP
traffic. The default is 0, which disables this option.

8. In theAdditionalHTTPSecurePort field, enter a port number between 0 and65535,
excluding port 443.
HTTP Secure (HTTPS) traffic uses standard port 443, but you can configure an
additional port for HTTPS traffic. The default is 0, which disables this option.

9. In the Authentication Timeout field, enter the number of seconds that an
authentication session remains open while a client attempts to access the network
through a captive portal.

Main User Manual632Manage Switch Security

AV Line of Fully Managed Switches M4250 Series Main User Manual



To access the network through a captive portal, the client must first enter
authentication information on an authenticationwebpage.When the authentication
session time-out expires and the client is not yet authenticated, the switch disconnects
any active TCPor SSL connectionwith the client. The range is from60 to 600 seconds.
The default is 300 seconds.

10. Click the Apply button.
Your settings are saved.

11. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable information on the page.

Table 158. Captive portal global configuration information

DescriptionField

The operational status of the captive portal feature, which is either Enabled or
Disabled.

Operational Status

If the captive portal feature is disabled, the reason that it is disabled:
• Administrator Disabled

• IP Address Not Configured

• No IP Routing Interface

• Routing Disabled

Disabled Reason

The IP address that the captive portal uses.CP IP Address

The total number of captive portals that are supported on the switch.Supported Captive Portals

The number of captive portals that are configured on the switch.Configured Captive Portals

The number of captive portal that are operationally enabled (active).Active Captive Portals

The total number of users that can be authenticated locally and remotely on
the switch.

System Supported Users

The total number of users that can be authenticated locally on the switch.Local Supported Users

The number of local users that are configured on the switch.Configured Local Users

The number of users that are authenticated for all captive portal on the switch.Authenticated Users

Configure a captive portal
By default, the switch provides one default captive portal. You can change the settings
for the default captive portal. You can also add and configure up to nine additional
portals.
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To configure a captive portal instance:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > Captive Portal > CP Configuration.
The CP Configuration page displays.

6. To do one of the following:

• Change the default captive portal: Next to CP ID field, select the 1 check box.
• Add a new captive portal: From the CP IDmenu, select an ID from 2 to 10.
• Change a captive portal that you added before: Next to CP ID field, select the
check box that is associated with the captive portal.

7. In the CP Name field, specify a name for the captive portal.
The name can be up to 31 alphanumeric characters.

8. From the Admin Modemenu, select Enable or Disable.
This selection sets the administrativemode of the captive portal. By default, a captive
portal is disabled.

9. In the Protocol field, select HTTP or HTTPS used for communication with clients
during the verification process:

• HTTP: Does not use encryption during verification.
• HTTPS: Uses the Secure Sockets Layer (SSL), which requires a certificate for
encryption. The certificate is presented to the user at connection time.

10. From the Verificationmenu, select the type of user authentication that the captive
portal uses when a client attempt to connect:

• Guest: No user authentication is required.
• Local: The user is authenticated through the local database.
• RADIUS: The user is authenticated through a RADIUS server.
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11. Select the block status, which is a way to quickly and temporarily control a captive
portal during unexpected events, such as denial of service attacks:

• Disable: The blocking function is disabled. You cannot quickly block the captive
portal.

• Enable: The captive portal is blocked.
• Not Blocked: The captive portal is not blocked. The default is Not Blocked.

12. From the Groupmenu, select an existing captive portal user group for the captive
portal.
All users who belong to the group are permitted to access the network through the
captive portal.

This option is available only if you select Local or RADIUS from the Verification
menu.

13. In the Idle Timeout field, enter the number of seconds that the switch waits before
terminating an idle session and logging out the user.
The range is from 0 to 900 seconds. The default is 0 seconds, which means that the
time-out is not enforced.

14. From the User Logoutmenu, specify if an authenticated client can log out from the
captive portal and network:

• Enable: A user can deliberately log out from the captive portal and network.
• Disable: A user cannot log out from the captive portal and network, causing the
connection status to remain authenticated until the captive portal deauthenticates
the user, for examplebecause idle time-out or session time-out period is exceeded.

15. If the verification mode is RADIUS (that is, you select RADIUS from the Verification
menu), specify the IP address of the RADIUS server in the Radius Auth Server field.

16. From theRedirectModemenu, specify if newly authenticated clients are redirected
to a URL:

• Enable: Authenticated clients are redirected to a URL that you can specify in the
Redirect URL field.

• Disable: Authenticated clients are not redirected and thedefault locale “welcome”
is used. The default is Disable.

17. In the Redirect URL field, specify the URL to which newly authenticated clients must
be redirected.
The maximum length for the URL is 512 alphanumeric characters. The default URL
is http://<ipaddress>/v1/security/captive_portal/cp_welcome.html.

This option is available only if you select Enable from the Redirect Mode menu.
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18. In the Background Color field, specify the value of the background color.
The default color is #BFBFBF.

19. In the Foreground Color field, specify the value of the foreground color.
The default color is #999999.

20. In the Separator Color field, specify the value of the separator color.
The default color is #B70024.

21. In theMax Bandwidth Down field, specify the maximum rate at which a client can
receive data from the network.
The rate is in bytes per seconds. The range is from 0 to 536870911. The default is
0, which indicates that the limit is not enforced.

22. In theMaxBandwidthUp field, specify themaximum rate at which a client can send
data into the network.
The rate is in bytes per seconds. The range is from 0 to 536870911. The default is
0, which indicates that the limit is not enforced.

23. In theMax Input field, specify themaximumnumber of octets that a client is allowed
to receive.
After this limit is reached, the client is disconnected. The range is from 0 to
4294967295. The default is 0, which indicates that the limit is not enforced.

24. In theMax Output field, specify the maximum number of octets that a client is
allowed to transmit.
After this limit is reached, the client is disconnected. The range is from 0 to
4294967295. The default is 0, which indicates that the limit is not enforced.

25. In theMax Total field, specify themaximumnumber of octets that a client is allowed
to transfer, meaning the sum of octets transmitted and received.
After this limit is reached, the client is disconnected. The range is from 0 to
4294967295. The default is 0, which indicates that the limit is not enforced.

26. Do one of the following:

• If you are adding a new captive portal, click the Add button.
Your settings are saved. The captive portal is added.

• If you are changing the default captive portal or a captive portal that you added
before, click the Apply button.
Your settings are saved.

27. To save the settings to the running configuration, click the Save icon.
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Delete a captive portal
You can delete a captive portal that you no longer need.

To delete a captive portal:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > Captive Portal > CP Configuration.
The CP Configuration page displays.

6. Select the check box for the captive portal.

7. Click the Delete button.
The captive portal is removed.

8. To save the settings to the running configuration, click the Save icon.

Configure a captive portal binding
You can associate a captive portal with one or more interfaces. Although you can
associatemultiple interfaceswith one captive portal, you can associate an interfacewith
one captive portal only.

To configure a captive portal binding:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > Captive Portal > CP Binding Configuration.
The CP Binding Configuration page displays.

6. From the CP IDmenu, select the captive portal.
The CP Name field displays the captive portal name.

7. To add the selected captive portal to a port, in the Ports table, click the port so that
a check mark displays.
You can add the captive portal to several ports.

The Ports table displays the available interfaces for captive portal bindings.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Display or delete captive portal bindings in the captive
portal binding table
You can display or delete bindings for captive portals.

To display or delete captive portal bindings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > Captive Portal > CP Binding Table.
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TheCPBinding Table pagedisplays. This table displays the captive portal-to-interface
bindings.

6. To delete a captive portal-to-interface binding, do the following:

a. Select the check box next to the interface.

b. Click the Delete button.
The binding is removed.

7. To save the settings to the running configuration, click the Save icon.

8. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable information that is displayed.

Table 159. Captive portal binding information

DescriptionField

The interface to which the captive portal is bound.Interface

The ID of the captive portal.CP ID

Indicates if the portal is active on the interface (Disable or Enable).Operational Status

Indicates if the captive portal is temporarily blocked for authentication.Block Status

The number of users authenticated through the captive portal on the interface.Authenticated Users

Configure captive portal groups
Captive portal groups let you organize captive portal users, which is useful if a large
number of users must be able to access a captive portal. After you add a captive portal
group, you can add users to the group.

By default, all captive portal users are added to the default group with ID 1. You can
add up to 10 groups.

Add a captive portal group After you add a captive portal group, you can add
captive portal users to the group (see Configure captive portal users on page 641).
To add a captive portal group:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.
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3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > Captive Portal > CP Group Configuration.
The CP Group Configuration page displays.

6. From the Group IDmenu, select an ID for the group.
You can select an ID from 1 to 10.

7. In the Group Name field, specify a name for the group.
The name can contain from 1 to 31 alphanumeric characters.

8. Click the Add button.
The group is added.

9. To save the settings to the running configuration, click the Save icon.

Remove a captive portal group To remove a captive portal group:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > Captive Portal > CP Group Configuration.
The CP Group Configuration page displays.

6. From the Group IDmenu, select an ID for the group.
You can select an ID from 1 to 10.
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7. Select the check box for the group that you want to remove.

8. Click the Delete button.
The group is removed.

9. To save the settings to the running configuration, click the Save icon.

Configure captive portal users
You can configure the settings for captive portal users and add them to a captive portal
group. By default, all captive users are added to the default group with ID 1. After you
add a custom captive portal group (see Configure captive portal groups on page 639),
you can also assign captive portal users to the custom group.

The settings that you can configure for an individual captive portal user include a
password, time-out periods, bandwidths, and maximum traffic amounts.

Addormodify a captive portal user accountTo addormodify a captiveportal
user account:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > Captive Portal > CP User Configuration.
The CP User Configuration page displays.

6. If you change the settings for an existing user account, select the check box for the
user account.
If you change the settings, you cannot change the user ID and user name.

7. If you are adding a user account, in the User ID field, specify an ID from 1 to 99 to
identify the user.
After you add the user account, you cannot change the ID.
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8. If you are adding a user account, in the User Name field, enter a name for the user
account.
The name can contain up to 31 alphanumeric characters. After you add the user
account, you cannot change the name.

9. From the Edit Passwordmenu, select to use a password or no password at all for
the new user account:

• Enable: The Password and Confirm Password fields are unmasked so that you
can specify a unique password for the new user account:

• In the Password field, specify a password from 8 to 64 characters.

• In the Confirm Password field, specify the password again.

• Disable: ThePassword andConfirmPassword fields aremasked and you cannot
specify a password for the new user account.

By default, the selection is Disable, which means that no password is used and the
password fields are masked out.

10. From the Groupmenu, select at least one captive portal group.
To assign a user account to more than one group, press the Control key and click
each group. By default, a new user account is assigned to the default group with ID
1.

11. In the Session Timeout field, enter the period in seconds that a user is permitted
to remain connected to the network.
After the session time-out period is exceeded, the user is logged out automatically.
The default is 0, which means that the session does not time out. The range is from
0 to 86400 seconds.

12. In the Idle Timeout field, enter the period in seconds that the switch waits before
terminating an idle session and logging out the user.
The default is 0, which means that an idle session does not time out. The range is
from 0 to 900 seconds.

13. In theMax Bandwidth Down field, enter the maximum rate, in bits per second, at
which a client can receive data from the network.
A value of 0 indicates that the global configuration must be used. The range is from
0 to 536870911 bps.

14. In theMaxBandwidthUp field, enter themaximum rate, in bits per second, at which
a client can send data into the network.
A value of 0 indicates that the global configuration must be used. The range is from
0 to 536870911 bps.
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15. In theMax Input field, enter the number of octets the user is allowed to receive.
After this limit is reached, the user is disconnected. A value of 0 indicates that the
global limit must be used. The range is from 0 to 4294967295.

16. In theMax Output field, enter the number of octets the user is allowed to transmit.
After this limit is reached, the user is disconnected. A value of 0 indicates that the
global limit must be used. The range is from 0 to 4294967295.

17. In theMax Total field, enter the number of bytes the user is allowed to transmit and
receive.
The maximum number of octets is the sum of octets transmitted and received. After
this limit is reached, the user is disconnected. A value of 0 indicates that the global
limit must be used. The range is from 0 to 4294967295.

18. Do one of the following:

• If you are adding a new user account, click the Add button.
Your settings are saved. The user account is added.

• If you are changing the settings for a user account, click the Apply button.
Your settings are saved.

19. To save the settings to the running configuration, click the Save icon.

Delete a captiveportal user accountYou candelete a captiveportal user account
that is no longer required.
To delete a captive portal user account:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > Captive Portal > CP User Configuration.
The CP User Configuration page displays.

6. Select the check box for the user account.
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7. Click the Delete button.
The user account is removed.

8. To save the settings to the running configuration, click the Save icon.

Configure the captive portal trap flag settings
You can specify if the switch sends SNMP traps for actions that occur on the captive
portal. By default, the switch does not send any traps for actions that occur on the captive
portal.

To configure the captive portal trap flag settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > Captive Portal > CP Trap Flags.
The CP Trap Flags page displays.

6. Configure the following trap flag settings:

• CP Trap Mode: Enable or disable the captive portal trap mode.
• Client Authentication Failure: Enable or disable the transmission of a trap if a
client fails to authenticate with a captive portal.

• ClientConnect: Enable or disable the transmission of a trap if a client authenticates
with, and connects to, a captive portal.

• Client Database Full: Enable or disable the transmission of a trap each time an
entry cannot be added to the client database because it is full.

• Client Disconnect: Enable or disable the transmission of a trap if a client
disconnects from a captive portal.

By default, these trap flag settings are disabled.

7. Click the Apply button.
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Your settings are saved.

8. To save the settings to the running configuration, click the Save icon.

Display or clear captive portal client statistics
You can display or clear captive portal client statistics, including statistics about traffic
sent and received by individual clients.

To display or clear the captive portal client statistics:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Control > Captive Portal > CP Client.
The CP Client page displays.

6. To search for a captive portal user by MAC address, specify the MAC address, and
click the Go button.
If the entry exists, the information for the captive portal user is displayed. An exact
match is required.

7. To refresh the page, click the Refresh button.

8. To clear the captive portal client statistics, click the Clear button.

9. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable information that is displayed.

Main User Manual645Manage Switch Security

AV Line of Fully Managed Switches M4250 Series Main User Manual



Table 160. Captive portal client statistics

DescriptionField

The client MAC address.MAC Address

The IP address of the client.IP Address Drops

The connection protocol, which is either HTTP or HTTPS.Protocol

The authentication type, which is Guest, Local, or RADIUS.Verification

The period that passed since the client was authorized.Session Time

The interface the client is using.Interface

The ID of the captive portal.CP ID

The user name (or guest ID) of the connected client.User Name

The total number of bytes the client received.Bytes Received

The total number of bytes the client transmitted.Bytes Transmitted

The total number of packets the client received.Packets Received

The total number of packets the client transmitted.Packets Transmitted

Access control lists

Access control lists (ACLs) ensure that only authorized users can access specific resources
while blocking any unwarranted attempts to reach network resources. ACLs are used
toprovide traffic flow control, restrict contents, decidewhich types of traffic are forwarded
or blocked, and provide security for the network. The switch supports a total of 100
ACLs, which can be a combination of MAC ACLs, basic IPv4 ACL, extended IPv4 ACLs,
and IPv6 ACLs.

To configure an ACL:

1. Create an IPv4-based, IPv6-based, or MAC-based ACL ID.

2. Create a rule and assign it to a unique ACL ID.

3. Define the rules, which can identify protocols, source, and destination IP and MAC
addresses, and other packet-matching criteria.

4. Use the ID number to assign theACL to a port or to a LAG. To viewACL configuration
examples, see Access control lists (ACLs) on page 768.
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Use the ACL Wizard to create a simple ACL
The ACLWizard helps you create a simple ACL and apply it to the selected ports easily
and quickly. First, select an ACL type to use when you create an ACL. Then add an ACL
rule to this ACL and apply this ACL on the selected ports.

Note: The steps in the following procedure describe how you can create an ACL based
on the destination MAC address. If you select a different type of ACL (or example, an
ACL based on a source IPv4), the page displays different information.

Use the ACLWizard to create an ACL To use the ACLWizard to create an ACL:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > ACL > ACL Wizard.

The previous figure shows the page for a 12-port model.
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Note: The steps in this procedure describe creating anACLbasedon the destination
MACaddress. If you select a different ACL type, for example, ACL based on a source
IPv4, then what is shown on this page varies, depending on the current step in the
rule configuration process.

6. From the ACL Typemenu, select the type of ACL.
You can select from the following ACL types:

• ACL Based onDestinationMAC: Creates an ACL based on the destinationMAC
address, destination MAC mask, and VLAN.

• ACL Based on SourceMAC: Creates an ACL based on the source MAC address,
source MAC mask, and VLAN.

• ACL Based on Destination IPv4: Creates an ACL based on the destination IPv4
address and IPv4 address mask.

• ACL Based on Source IPv4: Creates an ACL based on the source IPv4 address
and IPv4 address mask.

• ACL Based on Destination IPv6: Creates an ACL based on the destination IPv6
prefix and IPv6 prefix length.

• ACL Based on Source IPv6: Creates an ACL based on the source IPv6 prefix and
IPv6 prefix length.

• ACLBasedonDestination IPv4 L4Port: Creates anACLbasedon thedestination
IPv4 Layer 4 port number.

• ACL Based on Source IPv4 L4 Port: Creates an ACL based on the source IPv4
Layer 4 port number.

• ACLBasedonDestination IPv6 L4Port: Creates anACLbasedon thedestination
IPv6 Layer 4 port number.

• ACL Based on Source IPv6 L4 Port: Creates an ACL based on the source IPv6
Layer 4 port number.

Note: For L4 port options, two rules are created (one for TCP and one for UDP).

7. In the Sequence Number field, enter a whole number in the range from 1 to
2147483647 that is used to identify the rule.

8. From the Actionmenu, select Permit or Deny to specify the action that must be
taken if a packet matches the rule’s criteria.

9. From theMatch Everymenu, select one of the following options:

• False: Packets do not need tomatch the selectedACL and rule.With this selection,
you can add a destination MAC address, destination MAC mask, and VLAN.

• True: All packets must match the selected ACL and rule and are either permitted
or denied. In this case, since all packets match the rule, the option of configuring
other match criteria is not offered.
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10. Specify the additional match criteria for the selected ACL type.
The rest of the rule match criteria fields available for configuration depend on the
selected ACL type. For information about the possible match criteria fields, see the
following table.
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FieldsACL Based On

• DestinationMAC: Specify the destinationMACaddress to compare against

an Ethernet frame. The format is xx:xx:xx:xx:xx:xx. TheBPDUkeywordmight

be specified using a destination MAC address of 01:80:C2:xx:xx:xx.

• DestinationMACMask: Specify the destinationMAC addressmask, which

represents the bits in the destination MAC address to compare against an

Ethernet frame. The format is xx:xx:xx:xx:xx:xx. The BPDU keyword might

be specified using a destination MAC mask of 00:00:00:ff:ff:ff.

• VLAN: Specify the VLAN ID to match within the Ethernet frame.

Destination MAC

• Source MAC: Specify the source MAC address to compare against an

Ethernet frame. The format is xx:xx:xx:xx:xx:xx.

• SourceMACMask: Specify the sourceMACaddressmask,which represents

the bits in the source MAC address to compare against an Ethernet frame.

The format is (xx:xx:xx:xx:xx:xx).

• VLAN: Specify the VLAN ID to match within the Ethernet frame.

Source MAC

• Destination IP Address: Specify the destination IP address.

• Destination IP Mask: Specify the destination IP address mask.

Destination IPv4

• Source IP Address: Specify the source IP address.

• Source IP Mask: Specify the source IP address mask.

Source IPv4

• Destination Prefix: Specify the destination prefix.

• Destination Prefix Length: Specify the destination prefix length.

Destination IPv6

• Source Prefix: Specify the source destination prefix.

• Source Prefix Length: Specify the source prefix length.

Source IPv6

• Destination L4 port (protocol): Specify the destination IPv4 L4 port

protocol.

• Destination L4 port (value): Specify the destination IPv4 L4 port value.

Destination IPv4 L4 Port

• Source L4 port (protocol): Specify the source IPv4 L4 port protocol.

• Source L4 port (value): Specify the source IPv4 L4 port value.

Source IPv4 L4 Port
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(Continued)

FieldsACL Based On

Destination IPv6 L4 Port • Destination L4 port (protocol): Specify the destination IPv6 L4 port

protocol.

• Destination L4 port (value): Specify the destination IPv6 L4 port value.

• Source L4 port (protocol): Specify the source IPv6 L4 port protocol.

• Source L4 port (value): Specify the source IPv6 L4 port value.

Source IPv6 L4 Port

11. As a sample, the following steps describe how you can create an ACL based on the
destination MAC address:

a. In theDestinationMAC field, specify the destination MAC address that must be
compared against the information in an Ethernet frame.
The format is xx:xx:xx:xx:xx:xx. The BPDU keyword can be specified using a
destination MAC address of 01:80:C2:xx:xx:xx.

b. In the Destination MACMask field, specify the destination MAC address mask
that must be compared against the information in an Ethernet frame.
The format is xx:xx:xx:xx:xx:xx. The BPDU keyword can be specified using a
destination MAC mask of 00:00:00:ff:ff:ff.

c. In the VLAN ID field, specify which VLAN must be compared against the
information in an Ethernet frame.
The range is from 1 to 4093. Either a VLAN range or VLAN can be configured.

12. In the Binding Configuration section, from the Directionmenu, select the packet
filtering direction for the ACL.

• Inbound: The MAC binding can be applied to incoming traffic only.
• Outbound: The MAC binding can be applied to outgoing traffic only.

13. In the Ports and LAG tables in the Binding Configuration section, select the ports
and LAGs to which the ACL must be applied.

14. Click the Add button.
The rule is added to the ACL.

15. Click the Apply button.
Your settings are saved.
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16. To save the settings to the running configuration, click the Save icon.

Modify an ACL rule that you created with the ACL Wizard To modify an
ACL rule that you created with the ACL Wizard:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > ACL > ACL Wizard.
The ACL Wizard page displays.

6. Select check box that is associated with the rule.

7. Update the match criteria as needed.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Delete an ACL rule that you created with the ACL Wizard To delete an
ACL rule that you created with the ACL Wizard:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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5. Select Security > ACL > ACL Wizard.
The ACL Wizard page displays.

6. Select check box that is associated with the rule.

7. Click the Delete button.
The rule is removed.

8. To save the settings to the running configuration, click the Save icon.

ACL Wizard example In the following figure, the ACL rule is configured to check
for packet matches on ports 3, 7, and 8 and on LAG 4. Packets that include a source
address in the 203.0.113.0/24 network are permitted to be forwarded by the interfaces.
All other packets are dropped because every ACL includes an implicit deny all rule as
the last rule.

For information about the ACLWizard, see Use the ACLWizard to create a simple ACL
on page 647.

Configure a MAC ACL
A MAC ACL consists of a set of rules that are matched sequentially against a packet.
When a packet meets the match criteria of a rule, the specified rule action (Permit or
Deny) is taken, and the additional rules are not checked for a match.
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Multiple steps are involved in defining a MAC ACL and applying it to the switch:

1. Create a MAC ACL ID (see Add a MAC ACL on page 654).

2. Create a MAC rule (see Configure MAC ACL rules on page 656).

3. Associate the MAC ACL with one or more interfaces (see Configure MAC bindings
on page 660).
You can display or delete MAC ACL configurations in the MAC binding table (see
Display or delete MAC ACL bindings in the MAC binding table on page 662).

Add a MAC ACL To add a MAC ACL:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > ACL > Basic > MAC ACL.
The MAC ACL page displays.

TheMACACL Table displays the number of ACLs currently configured on the switch
and the maximum number of ACLs that can be configured. The current size is equal
to the number of configured IPv4 and IPv6ACLs plus the number of configuredMAC
ACLs.

6. In the Name field, specify a name for the MAC ACL.
The name string can include alphabetic, numeric, hyphen, underscore, or space
characters only. The name must start with an alphabetic character.

7. Click the Add button.
The MAC ACL is added.

Each configured ACL displays the following information:

• Rules: The number of rules currently configured for the MAC ACL.
• Direction: The direction of packet traffic affected by the MAC ACL, which can be
Inbound or blank. (If the ACL is not bound to an interface, the direction is blank.)
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8. To save the settings to the running configuration, click the Save icon.

Change the name of a MAC ACL To change the name of a MAC ACL:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > ACL > Basic > MAC ACL.
The MAC ACL page displays.

6. Select check box that is associated with the MAC ACL.

7. In the Name field, specify the new name.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Delete a MAC ACL To delete a MAC ACL:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > ACL > Basic > MAC ACL.
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The MAC ACL page displays.

6. Select check box that is associated with the MAC ACL.

7. Click the Delete button.
The MAC ACL is removed.

8. To save the settings to the running configuration, click the Save icon.

Configure MAC ACL rules
You can define rules for MAC-based ACLs. The access list definition includes rules that
specify whether trafficmatching the criteria is forwarded normally or discarded. Adefault
deny all rule is the last rule of every list.

Add a rule to a MAC ACL To add a rule to a MAC ACL:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > ACL > Basic > MAC Rules.

6. From the ACL Namemenu, select the MAC ACL.

7. In the Sequence Number field, enter a whole number in the range from 1 to
2147483647 to identify the rule.

8. From the Actionmenu, select the action that must be taken if a packet matches the
rule’s criteria:
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• Permit: Forwards packets that meet the ACL criteria.
• Deny: Drops packets that meet the ACL criteria.

9. In the Assign Queue field, specify the hardware egress queue identifier that must
be used to handle all packets matching this ACL rule.
The range for the queue ID is from 0 to 7.

10. From theMirror Interfacemenu, select the specific egress interface to which the
matching traffic streammust be copied, in addition to being forwarded normally by
the switch.
This field cannot be set if a redirect interface is already configured for the ACL rule.
This field is visible for a Permit action.

11. From theRedirect Interfacemenu, select the egress interface towhich thematching
traffic stream must be redirected, bypassing any forwarding decision normally
performed by the switch.
This field cannot be set if a mirror interface is already configured for the ACL rule.

12. From theMatch Everymenu, select whether each Layer 2 MAC packet must be
matched against the rule:

• True: Each packet must match the selected ACL rule.
• False: Not all packets need to match the selected ACL rule.

13. In the CoS field, specify the 802.1p priority that must be compared against the
information in an Ethernet frame.
The range for the priority is from 0 to 7.

14. In the Destination MAC field, specify the destination MAC address that must be
compared against the information in an Ethernet frame.
The format is xx:xx:xx:xx:xx:xx. The BPDU keyword can be specified using a
destination MAC address of 01:80:C2:xx:xx:xx.

15. In theDestinationMACMask field, specify the destinationMAC address mask that
must be compared against the information in an Ethernet frame.
The format is xx:xx:xx:xx:xx:xx. The BPDU keyword can be specified using a
destination MAC mask of 00:00:00:ff:ff:ff.

16. From the EtherType Keymenu, select the EtherType value that must be compared
against the information in an Ethernet frame.
The values are as follows:

• Apple Talk
• IBM SNA
• IPv4
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• IPv6
• IPX
• MPLS Multicast
• MPLS Unicast
• NetBios
• Novell
• PPPOE
• RARP
• User Value

17. If you select User Value from the EtherType Keymenu, in the EtherType User
Value field, specify the customized EtherType value that must be used.
This value must be compared against the information in an Ethernet frame. The
range is from 0x0600 to 0xFFFF.

18. In the Source MAC field, specify the source MAC address that must be compared
against the information in an Ethernet frame.
The format is xx:xx:xx:xx:xx:xx.

19. In the Source MACMask field, specify the source MAC address mask that must be
compared against the information in an Ethernet frame.
The format is xx:xx:xx:xx:xx:xx.

20. In theVLAN field, specify the VLAN ID thatmust be compared against the information
in an Ethernet frame.
The range is from1 to 4093. You can configure either a single VLANor a VLAN range.

21. From the Loggingmenu, select whether to enable or disable logging.
This option is available if the selection from the Actionmenu is Deny.

If you select Enable, logging is enabled for this ACL rule (subject to resource
availability on the switch).

If the access list trap flag is also enabled, periodic traps are generated, indicating
the number of times the rule was evoked during the report interval, which is fixed
at five minutes.

22. In the Rate Limit ConformData Rate field, specify the value of the conforming data
rate, which is the data rate at which confirming traffic is limited.
The range is from 1 to 4294967295 Kbps.

23. In the Rate Limit Burst Size field, specify the value of the burst size, which is the size
at which bursts of traffic above the confirming data rate are permitted.
The range is from 1 to 128 Kbps.
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24. From the Time Rangemenu, as an option, select the name of the timer schedule.
For information about timer schedules, see Timer schedules on page 144.

The Rule Status field in the table shows if the rule is active or inactive. Blank means
that no timer schedule is associated with the rule.

25. Click the Add button.
The rule is added.

26. To save the settings to the running configuration, click the Save icon.

Change the match criteria for a MAC rule To change the match criteria for a
MAC rule:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > ACL > Basic > MAC Rules.
The MAC Rules page displays.

6. Select the check box that is associated with the rule.

7. Modify the fields as needed.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Delete a rule for a MAC ACL To delete a rule for a MAC:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
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The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > ACL > Basic > MAC Rules.
The MAC Rules page displays.

6. Select the check box that is associated with the rule.

7. Click the Delete button.
The rule is removed.

8. To save the settings to the running configuration, click the Save icon.

Configure MAC bindings
When an ACL is bound to an interface, all the rules that are defined are applied to the
selected interface. You can assign MAC ACLs to interfaces and LAGs.

To configure MAC binding:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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5. Select Security > ACL > Basic > MAC Binding Configuration.

Theprevious figure shows thepage for a 12-portmodel and includes someexamples.

6. From the ACL IDmenu, select an ACL.

7. From the Directionmenu, select the traffic direction for the MAC binding:

• Inbound: The MAC binding can be applied to incoming traffic only.
• Outbound: The MAC binding can be applied to outgoing traffic only.

8. In the Sequence Number field, optionally specify a number to indicate the order of
the access list relative to other access lists already assigned to the interface and
direction.
A low number indicates high precedence order. If a sequence number is already in
use for the interface and direction, the specified access list replaces the currently
attached access list using that sequence number. If you do not specify the sequence
number, a sequence number that is one number greater than the highest sequence
number currently in use for the interface and direction is used. The range is from 1
to 4294967295.

9. To add the selected ACL to a port or LAG, in the Ports table or LAG table, click the
port or LAG so that a check mark displays.
You can add the ACL to several ports and LAGs.

The Ports and LAG tables display the available interfaces for ACL bindings.

10. Click the Apply button.
Your settings are saved.

11. To save the settings to the running configuration, click the Save icon.
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The following table describes the nonconfigurable information that is displayed.

Table 161. Interface Binding Status information

DescriptionField

The selected interface.Interface

The selected packet filtering direction for the ACL.Direction

The type of ACL assigned to the selected interface and direction.ACL Type

The ACL number or name identifying the ACL assigned to the selected interface and
direction.

ACL ID

The sequence number signifying the order of specified ACL relative to other ACLs
assigned to the selected interface and direction.

Sequence Number

Display or delete MAC ACL bindings in the MAC binding
table
You can display or delete the MAC ACL bindings in the MAC binding table.

To display or delete MAC ACL bindings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > ACL > Basic > Binding Table.
The Binding Table page displays. This table displays the MAC ACL-to-interface
bindings.
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6. To delete a MAC ACL-to-interface binding, do the following:

a. Select the check box next to the interface.

b. Click the Delete button.
The binding is removed.

7. To save the settings to the running configuration, click the Save icon.

The following table describes the information that is displayed in the MAC binding
table.

Table 162. MAC Binding Table information

DescriptionField

The interface of the ACL assigned.Interface

The selected packet filtering direction for the ACL.Direction

The type of ACL assigned to selected interface and direction.ACL Type

The ACL name identifying the ACL assigned to selected interface and direction.ACL ID

The sequence number signifying the order of the specified ACL relative to other ACLs
assigned to selected interface and direction.

Sequence Number

Configure a basic or extended IPv4 ACL
An IPv4 ACL consists of a set of rules that are matched sequentially against a packet.
When a packet meets the match criteria of a rule, the specified rule action (Permit or
Deny) is taken, and the additional rules are not checked for a match. You must specify
the interfaces to which an IPv4 ACL applies, as well as whether it applies to inbound or
outbound traffic.
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Multiple steps are involved in defining an IPv4 ACL and applying it to the switch:

1. Add an IPv4 ACL ID (see Add an IPv4 ACL on page 664).
The differences between a basic IPv4 ACL and an extended IPv4 ACL are as follows:

• Numbered ACL from 1 to 99: Creates a basic IPv4 ACL, which allows you to
permit or deny traffic from a source IP address.

• Numbered ACL from 100 to 199: Creates an extended IPv4 ACL, which allows
you to permit or deny specific types of Layer 3 or Layer 4 traffic from a source IP
address to a destination IP address. This type of ACL provides more granularity
and filtering capabilities than the basic IP ACL.

• Named IP ACL: Creates an extended IPv4 ACL with a name string that is up to
31 alphanumeric characters in length. The name must start with an alphabetic
character.

2. Create an IPv4 rule (see Configure rules for a basic IP ACL on page 666 or Configure
rules for an extended IPv4 ACL on page 671).

3. Associate the IPv4 ACL with one or more interfaces (see Configure IP ACL interface
bindings on page 688).
You can display or delete IPv4 ACL configurations in the IP ACL Binding table (see
Display or delete IP ACL bindings in the IP ACL binding table on page 690.

Add an IPv4 ACL To add an IPv4 ACL:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > ACL > Advanced > IP ACL.
The IP ACL page displays.

The IP ACL page shows the current size of the ACL table compared to themaximum
size of the ACL table. The current size is equal to the number of configured IPv4
ACLs plus the number of configured MAC ACLs and IPv6 ACLs. The maximum
number of ACLs on the switch is 100.
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TheCurrentNumber of ACL field displays the current number of all ACLs configured
on the switch.

The Maximum ACL field displays the maximum number of ACLs that you can
configure on the switch.

6. In the IP ACL ID field, specify the ACL ID or IP ACL name, which depends on the IP
ACL type. The IP ACL ID is an integer in the following range:

• 1–99: Creates a basic IP ACL, which allows you to permit or deny traffic from a
source IP address.

• 100–199: Creates an extended IPACL, which allows you to permit or deny specific
types of Layer 3 or Layer 4 traffic from a source IP address to a destination IP
address. This type of ACLprovidesmore granularity and filtering capabilities than
the standard IP ACL.

• IP ACL Name: Creates an extended IP ACL with a name string that is up to
31 alphanumeric characters in length. The name must start with an alphabetic
character.

Each configured ACL displays the following information:

• Rules: The number of rules currently configured for the IPv4 ACL.

• Type: Identifies the ACL as a basic IP ACL (with ID from 1 to 99), extended IP ACL
(with ID from 100 to 199), or named ACL (which is also an extended ACL).

7. Click the Add button.
The IP ACL is added.

8. To save the settings to the running configuration, click the Save icon.

Change the number or name of an IPv4 ACL To change the number or name
of an IPv4 ACL:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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5. Select Security > ACL > Advanced > IP ACL.
The IP ACL Configuration page displays.

6. Select the check box that is associated with the IP ACL.

7. In the IP ACL field, specify the new number or name.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Delete an IPv4 ACL To delete an IPv4 ACL:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > ACL > Advanced > IP ACL.
The IP ACL Configuration page displays.

6. Select the check box that is associated with the IP ACL.

7. Click the Delete button.
The IP ACL is removed.

8. To save the settings to the running configuration, click the Save icon.

Configure rules for a basic IP ACL
You can define rules for IP-based standard ACLs (basic ACLs). The access list definition
includes rules that specify whether traffic matching the criteria is forwarded normally
or discarded.
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Note: An implicit deny all rule is included at the end of an ACL list. This means that if
an ACL is applied to a packet, and if none of the explicit rules match, then the final
implicit deny all rule applies and the packet is dropped.

Add a rule for a basic IPv4 ACL To add a rule for a basic IPv4 ACL:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > ACL > Advanced > IP Rules.

If no rules exists, the Basic ACL Rule Table shows the message No rules have been
configured for this ACL. If one or more rule exists for the ACL, the rules display in
the Basic ACL Rule Table.

6. From the ACL IDmenu, select the IP ACL for which you want to add or a change a
rule.
For basic IP ACLs, this must be an ID in the range from 1 to 99.
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7. Click the Add button.

8. Specify the following match criteria for the rule:

• Sequence Number: Enter an ACL sequence number in the range from 1 to
2147483647 that is used to identify the rule. An IP ACL can contain up to 50 rules.

• Action: Select the ACL forwarding action, which is one of the following:

• Permit: Forward packets that meet the ACL criteria.
EgressQueue: If the selection form theActionmenu isPermit, you can specify
the hardware egress queue identifier that is used to handle all packetsmatching
this IP ACL rule. The range of queue IDs is from 0 to 7.

• Deny: Drop packets that meet the ACL criteria.
Logging: If the selection from the Actionmenu is Deny, you can enable
logging for the ACL by selecting the Enable radio button. (Logging is subject
to resource availability on the switch.)

• Match Every: Select one of the radio buttons to specify whether all packets must
match the selected IP ACL rule:

• Enable: All packets must match the selected IP ACL rule and are either
permitted or denied.

• Disable: Not all packets need to match the selected IP ACL rule.

• Mirror Interface: From themenu, select the egress interface towhich thematching
traffic stream must be copied, in addition to being forwarded normally by the
switch.

Main User Manual668Manage Switch Security

AV Line of Fully Managed Switches M4250 Series Main User Manual



You can either select a mirror interface or a redirect interface. These options are
mutually exclusive.

• Redirect Interface: From the menu, select the egress interface to which the
matching traffic stream must be redirected, bypassing any forwarding decision
normally performed by the switch.
You can either select a redirect interface or a mirror interface. These options are
mutually exclusive.

• Src IP Address: Specify an IP address using dotted-decimal notation to be
compared to a packet’s source IP address as a match criterion for the selected IP
ACL rule.

• Src IP Mask: Specify the IP mask in dotted-decimal notation to be used with the
source IP address.

• Rate Limit Conform Data Rate: Specify the value of the conforming data rate,
which is the data rate at which confirming traffic is limited. The range is from 1 to
4294967295 Kbps.

• Rate Limit Burst Size: Specify the value of the burst size, which is the size at which
bursts of traffic above the confirming data rate are permitted. The range is from
1 to 128 Kbps.

• Time Range: From the Time Rangemenu, select the timer schedule that must
be associated with the rule. For more information about timer schedules, see
Timer schedules on page 144. If you did not set up any timer schedules, themenu
does not present any options.

9. Click the Apply button.
Your settings are saved.

The Rule Status field in the table shows if the rule is active or inactive. Blank means
that no timer schedule is associated with the rule.

10. To save the settings to the running configuration, click the Save icon.

Modify the match criteria for a basic IPv4 ACL rule To modify the match
criteria for a basic IPv4 ACL rule:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > ACL > Advanced > IP Rules.
The IP Rules page displays.

6. From theACL IDmenu, select theACL that includes the rule that youwant tomodify.

7. In the Basic ACL Rule Table, click the rule.
The rule is a hyperlink. The Standard ACL Rule Configuration page displays.

8. Modify the basic IP ACL rule criteria.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

Delete a basic IPv4 ACL rule To delete a basic IPv4 ACL rule:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > ACL > Advanced > IP Rules.
The IP Rules page displays.

6. From theACL IDmenu, select theACL that includes the rule that youwant tomodify.

7. In the Basic ACL Rule Table, select the check box that is associated with the rule.

8. Click the Delete button.
The rule is removed.

9. To save the settings to the running configuration, click the Save icon.
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Configure rules for an extended IPv4 ACL
You can define rules for extended IPv4 ACLs. The access list definition includes rules
that specify whether traffic matching the criteria is forwarded normally or discarded.

Note: An implicit deny all rule is included at the end of an ACL list. This means that if
an ACL is applied to a packet and if none of the explicit rulesmatch, then the final implicit
deny all rule applies and the packet is dropped.

Add a rule for an extended IPv4 ACL To add a rule for an extended IPv4 ACL:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > ACL > Advanced > IP Extended Rules.

If no rules exists, the Extended ACL Rule Table shows the message No rules have
been configured for this ACL. If one or more rule exists for the ACL, the rules display
in the Extended ACL Rule Table.

6. From the ACL ID/Namemenu, select the IP ACL for which you want to add a rule.
For extended IP ACLs, this must be an ID in the range from 101 to 199 or a name.
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7. Click the Add button.

8. Configure the following options for the rule:

• Sequence Number: Enter a number in the range from 1 to 2147483647 that is
used to identify the rule. An extended IP ACL can contain up to 1023 rules.

• Action: Select the ACL forwarding action, which is one of the following:

• Permit: Forward packets that meet the ACL criteria.
Egress Queue: If the selection from the Actionmenu is Permit, select the
hardware egress queue identifier that is used to handle all packets matching
this IP ACL rule. The range of queue IDs is 0 to 7.

• Deny: Drop packets that meet the ACL criteria.
This option is available if the selection from the Actionmenu is Deny.
If you select Enable, logging is enabled for this ACL rule (subject to resource
availability on the switch).
If the access list trap flag is also enabled, periodic traps are generated,
indicating the number of times the rule was evoked during the report interval,
which is fixed at five minutes.

• Interface: For a Permit action, use either amirror interface or a redirect interface:

• Select theMirror radio button and use themenu to specify the egress interface
to which the matching traffic stream is copied, in addition to being forwarded
normally by the device.
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• Select the Redirect radio button and use the menu to specify the egress
interface to which the matching traffic stream is forced, bypassing any
forwarding decision normally performed by the device.

• Match Every: Select one of the radio buttons to specify whether all packets must
match the selected IP ACL rule:

• False: Not all packets need to match the selected IP ACL rule. You can
configure other match criteria on the page.

• True: All packetsmustmatch the selected IPACL rule and are either permitted
or denied. In this case, you cannot configure other match criteria on the page.

• Protocol Type: From themenu, select a protocol that a packet’s IP protocol must
bematched against: IP, ICMP, IGMP, TCP,UDP,EIGRP,GRE, IPINIP,OSPF,PIM,
orOther. If you selectOther, enter a protocol number from 0 to 255.

• TCP Flag: If you select TCP from the Protocol Typemenu, for each TCP flag, you
can specify whether or not a packet’s TCP flag must match. The TCP flag values
are URG, ACK, PSH, RST, SYN, and FIN. You can set each TCP flag separately to
one of the following options:

• Ignore: The packet’s TCP flag is ignored. This is the default setting.

• Set: A packet matches this ACL rule if the TCP flag in this packet is set.

• Clear: A packet matches this ACL rule if the TCP flag in this packet is not set.

Note: If the RST and ACK flags are set, the option Established is available,
indicating that a match occurs if either the RST- or ACK-specified bits are set in
the packet’s header.

• Src: In the Src field, enter a source IP address, using dotted-decimal notation, to
be compared to a packet’s source IP address as a match criterion for the selected
IP ACL rule:

• If you select the IP Address radio button, enter an IP address or an IP address
range. You can enter a relevant wildcardmask to apply this criteria. If this field
is left empty, it means any.

• If you select theHost radio button, the wildcardmask is configured as 0.0.0.0.
If this field is left empty, it means any.
Thewildcardmask determineswhich bits are used andwhich bits are ignored.
A wildcard mask of 0.0.0.0 indicates that none of the bits are important. A
wildcard of 255.255.255.255 indicates that all of the bits are important.

• Src L4: The options are available only if the selection from the Protocol Type
menu is TCP or UDP. Use the source L4 port option to specify relevant matching
conditions for L4 port numbers in the extended ACL rule.
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You can select either the Port radio button or the Range radio button:

• Port: If you select the Port radio button, you can either enter the port number
yourself or select one of the following protocols from the menu:

- The source IP TCP port protocols are Domain, Echo, FTP, FTP data,
www-http, SMTP, Telnet, POP2, POP3, and BGP.

- The source IP UDP port protocols are Domain, Echo, SNMP, NTP, RIP,
Time,Who, and TFTP.

Each of these values translates into its equivalent port number, which is used
as both the start and end of the port range.
Select Other from the menu to enter a port number. If you select Other from
the menu but leave the field blank, it means any.
The relevant matching conditions for L4 port numbers are as follows:

- Equal: The IP ACL rule matches if the Layer 4 source port number is equal
to the specified port number or port key.

- Not Equal: The IP ACL rule matches if the Layer 4 source port number is
not equal to the specified port number or port key.

- Less Than: The IP ACL rule matches if the Layer 4 source port number is a
lower number than the specified port number or port key.

- Greater Than: The IP ACL rule matches if the Layer 4 source port number
is a higher number than the specified port number or port key.

• Range: If you select the Range radio button, the IP ACL rule matches only if
the Layer 4 source port number is within the specified port range. The starting
port, ending port, and all ports in between are a part of the Layer 4 port range.
The Start Port and End Port fields identify the first and last ports that are part
of the port range. The values can range from 0 to 65535.
You can either enter the port range yourself or select one of the following
protocols from the menu:

- The source IP TCP port protocols are Domain, Echo, FTP, FTP data,
www-http, SMTP, Telnet, POP2, POP3, and BGP.

- The source IP UDP port protocols are Domain, Echo, SNMP, NTP, RIP,
Time,Who, and TFTP.

Each of these values translates into its equivalent port number, which is used
as both the start and end of the port range. Select Other from the menu to
enter a port number. If you select Other from the menu but leave the field
blank, it means any.
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Thewildcardmask determineswhich bits are used andwhich bits are ignored.
A wildcard mask of 0.0.0.0 indicates that none of the bits are important. A
wildcard of 255.255.255.255 indicates that all of the bits are important.

• Dst: In theDst field, enter a destination IP address, using dotted-decimal notation,
to be compared to a packet’s destination IP address as a match criteria for the
selected IP ACL rule:

• If you select the IP Address radio button, enter an IP address with a relevant
wildcard mask to apply this criteria. If this field is left empty, it means any.

• If you select theHost radio button, the wildcardmask is configured as 0.0.0.0.
If this field is left empty, it means any.
Thewildcardmask determineswhich bits are used andwhich bits are ignored.
A wildcard mask of 0.0.0.0 indicates that none of the bits are important. A
wildcard of 255.255.255.255 indicates that all of the bits are important.

• Dst L4: The options are available only if the selection from the Protocol Type
menu is TCP or UDP. Use the destination L4 port option to specify relevant
matching conditions for L4 port numbers in the extended ACL rule.
You can select either the Port radio button or the Range radio button:

• Port: If you select the Port radio button, you can either enter the port number
yourself or select one of the following protocols from the menu.

- The destination IP TCP port protocols are Domain, Echo, FTP, FTP data,
www-http, SMTP, Telnet, POP2, POP3, and BGP.

- The destination IP UDP port protocols are Domain, Echo, SNMP, NTP,
RIP, Time,Who, and TFTP.

Each of these values translates into its equivalent port number, which is used
as both the start and end of the port range.
Select Other from the menu to enter a port number. If you select Other from
the menu but leave the field blank, it means any.
The relevant matching conditions for L4 port numbers are as follows:

- Equal: The IP ACL rule matches if the Layer 4 source port number is equal
to the specified port number or port key.

- Not Equal: The IP ACL rule matches if the Layer 4 source port number is
not equal to the specified port number or port key.

- Less Than: The IP ACL rule matches if the Layer 4 source port number is a
lower number than the specified port number or port key.

- Greater Than: The IP ACL rule matches if the Layer 4 source port number
is a higher number than the specified port number or port key.
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• Range: If you select the Range radio button, the IP ACL rule matches only if
the Layer 4 destination port number is within the specified port range. The
starting port, ending port, and all ports in between are a part of the Layer 4
port range.
The Start Port and End Port fields identify the first and last ports that are part
of the port range. They values can range from 0 to 65535.
You can either select the enter the port range yourself or select one of the
following protocols from the menu:

- The destination IP TCP port protocols are Domain, Echo, FTP, FTP data,
www-http, SMTP, Telnet, POP2, POP3, and BGP.

- The destination IP UDP port protocols are Domain, Echo, SNMP, NTP,
RIP, Time,Who, and TFTP.

Each of these values translates into its equivalent port number, which is used
as both the start and end of the port range.
Select Other from the menu to enter a port number. If you select Other from
the menu but leave the field blank, it means any.
Thewildcardmask determineswhich bits are used andwhich bits are ignored.
A wildcard mask of 0.0.0.0 indicates that none of the bits are important. A
wildcard of 255.255.255.255 indicates that all of the bits are important.

• IGMP Type: If your selection from the Protocol Typemenu is IGMP and you
specify the IGMP type, the IP ACL rulematches the specified IGMPmessage type.
The range is from 0 to 255. If this field is left empty, it means any.

• ICMP: If your selection from the Protocol Typemenu is ICMP, you can select
either the Type orMessage radio button:

• If you select the Type radio button, note the following:

- The Type and Code fields are enabled only if the protocol is ICMP. Use
these fields to specify a match condition for ICMP packets:

- If you specify information in the Type field, the IP ACL rule matches the
specified ICMP message type. The type number can be from 0 to 255.

- If you specify information in the Code field, the IP ACL rule matches the
specified ICMP message code. The code can be from 0 to 255.

- If these fields are left empty, it means any.

• If you select theMessage radio button, from the menu, select the type of the
ICMP message to match with the selected IP ACL rule. Specifying a type of
message implies that both the ICMP type and ICMP code are specified. The
ICMPmessage is decoded into the corresponding ICMP type and ICMP code
within the ICMP type.
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The IPv4 ICMP message types are Echo, echo-reply, host-redirect,
mobile-redirect, net-redirect, net-unreachable, redirect, packet-too-big,
port-unreachable, source-quench, router-solicitation, router-advertisement,
TTL-exceeded, time-exceeded, and unreachable.

• Fragments: Either select the Enable radio button to allow initial fragments (that
is, the fragment bit is asserted) or leave the defaultDisable radio button selected
to prevent initial fragments from being used.
This option is not valid for rules that match L4 information such as a TCP port
number, because that information is carried in the initial packet.

• Service Type: Select a service typematch condition for the extended IP ACL rule.
Thepossible values are IPDSCP, IP precedence, and IP TOS, which are alternative
methods to specify a match criterion for the same service type field in the IP
header. Each method uses a different user notation. After you make a selection
is made, you can specify the appropriate values.

• IP DSCP: This is an optional configuration. Specify the IP DiffServ Code Point
(DSCP) field. The DSCP is defined as the high-order 6 bits of the service type
octet in the IP header. Enter an integer from 0 to 63. To select the IP DSCP,
select one of the DSCP keywords from the menu. To specify a numeric value,
select Other and a field displays in which you can enter numeric value of the
DSCP.

• IP Precedence: This is an optional configuration. The IP precedence field in
a packet is defined as the high-order three bits of the service type octet in the
IP header. Enter an integer from 0 to 7.

• IP TOS: This is an optional configuration. The IP ToS field in a packet is defined
as all 8 bits of the service type octet in the IP header. The ToS bits value is a
hexadecimal number from 00 to 09 and to aa to ff. The ToS mask value is a
hexadecimal number from 00 to FF. The ToS mask denotes the bit positions
in the ToS bits value that are used for comparison against the IP ToS field in a
packet.
For example, to check for an IP ToS value for which bit 7 is set and is the most
significant value, for which bit 5 is set, and for which bit 1 is cleared, use a ToS
bits value of 0xA0 and a ToS mask of 0xFF.

• Rate Limit Conform Data Rate: Specify the value of the conforming data rate,
which is the data rate at which confirming traffic is limited. The range is from 1 to
4294967295 Kbps.

• Rate Limit Burst Size: Specify the value of the burst size, which is the size at which
bursts of traffic above the confirming data rate are permitted. The range is from
1 to 128 Kbps.

• Time Range: From the Time Rangemenu, select the timer schedule that must
be associated with the rule. For more information about timer schedules, see
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Timer schedules on page 144. If you did not set up any timer schedules, themenu
does not present any options.

9. Click the Apply button.
Your settings are saved.

The Rule Status field in the table shows if the rule is active or inactive. Blank means
that no timer schedule is associated with the rule.

10. To save the settings to the running configuration, click the Save icon.

Modify the match criteria for an extended IPv4 ACL rule To modify the
match criteria for an existing extended IPv4 ACL rule:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > ACL > Advanced > IP Extended Rules.
The IP Extended Rules page displays.

6. From the ACL ID/Namemenu, select the ACL that includes the rule that you want
to modify.

7. In the Extended ACL Rule Table, click the rule.
The rule is a hyperlink. The Extended ACL Rule Configuration page displays.

8. Modify the extended IP ACL rule criteria.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.
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Delete an extended IPv4 ACL rule To delete an extended IPv4 ACL rule:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > ACL > Advanced > IP Extended Rules.
The IP Extended Rules page displays.

6. From the ACL ID/Namemenu, select the ACL that includes the rule that you want
to delete.

7. In the ExtendedACL Rule Table, select the check box that is associatedwith the rule.

8. Click the Delete button.
The rule is removed.

9. To save the settings to the running configuration, click the Save icon.

Configure an IPv6 ACL
An IPv6 ACL consists of a set of rules that are matched sequentially against a packet.
When a packet meets the match criteria of a rule, the specified rule action (Permit or
Deny) is taken, and the additional rules are not checked for a match. You must specify
the interfaces to which an IPv6 ACL applies, as well as whether it applies to inbound or
outbound traffic.

Multiple steps are involved in defining an IPv6 ACL and applying it to the switch:

1. Add an IPv6 ACL ID (see Add an IPv6 ACL on page 680).
An IPv6 ACL must start with a name string that is up to 31 alphanumeric characters
in length. The name must start with an alphabetic character.

2. Create an IPv6 rule (see Configure rules for an IPv6 ACL on page 682).

3. Associate the IPv6 ACL with one or more interfaces (see Configure IP ACL interface
bindings on page 688).
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You can display or delete IPv6 ACL configurations in the IP ACL Binding table (see
Display or delete IP ACL bindings in the IP ACL binding table on page 690).

Add an IPv6 ACL To add an IPv6 ACL:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > ACL > Advanced > IPv6 ACL.
The IPv6 ACL page displays.

6. In the IPv6 ACL field, specify a name to identify the IPv6 ACL.
This is the IPv6 ACL name string, which includes up to 31 alphanumeric characters
only. The name must start with an alphabetic character.

7. Click the Add button.
The IPv6 ACL is added to the switch configuration.

8. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable information that is displayed.

Table 163. IPv6 ACL information

DescriptionField

The current number of ACLs configured on the switch.Current Number of ACL

The maximum number of IP ACLs that can be configured on the switch.Maximum ACL
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Table 163. IPv6 ACL information (Continued)

DescriptionField

The maximum number of ACLs that can be configured on the switch.Rules

The type is IPv6 ACL.Type

Change the name of an IPv6 ACL To change the name of an IPv6 ACL:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > ACL > Advanced > IPv6 ACL.
The IPv6 ACL page displays.

6. Select the check box that is associated with the IPv6 ACL.

7. In the IPv6 ACL field, specify the new name.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Delete an IPv6 ACL To delete an IPv6 ACL:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > ACL > Advanced > IPv6 ACL.
The IPv6 ACL page displays.

6. Select the check box that is associated with the IPv6 ACL.

7. Click the Delete button.
The IPv6 ACL is removed.

8. To save the settings to the running configuration, click the Save icon.

Configure rules for an IPv6 ACL
You can define rules for IPv6 ACLs. The access list definition includes rules that specify
whether traffic matching the criteria is forwarded normally or discarded.

Add a rule for an IPv6 ACL To add a rule for an ACL IPv6:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > ACL > Advanced > IPv6 Rules.

If no rules exists, the IPv6 ACL Rule Table shows the message No rules have been
configured for this ACL. If one or more rule exists for the ACL, the rules display in
the IPv6 ACL Rule Table.
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6. From the ACL Namemenu, select the IPv6 ACL for which you want to add or a
change a rule.

7. Click the Add button.

8. Configure the following options for the rule:

• SequenceNumber: Enter a whole number in the range of 1 to 2147483647. This
number is used to identify the rule. An IPv6 ACL can contain up to 1023 rules.

• Action: Select the ACL forwarding action by selecting one of the following radio
buttons:

• Permit: Forward packets that meet the ACL criteria.

• Deny: Drop packets that meet the ACL criteria.

• Egress Queue: If you select the Permit radio button, select the hardware egress
queue identifier that is used to handle all packets matching this IPv6 ACL rule.
The range of queue IDs is 0 to 7.

• Logging: If you select theDeny radio button, you can enable logging for the ACL
by selecting the Enable radio button. (Logging is subject to resource availability
in the device.)
If the access list trap flag is also enabled, periodic traps are generated, indicating
the number of times this rule was evoked during the report interval. A fixed
five-minute report interval is used for the switch. A trap is not issued if the ACL
rule hit count is zero for the current interval.
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• Interface: If you select the Permit radio button, use either a mirror interface or a
redirect interface:

• Select theMirror Interface radio button and use the menu to specify the
egress interface to which the matching traffic stream is copied, in addition to
being forwarded normally by the device.

• Select the Redirect Interface radio button and use the menu to specify the
egress interface to which the matching traffic stream is forced, bypassing any
forwarding decision normally performed by the device.

• Match Every: Select whether all packet must match the selected IPv6 ACL rule:

• False: Not all packets need to match the selected IPv6 ACL rule. You can
configure other match criteria on the page.

• True: All packets must match the selected IPv6 ACL rule and are either
permitted or denied. In this case, you cannot configure other match criteria
on the page.

• Protocol Type: Specify the IPv6 protocol type in one of the following ways:

• From the Protocol Typemenu, select IPv6, ICMPv6, TCP, or UDP.

• From theProtocol Typemenu, selectOther, and in the associated field, specify
an integer ranging from 0 to 255. This number represents the IPv6 protocol.

• TCP Flag: If you select TCP from the Protocol Typemenu, for each TCP flag, you
can specify whether or not a packet’s TCP flag must match. The TCP flag values
are URG, ACK, PSH, RST, SYN, and FIN. You can set each TCP flag separately to
one of the following options:

• Ignore: The packet’s TCP flag is ignored. This is the default setting.

• Set: A packet matches this ACL rule if the TCP flag in this packet is set.

• Clear: A packet matches this ACL rule if the TCP flag in this packet is not set.

Note: If the RST and ACK flags are set, the option Established is available,
indicating that a match occurs if either the RST- or ACK-specified bits are set in
the packet’s header.

• Src: In the Src field, enter a source IPv6 address or source IPv6 address range to
be compared to apacket’s source IPv6 address as amatch criterion for the selected
IPv6 ACL rule:

• If you select the IPv6 Address radio button, enter an IPv6 address or IPv6
range to apply this criteria. If this field is left empty, it means any.
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• If you select the Host radio button, enter a host source IPv6 address to match
the specified IPv6 address. If this field is left empty, it means any.

The source IPv6 address argument must be in the form documented in RFC 2373
where the address is specified in hexadecimal numbers using 16-bit values
between colons.

• Src L4: The options are available only if the selection from the Protocol Type
menu is TCP or UDP. Use the source L4 port option to specify relevant matching
conditions for L4 port numbers in the IPv6 ACL rule.
You can either enter the port number yourself or select one of the following
protocols from the menu:

• The source IP TCPport protocols areDomain,Echo,FTP,FTPdata,www-http,
SMTP, Telnet, POP2, POP3, and BGP.

• The source IP UDP port protocols areDomain, Echo, SNMP,NTP, RIP, Time,
Who, and TFTP.

Each of these values translates into its equivalent port number, which is used as
both the start and end of the port range.
SelectOther from the menu to enter a port number. If you select Other from the
menu but leave the field blank, it means any.
The only relevant matching condition for L4 port numbers is equal. This means
that an IPv6 ACL rule matches only if the Layer 4 source port number is equal to
the specified port number or port protocol.

• Dst: In theDst field, enter a destination IPv6 address to be compared to a packet’s
destination IPv6 address as a match criterion for the selected IPv6 ACL rule:

• If you select the IPv6 Address radio button, enter an IPv6 address to apply
this criteria. If this field is left empty, it means any.

• If you select the Host radio button, enter a host source IPv6 address to match
the specified IPv6 address. If this field is left empty, it means any.

The source IPv6 address argument must be in the form documented in RFC 2373
where the address is specified in hexadecimal numbers using 16-bit values
between colons.

• Dst L4: The options are available only if the selection from the Protocol Type
menu is TCP or UDP. Use the destination L4 port option to specify relevant
matching conditions for L4 port numbers in the IPv6 ACL rule.
You can either enter the port number yourself or select one of the following
protocols from the menu:

• The destination IP TCP port protocols are Domain, Echo, FTP, FTP data,
www-http, SMTP, Telnet, POP2, POP3, and BGP.

• The destination IP UDP port protocols are Domain, Echo, SNMP, NTP, RIP,
Time,Who, and TFTP.
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Each of these values translates into its equivalent port number, which is used as
both the start and end of the port range.
SelectOther from the menu to enter a port number. If you select Other from the
menu but leave the field blank, it means any.
The only relevant matching condition for L4 port numbers is equal. This means
that an IPv6 ACL rule matches only if the Layer 4 destination port number is equal
to the specified port number or port protocol.

• ICMPv6: The Type andMessage fields are enabled only if the protocol is ICMPv6.
Use these fields to specify a match condition for ICMPv6 packets. Select either
the Type orMessage radio button:

• If you select the Type radio button, note the following:

- The Type and Code fields are enabled only if the protocol is ICMPv6. Use
these fields to specify a match condition for ICMPv6 packets:

- If you specify information in the Type field, the IPv6 ACL rule matches the
specified ICMPv6 message type. The type number can be from 0 to 255.

- If you specify information in the Code field, the IPv6 ACL rule matches the
specified ICMPv6 message code. The code can be from 0 to 255.

- If these fields are left empty, it means any.

• If you select theMessage radio button, note the following:

- Select the type of the ICMPv6 message to match with the selected IPv6
ACL rule. Specifying a type of message implies that both the ICMPv6 type
and ICMPv6 code are specified. The ICMPv6 message is decoded into the
corresponding ICMPv6 type and ICMPv6 code within the ICMP type.

- The ISMPv6 message types are destination-unreachable, echo-reply,
echo-request, header, hop-limit,MLD-query,MLD-reduction,
MLD-report, next-header, no-admin, no-route, packet-too-big,
port-unreachable, router-solicitation, router-advertisement,
router-renumbering, unreachable, time-exceeded, nd-na, and nd-ns.

• Fragments: Either select the Enable radio button to allow initial fragments (that
is, the fragment bit is asserted) or leave the default Disable radio button selected
to prevent initial fragments from being used.
This option is not valid for rules thatmatch L4 information such as TCPport number,
because that information is carried in the initial packet.

• FlowLabel: The FlowLabel field is enabled only if the selection from theProtocol
Typemenu is ICMPv6. The flow label is 20-bit number that is unique to an IPv6
packet and that is used by end stations to signify quality-of-service handling in
routers. The range for the flow label is from 0 to 1048575.
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• IPv6 DSCP Service: Specify the IP DiffServ Code Point (DSCP) field. This is an
optional configuration.
The DSCP is defined as the high-order six bits of the service type octet in the IPv6
header. Enter an integer from 0 to 63. To select the IPv6 DSCP, select one of the
DSCP keywords. To specify a numeric value, select Other and enter the numeric
value of the DSCP.

• Rate Limit Conform Data Rate: Specify the value of the conforming data rate,
which is the data rate at which confirming traffic is limited. The range is from 1 to
4294967295 Kbps.

• Rate Limit Burst Size: Specify the value of the burst size, which is the size at which
bursts of traffic above the confirming data rate are permitted. The range is from
1 to 128 Kbps.

• Time Range: From the Time Rangemenu, select the timer schedule that must
be associated with the rule. For more information about timer schedules, see
Timer schedules on page 144. If you did not set up any timer schedules, themenu
does not present any options.

9. Click the Apply button.
Your settings are saved.

The Rule Status field in the table shows if the rule is active or inactive. Blank means
that no timer schedule is associated with the rule.

10. To save the settings to the running configuration, click the Save icon.

Modify the match criteria for an IPv6 ACL rule To modify the match criteria
for an IPv6 ACL rule:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > ACL > Advanced > IPv6 Rules.
The IPv6 Rules page displays.
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6. From the ACL Namemenu, select the ACL that includes the rule that you want to
modify.

7. In the IPv6 ACL Rule Table, click the rule.
The rule is a hyperlink. The IPv6 ACL Rule Configuration page displays.

8. Modify the IPv6 ACL rule criteria.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

Delete an IPv6 ACL rule To delete an IPv6 ACL rule:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > ACL > Advanced > IPv6 Rules.
The IPv6 Rules page displays.

6. From the ACL Namemenu, select the ACL that includes the rule that you want to
delete.

7. In the IPv6 ACL Rule Table, select the check box that is associated with the rule.

8. Click the Delete button.
The rule is removed.

9. To save the settings to the running configuration, click the Save icon.

Configure IP ACL interface bindings
When you bind a basic IPv4, extended IPv4, or IPv6 ACL to an interface, all the rules
that you defined for the IP ACL are applied to the selected interface.

If resources on the switch are insufficient, an attempt to bind anACL to an interface fails.
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To bind an IP ACL to one or more interfaces:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > ACL > Advanced > IP Binding Configuration.

Theprevious figure shows thepage for a 12-portmodel and includes someexamples.

6. From the ACL IDmenu, select an IP ACL.

Note: Binding an ACL to an interface fails is the switch has no resources to bind a
new ACL. In addition, you cannot bind both an IPv4 ACL and an IPv6 ACL to an
interface.

7. From the Directionmenu, select the packet filtering direction for the ACL:

• Inbound: The rule is applied to traffic entering the port.
• Outbound: The rule is applied to traffic leaving the port.
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8. In the Sequence Number field, optionally specify a number to indicate the order of
the access list relative to other access lists already assigned to the interface and
direction.
A low number indicates high precedence order. If a sequence number is already in
use for the interface and direction, the specified access list replaces the currently
attached access list using that sequence number. If you do not specify the sequence
number (meaning that the value is 0), a sequence number that is one number greater
than the highest sequence number currently in use for the interface and direction
is used. The range is from 1 to 4294967295.

9. To add the selected ACL to a port or LAG, in the Ports table or LAG table, click the
port or LAG so that a check mark displays.
You can add the ACL to several ports and LAGs.

The Ports and LAG tables display the available interfaces for ACL bindings.

10. Click the Apply button.
Your settings are saved.

11. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable information displayed.

Table 164. Interface Binding Status information

DescriptionField

The selected interface.Interface

The selected packet filtering direction for the ACL.Direction

The type of ACL assigned to the selected interface and direction.ACL Type

The ACL number or name identifying the ACL assigned to the selected interface and
direction.

ACL ID/Name

The sequence number signifying the order of specified ACL relative to other ACLs
assigned to the selected interface and direction.

Sequence Number

Display or delete IP ACL bindings in the IP ACL binding
table
You can display or delete bindings for basic IPv4, extended IPv4, and IPv6 ACLs.
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To display or delete IP ACL bindings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > ACL > Advanced > Binding Table.
The IP ACL Binding Table page displays. The table displays the IP ACL-to-interface
bindings.

6. To delete an IP ACL-to-interface binding, do the following:

a. Select the check box next to the interface.

b. Click the Delete button.
The binding is removed.

7. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable information displayed.

Table 165. Interface Binding Status information

DescriptionField

The selected interface.Interface

The selected packet filtering direction for the ACL.Direction

The type of ACL assigned to the selected interface and direction.ACL Type
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Table 165. Interface Binding Status information (Continued)

DescriptionField

The ACL number or name identifying the ACL assigned to the selected interface and
direction.

ACL ID/Name

The sequence number signifying the order of specified ACL relative to other ACLs
assigned to the selected interface and direction.

Sequence Number

Configure VLAN ACL bindings
You can associate a MAC ACL, any type of IPv4 ACL, or an IPv6 ACL with a VLAN.When
you do so, the ACL is applied to all interfaces that are members of the VLAN.

Add a VLAN ACL binding To add a VLAN ACL binding:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > ACL> Advanced > VLAN Binding Table.
The VLAN Binding Table page displays.

6. In the VLAN ID field, enter the VLAN ID to which the binding must apply.

7. From the Directionmenu, select the packet filtering direction for the ACL:

• Inbound: The rule is applied to traffic entering the port.
• Outbound: The rule is applied to traffic leaving the port.

8. In the Sequence Number field, optionally specify a number to indicate the order of
the access list relative to other access lists already assigned to the VLANanddirection.
A low number indicates high precedence order. If a sequence number is already in
use for the VLAN ID and direction, the specified access list replaces the currently
attached access list using that sequence number. If you do not specify the sequence
number (meaning that the value is 0), a sequence number that is one number greater
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than the highest sequence number currently in use for the VLAN ID and direction is
used. The range is from 1 to 4294967295.

9. From the ACL Typemenu, select the type of ACL.
You can select a MAC ACL, IP ACL, or IPv6 ACL.

10. From the ACL ID list, select the ID or name of the ACL that must be bound to the
specified VLAN.

11. Click the Add button.
The VLAN ACL binding is added.

12. To save the settings to the running configuration, click the Save icon.

Remove a VLAN ACL binding To remove a VLAN ACL binding:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > ACL > Advanced > VLAN Binding Table.
The VLAN Binding Table page displays.

6. Select the check box for the VLAN binding that you want to remove.

7. Click the Delete button.
The VLAN ACL binding is removed.

8. To save the settings to the running configuration, click the Save icon.
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8
Monitor the Switch and Network

This chapter covers the following topics:

• Port and EAP packet statistics
• Perform a cable test
• Logs
• Syslog and log server host settings
• Trap log
• Event log
• Port mirroring
• RSPAN VLANs and source and destination switches
• sFlow monitoring
• Display license information

694



Port and EAP packet statistics

You can view port statistics, including detailed statistics, and Extensible Authentication
Protocol (EAP) packets statistics.

Display or clear port statistics
You can display a summary of per-port traffic statistics on the switch and clear the
statistics.

To view or clear port statistics:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMonitoring > Ports > Port Statistics.
The Port Statistics page displays.

6. Select whether to display physical interfaces, LAGs, or both by clicking one of the
following links above the table heading:

• 1: Only physical interfaces are displayed. This is the default setting.
• LAG: Only LAGs are displayed.
• All: Both physical interfaces and LAGs are displayed.

7. To find a single interface, select the check box associated with the port, or type the
port number in the Go To Interface field and click the Go button.

8. To clear counters, do one of the following:

• To clear all the counters for all ports on the switch, select the check box in the row
heading and click the Clear button.

• To clear the counters for a specific port, select the check box for the port and click
the Clear button.
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9. To refresh the page, click the Refresh button.

10. To save the settings to the running configuration, click the Save icon.

The following table describes the per-port statistics displayed on the page.

Table 166. Port statistics information

DescriptionField

The interface.Interface

The total number of packets that were received without errors.Total Packets Received Without
Errors

The number of inboundpackets that contained errors, preventing them
from being delivered to a higher-layer protocol.

Packets Received With Error

The number of good packets received that were directed to the
broadcast address. This does not include multicast packets.

Broadcast Packets Received

The number of frames that were transmitted by this port to its segment.Packets Transmitted Without Errors

Thenumber of outboundpackets that could not be transmittedbecause
of errors.

Transmit Packet Errors

The best estimate of the total number of collisions on this Ethernet
segment.

Collision Frames

The total number of link down events on the port.Link Down Events

The number of occurrences of link-down-to-link up events (that is, one
link flap) during the debouncing time.

Link Flaps

The received data rate in Mbps.Received Rate (Mbps)

The transmitted data rate in Mbps.Transmitted Rate (Mbps)

The received data rate with errors in Mbps.Received Error Rate

The transmitted data rate with errors in Mbps.Transmitted Error Rate

The number of received packets per second.Packets Received Per Second

The number of transmitted packets per second.Packets Transmitted Per Second

The elapsed time in days, hours, minutes, and seconds since the
statistics for this port were last cleared.

Time since counters last cleared

Display or clear detailed statistics for a port
For a specific port, you can display a variety of per-port traffic statistics or clear the
statistics.
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To display and clear detailed statistics for a port:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMonitoring > Ports > Port Detailed Statistics.
The Port Detailed Statistics page displays.

6. From the Interfacemenu, select the interface (a physical port or LAG) for which you
want to display the statistics.

7. From theMST IDmenu, select theMST ID associatedwith the interface (if available).

8. To refresh the page, click the Refresh button.

9. To clear all the counters, click the Clear button.
All statistics for the port are reset to the default values.

10. To save the settings to the running configuration, click the Save icon.

The following table describes the detailed port statistics displayed on the page.

Table 167. Port detailed statistics information

DescriptionField

The ifIndex of the interface table entry associated with the port.ifIndex

The port is either Normal or one of the following:
• Mirrored: This port is a mirrored port in a port mirroring configuration.

• Probe: This port is the probe port in a port mirroring configuration.

• Port Channel: The port is a member of a LAG.

Port Type

If the port is a member of a port channel, the port channel’s interface ID and
name display. Otherwise, Disable displays.

Port Channel ID
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Table 167. Port detailed statistics information (Continued)

DescriptionField

EachMSTbridge port that is enabled is assigned a port role for each spanning
tree. The port role is one of the following values: Root, Designated, Alternate,
Backup, Master, or Disabled.

Port Role

The Spanning Tree Protocol administrative mode that is associated with the
port or port channel. The options are as follows:
• Enable: Spanning tree is enabled for the port.

• Disable: Spanning tree is disabled for the port.

STP Mode

The port's current Spanning Tree state. This state controls what action a port
takes on receipt of a frame. If the bridge detects amalfunctioning port it places
that port into the broken state. The states are defined in IEEE 802.1D:
• Disabled

• Blocking

• Listening

• Learning

• Forwarding

• Broken

STP State

The port control administration state. The port must be enabled for it to be
allowed into the network. The default is enabled.

Admin Mode

Indicates whether flow control is enabled or disabled for the port. This field
does not apply to LAGs.

Flow Control Mode

Indicates the LinkAggregationControl Protocol administrative state. Themode
must be enabled for the port to participate in link aggregation.

LACP Mode

Indicates the port speed and duplex mode. In autonegotiation mode the
duplex mode and speed are set by the autonegotiation process.

Physical Mode

Indicates the port speed and duplex mode.Physical Status

Indicates whether the link is up or down.Link Status

Indicates whether or not the port sends a trap when link status changes.Link Trap

The total number of packets (including bad packets) received or transmitted
that were 64 octets in length (excluding framingbits but including FCSoctets).

Packets RX and TX 64Octets

The total number of packets (including bad packets) received or transmitted
that were between 65 and 127 octets in length inclusive (excluding framing
bits but including FCS octets).

Packets RX and TX 65-127
Octets

The total number of packets (including bad packets) received or transmitted
that were between 128 and 255 octets in length inclusive (excluding framing
bits but including FCS octets).

Packets RX and TX 128-255
Octets
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Table 167. Port detailed statistics information (Continued)

DescriptionField

The total number of packets (including bad packets) received or transmitted
that were between 256 and 511 octets in length inclusive (excluding framing
bits but including FCS octets).

Packets RX and TX 256-511
Octets

The total number of packets (including bad packets) received or transmitted
that were between 512 and 1023 octets in length inclusive (excluding framing
bits but including FCS octets).

Packets RX andTX512-1023
Octets

The total number of packets (including bad packets) received or transmitted
that were between 1024 and 1518 octets in length inclusive (excluding framing
bits but including FCS octets).

Packets RX and TX
1024-1518 Octets

The total number of packets (including bad packets) received or transmitted
that were between 1519 and 2047 octets in length inclusive (excluding framing
bits but including FCS octets).

Packets RX and TX
1519-2047 Octets

The total number of packets (including bad packets) received or transmitted
that were between 2048 and 4095 octets in length inclusive (excluding framing
bits but including FCS octets).

Packets RX and TX
2048-4095 Octets

The total number of packets (including bad packets) received or transmitted
that were between 4096 and 9216 octets in length inclusive (excluding framing
bits but including FCS octets).

Packets RX and TX
4096-9216 Octets

The total number of octets of data (including those in bad packets) received
on the network (excluding framing bits but including FCS octets). This object
can be used as a reasonable estimate of Ethernet utilization. If greater precision
is desired, the etherStatsPkts and etherStatsOctets objects must be sampled
before and after a common interval.

Octets Received

The total number of packets (including bad packets) received that were 64
octets in length (excluding framing bits but including FCS octets).

Packets Received 64 Octets

The total number of packets (including bad packets) received that were
between 65 and 127 octets in length inclusive (excluding framing bits but
including FCS octets).

Packets Received 65-127
Octets

The total number of packets (including bad packets) received that were
between 128 and 255 octets in length inclusive (excluding framing bits but
including FCS octets).

Packets Received 128-255
Octets

The total number of packets (including bad packets) received that were
between 256 and 511 octets in length inclusive (excluding framing bits but
including FCS octets).

Packets Received 256-511
Octets

The total number of packets (including bad packets) received that were
between 512 and 1023 octets in length inclusive (excluding framing bits but
including FCS octets).

Packets Received 512-1023
Octets

The total number of packets (including bad packets) received that were
between 1024 and 1518 octets in length inclusive (excluding framing bits but
including FCS octets).

Packets Received1024-1518
Octets
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Table 167. Port detailed statistics information (Continued)

DescriptionField

The total number of packets received that were longer than 1518 octets
(excluding framing bits, but including FCS octets) and were otherwise well
formed.

Packets Received > 1518
Octets

The total number of packets received that were without errors.Total Packets Received
Without Errors

The number of subnetwork-unicast packets delivered to a higher-Layer
protocol.

Unicast Packets Received

The total number of good packets received that were directed to a multicast
address. This number does not include packets directed to the broadcast
address.

Multicast Packets Received

The total number of goodpackets received that were directed to the broadcast
address. This does not include multicast packets.

Broadcast Packets Received

The number of inbound packets that were discarded even though no errors
were detected to prevent their being delivered to a higher-layer protocol. A
possible reason for discarding a packet could be to free up buffer space.

Receive Packets Discarded

The total number of inbound packets that contained errors preventing them
from being deliverable to a higher-Layer protocol.

Total Packets Received with
MAC Errors

The total number of packets received that were longer than 1518 octets
(excluding framing bits, but including FCS octets), and had either a bad frame
check sequence (FCS) with an integral number of octets (FCS Error) or a bad
FCS with a nonintegral number of octets (alignment error). This definition of
jabber is different from the definition in IEEE-802.3 section 8.2.1.5 (10BASE5)
and section 10.3.1.4 (10BASE2). These documents define jabber as the
conditionwhere anypacket exceeds 20ms. The allowed range todetect jabber
is between 20 ms and 150 ms.

Jabbers Received

The total number of packets received that were less than 64 octets in length
with ERROR CRC (excluding framing bits but including FCS octets).

Fragments Received

The total number of packets received that were less than 64 octets in length
with GOOD CRC (excluding framing bits but including FCS octets).

Undersize Received

The total number of packets received with a length (excluding framing bits,
but including FCS octets) of between 64 and 1518 octets, inclusive, but had
a bad frame check sequence (FCS) with a nonintegral number of octets.

Alignment Errors

The total number of packets received with a length (excluding framing bits,
but including FCS octets) of between 64 and 1518 octets, inclusive, but had
a bad frame check sequence (FCS) with an integral number of octets

Rx FCS Errors

The total number of frames discarded because this port was overloaded with
incoming packets, and could not keep up with the inflow.

Overruns

A count of valid frames received that were discarded (that is, filtered) by the
forwarding process.

Total Received Packets Not
Forwarded
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Table 167. Port detailed statistics information (Continued)

DescriptionField

A count of MAC control frames received on this interface with an opcode
indicating the PAUSE operation. This counter does not increment when the
interface is operating in half-duplex mode.

802.3x Pause Frames
Received

The number of frames discarded from this port due to being an unacceptable
frame type.

Unacceptable Frame Type

The total number of octets of data (including those in bad packets) transmitted
on the network (excluding framing bits but including FCS octets). This object
can be used as a reasonable estimate of Ethernet utilization. If greater precision
is desired, the etherStatsPkts and etherStatsOctets objects must be sampled
before and after a common interval.

Total Packets Transmitted
(Octets)

The total number of packets (including bad packets) received that were 64
octets in length (excluding framing bits but including FCS octets).

Packets Transmitted 64
Octets

The total number of packets (including bad packets) received that were
between 65 and 127 octets in length inclusive (excluding framing bits but
including FCS octets).

Packets Transmitted 65-127
Octets

The total number of packets (including bad packets) received that were
between 128 and 255 octets in length inclusive (excluding framing bits but
including FCS octets).

Packets Transmitted128-255
Octets

The total number of packets (including bad packets) received that were
between 256 and 511 octets in length inclusive (excluding framing bits but
including FCS octets).

Packets Transmitted256-511
Octets

The total number of packets (including bad packets) received that were
between 512 and 1023 octets in length inclusive (excluding framing bits but
including FCS octets).

Packets Transmitted
512-1023 Octets

The total number of packets (including bad packets) received that were
between 1024 and 1518 octets in length inclusive (excluding framing bits but
including FCS octets).

Packets Transmitted
1024-1518 Octets

The total number of packets transmitted that were longer than 1518 octets
(excluding framing bits, but including FCS octets) and were otherwise well
formed. This counter has a max increment rate of 815 counts per sec at 10
Mb/s.

Packets Transmitted > 1518
Octets

The maximum Ethernet frame size that the interface supports or is configured
to use, including the Ethernet header, CRC, and payload. The minimum size
is 1500; The maximum size is 12270; The default size is 9198.

Maximum Frame Size

The number of frames that were transmitted by this port to its segment.Total Packets Transmitted
Successfully

The total number of packets that higher-level protocols requested be
transmitted to a subnetwork-unicast address, including those that were
discarded or not sent.

Unicast Packets Transmitted
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Table 167. Port detailed statistics information (Continued)

DescriptionField

The total number of packets that higher-level protocols requested be
transmitted to amulticast address, including those that were discarded or not
sent.

Multicast Packets
Transmitted

The total number of packets that higher-level protocols requested be
transmitted to the broadcast address, including those that were discarded or
not sent.

Broadcast Packets
Transmitted

The total number of outbound packets that were discarded even though no
errors were detected that would prevent the packets from being delivered to
a higher-layer protocol.
A possible reason for discarding a packet could be to free up buffer space.

Transmit Packets Discarded

The sum of single, multiple, and excessive collisions.Total Transmit Errors

The total number of transmitted packets with a length (excluding framing bits
but including FCS octets) between 64 and 1518 octets, inclusive, and with a
bad Frame Check Sequence (FCS) with an integral number of octets.

Tx FCS Errors

The sum of single collision frames discarded, multiple collision frames
discarded, and excessive frames discarded.

Total Transmit Packets
Discarded

The number of successfully transmitted frames on a particular interface for
which transmission is inhibited by exactly one collision.

Single Collision Frames

The number of successfully transmitted frames on a particular interface for
which transmission is inhibited by more than one collision.

Multiple Collision Frames

The number of frames for which transmission on a particular interface fails due
to excessive collisions.

Excessive Collision Frames

The number of STP BPDUs received at the selected port.STP BPDUs Received

The number of STP BPDUs transmitted from the selected port.STP BPDUs Transmitted

The number of RSTP BPDUs received at the selected port.RSTP BPDUs Received

The number of RSTP BPDUs transmitted from the selected port.RSTP BPDUs Transmitted

The number of MSTP BPDUs received at the selected port.MSTP BPDUs Received

The number of MSTP BPDUs transmitted from the selected port.MSTP BPDUs Transmitted

Thenumber ofMACcontrol frames transmittedon this interfacewith anopcode
indicating the PAUSE operation. This counter does not increment when the
interface is operating in half-duplex mode.

802.3x Pause Frames
Transmitted

The number of GVRP PDUs received in the GARP Layer.GVRP PDUs Received

The number of GVRP PDUs transmitted from the GARP Layer.GVRP PDUs Transmitted

The number of times attempted GVRP registrations could not be completed.GVRP Failed Registrations

The number of GMRP PDUs received from the GARP Layer.GMRP PDUs Received
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Table 167. Port detailed statistics information (Continued)

DescriptionField

The number of GMRP PDUs transmitted from the GARP Layer.GMRP PDUs Transmitted

The number of times attempted GMRP registrations could not be completed.GMRP Failed Registrations

The number of valid EAPOL frames of any type that were received by this
authenticator.

EAPOL Frames Received

The number of EAPOL frames of any type that were transmitted by this
authenticator.

EAPOL Frames Transmitted

The period in seconds for which data is used to compute load statistics.Load Interval

The received data rate in Mbps.Received Rate (Mbps)

The transmitted data rate in Mbps.Transmitted Rate (Mbps)

The received data rate with errors in Mbps.Received Error Rate

The transmitted data rate with errors in Mbps.Transmitted Error Rate

The number of received packets per second.Packets Received Per
Second

The number of transmitted packets per second.Packets Transmitted Per
Second

The utilization for received traffic, rounded to the nearest whole percentage.Percent Utilization Received

The utilization for transmitted traffic, rounded to the nearest whole percentage.Percent Utilization
Transmitted

The elapsed time in days, hours, minutes, and seconds since the statistics for
this port were last cleared.

Time Since Counters Last
Cleared

Display or clear EAP and EAPoL statistics
You can display information about Extensible Authentication Protocol (EAP) and EAP
over LAN (EAPoL) packets that are received on physical ports.

To display or clear EAP and EAPoL statistics:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMonitoring > Ports > EAP Statistics.
The EAP Statistics page displays.

6. To refresh the page, click the Refresh button.

7. To clear the counters, which resets the EAP and EAPoL statistics to default values,
take one of the following actions:

• To clear the counters for a specific port, select the check box associated with the
port, and click the Clear button.

• To clear the counters for multiple ports, select the check boxes associated with
the ports, and click the Clear button.

• To clear all counters for all ports, select the check box in the row heading, and
click the Clear button.

8. To save the settings to the running configuration, click the Save icon.

The following table describes the EAP statistics displayed on the page.

Table 168. EAP Statistics information

DescriptionField

The port number.Port

The PAE capabilities of the port.PAE Capabilities

The number of valid EAPOL frames of any type that were received by this
authenticator.

EAPOL Frames Received

The number of EAPOL frames of any type that were transmitted by this
authenticator.

EAPOL Frames Transmitted

The number of EAPOL start frames that were received by this authenticator.EAPOL Start Frames
Received

The number of EAPOL logoff frames that were received by this authenticator.EAPOL Logoff Frames
Received

The protocol version number carried in the most recently received EAPOL
frame.

EAPOL Last Frame Version

The source MAC address carried in the most recently received EAPOL frame.EAPOL Last Frame Source
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Table 168. EAP Statistics information (Continued)

DescriptionField

The number of EAPOL frames that were received by this authenticator in which
the frame type is not recognized.

EAPOL Invalid Frames
Received

The number of EAPOL frames that were received by this authenticator in which
the frame type is not recognized.

EAPOL Length Error Frames
Received

The number of EAP response/identity frames that were received by this
authenticator.

EAP Response/ID Frames
Received

The number of valid EAP response frames (other than resp/ID frames) that
were received by this authenticator.

EAP Response Frames
Received

The number of EAP request/identity frames that were transmitted by this
authenticator.

EAP Request/ID Frames
Transmitted

The number of EAP request frames (other than request/identity frames) that
were transmitted by this authenticator.

EAP Request Frames
Transmitted

Perform a cable test

You can test and display information about the cables that are connected to switch
ports.

To perform a cable test:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMonitoring > Ports > Cable Test.
The Cable Test page displays.

6. Select the check boxes that are associatedwith the physical ports for which youwant
to test the cables.
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7. Click the Apply button.
A cable test is performed on the selected interface. The cable test might take up to
two seconds to complete. If the port has an active link, the cable status is always
Normal. The command returns a cable length estimate if this feature is supported
by the PHY for the current link speed. Note that if the link is down and a cable is
attached to a 10/100 Ethernet adapter then the cable statusmight beOpen or Short
because someEthernet adapters leave unusedwire pairs unterminatedor grounded.

The following table describes the nonconfigurable information displayed on the page.

Table 169. Cable Test

DescriptionField

Indicates the cable status:
• Normal: The cable is working correctly.

• Open: The cable is disconnected or a faulty connector exists.

• Short: An electrical short exists in the cable.

• Cable Test Failed: The cable status could not be determined. The cable
might in fact be working.

• Untested: The cable is not yet tested.

• Invalid cable type: The cable type is unsupported.

Cable Status

The estimated length of the cable inmeters. The length is displayed as a range
between the shortest estimated length and the longest estimated length.
Unknown is displayed if the cable length could not be determined. The cable
length is displayed only if the cable status is Normal.

Cable Length

The estimated distance in meters from the end of the cable to the failure
location. The failure location is displayed only if the cable status is Open or
Short.

Failure Location

Logs

The switch generates messages in response to events, faults, and errors as well as
changes in the configuration or other occurrences. These messages are stored locally
and can be forwarded to one or more centralized points of collection for monitoring
purposes or long-term archival storage (see Syslog and log server host settings on page
712). Local and remote configuration of the logging capability includes filtering of
messages logged or forwarded based on severity and generating component.
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Manage and display the memory log
The memory log stores messages in memory based upon the settings for message
component and severity. You can set the administrative status and behavior of logs in
the system buffer. These log messages are cleared when the switch reboots.

To manage and display the memory log:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMonitoring > Logs > Memory Log.
The Memory Log page displays.

6. Select one of the following Admin Status radio buttons:

• Enable: Enable the switch to log default messages. This is the default setting.
• Disable: Prevent the switch from logging default messages.

7. From the Behaviormenu, specify the behavior of the log when it is full:

• Wrap: When the buffer is full, the oldest log messages are deleted as the system
logs new messages.

• Stop on Full:When the buffer is full, the system stops logging newmessages and
preserves all existing log messages.

8. From the Severity Filtermenu, select the logging level for messages that must be
logged.
Logmessageswith the selected severity level and all logmessages of greater severity
are logged. For example, if you selectWarning, the logged messages include
Warning, Error, Critical, Alert, and Emergency. The default severity level is
Informational (6).
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The severity can be one of the following levels:

• Emergency: Level 0, the highest warning level. If the device is down or not
functioning properly, an emergency log is saved to the device.

• Alert: Level 1, the second-highest warning level. An alert log is saved if a serious
device malfunction occurs, such as all device features being down.

• Critical: Level 2, the third-highest warning level. A critical log is saved if a critical
device malfunction occurs, for example, two device ports are not functioning,
while the rest of the device ports remain functional.

• Error: Level 3, a device error occurred, such as a port being offline.

• Warning: Level 4, the lowest level of a device warning.

• Notice: Level 5, provides the network administrators with device information.

• Informational: Level 6, provides device information. This is the default setting.

• Debug: Level 7, provides detailed information about the log.

Note: A log records messages equal to or above a configured severity threshold.

9. In the Threshold field, enter the percentage of log space that, if exceeded, causes
logging to stop.
Enter a percentage from 1 to 100. The default is 80.

The threshold applies only if the selection from the Behaviormenu is Stop-on-Full.
By default, the default the selection from the Behaviormenu isWrap and the
threshold does not apply.

10. Click the Apply button.
Your settings are saved.

The Memory Log table displays on the Memory Log page.

The Total number of Messages field displays the number of messages the system
logged in memory. By default, up to 160 (80 percent of the maximum of 200) of the
most recent entries can be displayed on the page.

The rest of the page displays the Memory Log messages. The format of the log
message is the same formessages that are displayed for themessage log, persistent
log, or console log. Messages logged to a collector or relay through syslog support
the same format as well.

The following example shows the standard format for a log message:

<189> Jan 05 2021 00:00:18: AAA-5-CONNECT: New http connection
for user admin, source 192.168.1.111 ACCEPTED
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The message was generated as severity 189 (Notice, level 5) on January 5, 2021 at
00:00:18 a.m. by component AAA. The message indicates that the administrator
successfully loggedon to theHTTPmanagement interface fromahostwith IP address
192.168.1.111.

The severity number in the message is generated by a combination of the facility
and the severity. In the previous example, the default facility of 23 is multiplied by
8 and the severity (5) is added: (23 * 8) + 5 = 189

11. To refresh the page, click the Refresh button.

12. To clear the log, click the Clear button.

13. To save the settings to the running configuration, click the Save icon.

Message log format
This topic applies to the format of all loggedmessages that are displayed for themessage
log, persistent log, or console log.

Messages logged to a collector or relay through syslog use an identical format:

• <15>Aug 24 05:34:05 0.0.0.0-1 MSTP[2110]: mspt_api.c(318) 237%% Interface 12
transitioned to root state on message age timer expiry.
This example indicates a message with severity 7 (15 mod 8) (debug) on a switch
and generated by component MSTP running in thread ID 2110 on Aug 24 05:34:05
by line 318 of filemstp_api.c. This is the 237thmessage loggedwith system IP 0.0.0.0
and task-ID 1.

• <15>Aug 24 05:34:05 STK0 MSTP[2110]: mspt_api.c(318) 237%% Interface 12
transitioned to root state on message age timer expiry.
This example indicates a user-level message (1) with severity 7 (debug) on a system
that is not a switch and generated by component MSTP running in thread ID 2110
onAug 24 05:34:05 by line 318 of filemstp_api.c. This is the 237thmessage logged.
Messages logged to a collector or relay through syslog use a format identical to the
previous message.

• Total number of Messages: For the message log, only the latest 200 entries are
displayed on the page.

Enable or disable the command configuration log
The switch can log changes that are made with CLI configuration commands.

To enable or disable the command configuration log:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
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The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMonitoring > Logs > Command Log Configuration.
The Command Log Configuration page displays.

6. Select one of the following Admin Status radio buttons:

• Enable: Enable the switch to log CLI configuration commands. This is the default
setting.

• Disable: Prevent the switch from logging CLI configuration commands.

7. Click the Apply button.
Your settings are saved.

8. To save the settings to the running configuration, click the Save icon.

Enable or disable console logging
The switch can log messages to a serial device that is connected to the switch.

To enable or disable console logging:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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5. SelectMonitoring > Logs > Console Log Configuration.
The Console Log Configuration page displays.

6. Select one of the following Admin Status radio buttons:

• Enable: Enable the switch to log messages to a serial device. This is the default
setting.

• Disable: Prevent the switch from logging messages to a serial device.

7. From the Severity Filtermenu, select the logging level for messages that must be
logged.
Logmessageswith the selected severity level and all logmessages of greater severity
are logged. For example, if you selectWarning, the logged messages include
Warning, Error, Critical, Alert, and Emergency. The default severity level is Error (3).

The severity can be one of the following levels:

• Emergency: Level 0, the highest warning level. If the device is down or not
functioning properly, an emergency log is saved to the device.

• Alert: Level 1, the second-highest warning level. An alert log is saved if a serious
device malfunction occurs, such as all device features being down.

• Critical: Level 2, the third-highest warning level. A critical log is saved if a critical
device malfunction occurs, for example, two device ports are not functioning,
while the rest of the device ports remain functional.

• Error: Level 3, a device error occurred, such as a port being offline. This is the
default setting.

• Warning: Level 4, the lowest level of a device warning.

• Notice: Level 5, provides the network administrators with device information.

• Informational: Level 6, provides device information.

• Debug: Level 7, provides detailed information about the log.

Note: A log records messages equal to or above a configured severity threshold.

8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.
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Syslog and log server host settings

You can let the switch send log messages to one or more servers, that is, to remote
logging hosts. A remote log server is the same as a remote syslog host.

You must enable the server log on the switch and specify one or more remote syslog
host

Configure the syslog settings
To configure the syslog settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMonitoring > Logs > Server Log.
The Server Log page displays.

6. Select one of the following Admin Status radio buttons:

• Enable: The switch sends log messages to all configured syslog servers.
• Disable: The switch stops sending log messages all configured syslog servers.

7. In the Local UDP Port field, specify the port number that the switch uses to send
log messages to the syslog servers.
The range is from 1 to 65535. The default port is 514.

8. From the Source Interfacemenu, select the source interface or VLAN that must be
used for syslog communication:

• None: The primary IP address of the originating (outbound) interface is used as
the source address.

• Routing interface: The primary IP address of a physical port is used as the source
address.
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• Routing VLAN: The primary IP address of a VLAN routing interface is used as the
source address.

• Routing loopback interface: The primary IP address of a routing loopback
interface is used as the source address.

• Tunnel interface: The IPv6 tunnel interface.
• Service port: The management port source IP address is used as the source
address.

By default, VLAN 1 is used as the source interface.

Note: The syslog function on the switch can save the log messages simultaneously
to a remote server and to a USB storage device.

9. To simultaneously save the log messages to a USB storage device, in the USB
Filename field, specify the name of the USB file.
The filename cannot include the following symbols: V:*?”<>!. Up to 64 characters
can be entered. The 64 characters are only the filename length, the extension is
automatically added.

10. Click the Apply button.
Your settings are saved.

11. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 170. Syslog configuration information

DescriptionField

The number ofmessages received by the log process. This includesmessages
that are dropped or ignored.

Messages Received

The number of syslog messages relayed.Messages Relayed

The number of syslog messages ignored.Messages Ignored

Add a syslog server
To add a syslog server:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.
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3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMonitoring > Logs > Server Log.
The Server Log page displays.

6. In the Server Configuration table, configure the following settings:

• IP Address Type: Specify the IP address type of the syslog server, which can be
IPv4, IPv6, or DNS.

• Host Address: Specify the IP address or host name of the syslog server.
• Port: Specify the port on the syslog server. The default port number is 514.
• Severity Filter: Use the menu to select the severity of the logs that must be sent
to the syslog server. Logs with the selected severity level and all logs of greater
severity are sent to the host. For example, if you select Error, the loggedmessages
include Error, Critical, Alert, and Emergency. The severity can be one of the
following levels:

• Emergency: Level 0, the highest warning level. If the device is down or not
functioning properly, an emergency log is saved to the device.

• Alert: Level 1, the second-highest warning level. An alert log is saved if a
serious device malfunction occurs, such as all device features being down.

• Critical: Level 2, the third-highest warning level. A critical log is saved if a
critical device malfunction occurs, for example, two device ports are not
functioning, while the rest of the device ports remain functional.

• Error: Level 3, a device error occurred, such as a port being offline.

• Warning: Level 4, the lowest level of a device warning.

• Notice: Level 5, provides the network administrators with device information.

• Informational: Level 6, provides device information.

• Debug: Level 7, provides detailed information about the log.

7. Click the Add button.
The syslog server is added.
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The Status field in the Server Configuration table shows whether the syslog server
is currently active.

8. To save the settings to the running configuration, click the Save icon.

Modify the settings for a syslog server
To modify the settings for a remote syslog host:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMonitoring > Logs > Server Log.
The Server Log page displays.

6. Select the check box that is associated with the syslog server.

7. Change the settings as needed.

8. Click the Apply button.
Your settings are saved.

Delete the settings for a syslog server
To delete the settings for a remote syslog host:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMonitoring > Logs > Server Log.
The Server Log page displays.

6. Select the check box that is associated with the syslog server.

7. Click the Delete button.
The syslog server is removed.

Trap log

The trap log includes information about the traps that the switch sent. You can display
and clear the entries in the trap log.

You can also retrieve the trap log and save it as a file. For more information, see Export
a file from the switch on page 739.

To display or clear the trap log:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMonitoring > Logs > Trap Logs.
The Trap Logs page displays.

6. To refresh the page, click the Refresh button.

7. To clear the log, click the Clear button.
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8. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 171. Trap log information

DescriptionField

The number of traps that occurred since the switch last rebooted.Number of Traps Since Last
Reset

Themaximumnumber of traps stored in the log. If the number of traps exceeds
the capacity, the new entries overwrite the oldest entries.

Trap Log Capacity

The number of traps that occurred since the traps were last displayed.

Note: If you save the trap log to another device (that is, you upload the file
from the switch), this counter is set to 0.

Number of Traps since log
last viewed

The sequence number of this trap.Log

The time when this trap occurred, expressed in days, hours, minutes and
seconds, since the last reboot of the switch.

System Up Time

Information about the trap.Trap

Event log

You can display and clear the event log, which contains errormessages from the switch.

Note: If you reset the switch to factory default settings, the event log is not cleared.

To display or clear the event log:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.
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The System Information page displays.

5. SelectMonitoring > Logs > Event Logs.
The Event Logs page displays.

6. To refresh the page, click the Refresh button

7. To clear the log, click the Clear button.

8. To save the settings to the running configuration, click the Save icon.

The following table describes the event log information displayed on the page.

Table 172. Event logs information

DescriptionField

The sequence number of the event.Entry

The type of the event.Type

The file in which the event originated.File Name

The line number of the event.Line

The task ID of the event.Task ID

The event code.Code

The time this event occurred.Time

Port mirroring

Port mirroring lets you select the network traffic of specific switch ports for analysis by
a network analyzer. For each port mirroring configuration (the switch supports up to
four), you can select many switch ports as source ports but only a single switch port as
the destination port. For each portmirroring configuration, you can configure how traffic
ismirrored on a source port by selecting packets that are received, transmitted, or both.
You can also apply an IP ACL or MAC ACL to filter the traffic that is being mirrored.

A packet that is copied to the destination port is in the same format as the original
packet. This means that if the mirror is copying a received packet, the copied packet is
VLAN-tagged or untagged as it was received on the source port. If themirror is copying
a transmitted packet, the copied packet is VLAN-tagged or untagged as it is being
transmitted on the source port.
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To set up a port mirroring configuration:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMonitoring > Mirroring > Multiple Port Mirroring.
The Multiple Port Mirroring page displays.

6. From the Session IDmenu, select 1, 2, 3, or 4 as the port mirroring session ID.
You can set up four port mirroring configurations that functions independently from
each other.

7. Enable or disable the port mirroring configuration by selecting one of the following
Admin Mode radio buttons:

• True: The selected source interfaces are mirrored. That is, traffic entering or
leaving the source interfaces is copied (mirrored) to the selecteddestination port.

• False: The selected source interfaces are not mirrored.

8. From the Destination Portmenu, select the destination interface to which traffic
must be copied.
For each port mirroring configuration, you can configure one destination port only.
The default is None.

9. To filter the traffic that must be mirrored, do the following:

a. From the Filter Typemenu, select IP ACL or MAC ACL.
Only traffic that matches the rules in the ACL is mirrored to the destination port.

By default, no filter is applied, that is, the selection is None.

b. In the Filter Name field, specify the ACL ID.
For information about configuring ACLs, see Access control lists on page 646.
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10. In the Source Interface Configuration section, select one or more source interfaces
and the traffic direction:

a. Select which interfaces are displayed on the page:

• Unit ID: Displays the physical ports only.

• LAG: Displays the LAGs only.

• CPU: Displays the CPU only.

• VLANS: Displays the VLANs only.

• All: Displays all physical ports, LAGs, the CPU, and VLANs.

b. Use one of the following methods to select an interface:

• In the Go To Interface field, enter the interface in the unit/slot/port format
and click on the Go button.

• Next to the Interface column, select the check box for the interface or interfaces
that you want to include.

Note: If an interface is amember of a VLAN and ismember of a LAG, you cannot
select the VLAN as a source VLAN. However, if an interface is a member of a
VLAN that you select as a source VLAN, the interface can be amember of a LAG.

c. From theDirectionmenu, select the direction of the traffic thatmust bemirrored
from the configured source ports.

• None: The port (or VLAN) is not mirrored.

• Tx andRx: Both egress (transmitted) and egress (received) traffic ismirrored.
For a VLAN, this option select the VLAN as the source VLAN.

• Rx: Ingress (received) traffic only is mirrored. This option is not available for
a VLAN.

• Tx: Egress (transmitted) traffic only is mirrored. This option is not available
for a VLAN.

11. Click the Apply button.
Your settings are saved.

If the port is configured as a source port, the Status field displays Mirrored.

If the port is configured as a destination port, the Status field displays Probe.

12. To save the settings to the running configuration, click the Save icon.
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RSPAN VLANs and source and destination
switches

You can configure a VLAN as a remote switched port analyzer (RSPAN) VLAN. RSPAN
lets you mirror traffic from multiple source ports (or from all ports that are members of
a VLAN) from different network devices and send the mirrored traffic to a destination
port (a probe port connected to a network analyzer) on a remote device. The mirrored
traffic is taggedwith the RSPAN VLAN ID and transmitted over trunk ports in the RSPAN
VLAN.

A switch can function as an RSPAN source switch that sends traffic to another switch
that functions as an RSPAN destination switch. Because the switch supports multiple
RSPAN configurations, the switch can also function as an RSPAN destination switch that
receives traffic from another switch that functions as an RSPAN source switch.

Configure an existing VLAN as an RSPAN VLAN
You can configure an existing VLAN as an RSPAN VLAN.

To configure an existing VLAN as an RSPAN VLAN:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMonitoring > Mirroring > RSPAN VLAN.
The RSPAN VLAN page displays.

6. Select the check box for the VLAN that must become an RSPAN VLAN.

7. From the Admin Modemenu, select Enable to configure the VLAN as an RSPAN
VLAN.
By default, the selection is Disable and the VLAN is not an RSPAN VLAN.

Main User Manual721Monitor the Switch andNetwork

AV Line of Fully Managed Switches M4250 Series Main User Manual



8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Configure the switch as an RSPAN source switch
You can configure the switch as an RSPAN source switch that sends traffic to another
switch that functions as an RSPAN destination switch.

You can create up to four RSPAN source switch configurations.

To configure the switch as an RSPAN source switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMonitoring > Mirroring > RSPAN Source Switch Configuration.
The RSPAN Source Switch Configuration page displays.

6. From the Session IDmenu, select 1, 2, 3, or 4 as the RSPAN source switch session
ID.
You can set up four RSPAN source switch configurations that functions independently
from each other.

7. Enable or disable the RSPAN source switch configuration by selecting one of the
following Admin Mode radio buttons:

• True: The selected source interfaces are mirrored. That is, traffic entering or
leaving the source interfaces is copied (mirrored) to the selectedRSPANdestination
VLAN.

• False: The selected source interfaces are not mirrored.

8. From the RSPAN Destination VLANmenu, select the destination VLAN to which
traffic must be copied.
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For each RSPAN source switch configuration, you can configure one RSPAN
destination VLAN port only. The default is None.

9. From the RSPAN Reflector Portmenu, select the interface that is connected to the
RSPAN destination switch.

10. To filter the traffic that must be mirrored, do the following:

a. From the Filter Typemenu, select IP ACL or MAC ACL.
Only traffic thatmatches the rules in the ACL ismirrored to the RSPANdestination
VLAN.

By default, no filter is applied, that is, the selection is None.

b. In the Filter Name field, specify the ACL ID.
For information about configuring ACLs, see Access control lists on page 646.

11. In the RSPAN Source Interface Configuration section, select one or more source
interfaces and the traffic direction:

a. Select which interfaces are displayed on the page:

• Unit ID: Displays the physical ports only.

• LAG: Displays the LAGs only.

• CPU: Displays the CPU only.

• VLANS: Displays the VLANs only.

• All: Displays all physical ports, LAGs, the CPU, and VLANs.

b. Use one of the following methods to select an interface:

• In the Go To Interface field, enter the interface in the unit/slot/port format
and click on the Go button.

• Next to the Interface column, select the check box for the interface or interfaces
that you want to include.

Note: If an interface is amember of a VLAN and ismember of a LAG, you cannot
select the VLAN as a source VLAN. However, if an interface is a member of a
VLAN that you select as a source VLAN, the interface can be amember of a LAG.

c. From theDirectionmenu, select the direction of the traffic thatmust bemirrored
from the configured source ports.

• None: The port (or VLAN) is not mirrored.

• Tx andRx: Both egress (transmitted) and egress (received) traffic ismirrored.
For a VLAN, this option select the VLAN as the source VLAN.
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• Rx: Ingress (received) traffic only is mirrored. This option is not available for
a VLAN.

• Tx: Egress (transmitted) traffic only is mirrored. This option is not available
for a VLAN.

12. Click the Apply button.
Your settings are saved.

If the port is configured as a source port, the Status field displays Mirrored.

13. To save the settings to the running configuration, click the Save icon.

Configure the switch as an RSPAN destination switch
You can configure the switch as an RSPAN destination switch that receives traffic from
another switch that functions as an RSPAN source switch.

You can create up to four RSPAN destination switch configurations.

To configure the switch as an RSPAN destination switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMonitoring > Mirroring > RSPAN Destination Switch Configuration.
The RSPAN Destination Switch Configuration page displays.

6. From the Session IDmenu, select 1, 2, 3, or 4 as the RSPAN destination switch
session ID.
You can set up four RSPAN destination switch configurations that functions
independently from each other.

7. Enable or disable the RSPAN destination switch configuration by selecting one of
the following Admin Mode radio buttons:
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• True: Traffic from the selected RSPAN source VLAN is copied (mirrored) to the
selected RSPAN destination port.

• False: Traffic from the selected RSPAN source VLAN is not mirrored.

8. From the RSPAN Source VLANmenu, select the RSPAN source VLAN from which
traffic must be copied.

9. From theRSPANDestinationPortmenu, select the RSPANdestination port towhich
traffic must be copied.
For each RSPAN destination switch configuration, you can configure one RSPAN
destination port only. The default is None.

10. To filter the traffic that must be mirrored, do the following:

a. From the Filter Typemenu, select IP ACL or MAC ACL.
Only traffic thatmatches the rules in the ACL ismirrored to the RSPANdestination
port.

By default, no filter is applied, that is, the selection is None.

b. In the Filter Name field, specify the ACL ID.
For information about configuring ACLs, see Access control lists on page 646.

11. Click the Apply button.
Your settings are saved.

12. To save the settings to the running configuration, click the Save icon.

sFlow monitoring

sFlow is a standard for monitoring high-speed switched and routed networks. sFlow
technology is built into the switch andmany other network devices to give visibility into
network activity.

The sFlowmonitoring system consists of an embedded sFlow agent and a central sFlow
collector, also referred to as an sFlow receiver. The sFlow agent uses sampling
technology to capture traffic statistics from the device it is monitoring. sFlow datagrams
are used to forward the sampled traffic statistics to an sFlow collector for analysis.

The sFlow agent uses two forms of sampling: statistical packet-based sampling of
switched or routed packet flows, and time-based sampling of counters.
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sFlow agent overview
Packet flow sampling and counter sampling areperformedby sFlow instances associated
with individual data sources within the sFlow agent. Packet flow samples and counter
samples are combined in sFlow datagrams. Packet flow sampling causes a steady but
random stream of sFlow datagrams to be sent to the sFlow collector. Counter samples
can be taken opportunistically to fill these datagrams.

To perform packet flow sampling, you must configure an sFlow sampler instance with
a sampling Rate. To perform counter sampling, you must configure an sFlow poller
instance with a polling interval. The sFlow agent sends the collected information in the
form of sFlow datagrams to sFlow collectors to the sFlow receiver.

Configure the source interface for the sFlow agent
The switch can function as an sFlow agent and forward polled and sampled traffic to an
sFlow receiver. You can configure the source interface that connects to the device that
functions as the sFlow receiver.

To configure the source interface for the sFlow agent:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMonitoring> sFlow > Basic > sFlow Agent Information.
The sFlow Agent Information page displays.

6. From the Source Interfacemenu, select the management interface that the sFlow
agent must use:

• None: The primary IP address of the originating (outbound) interface is used as
the source address.

• Routing interface: The primary IP address of a physical port is used as the source
address.
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• Routing VLAN: The primary IP address of a VLAN routing interface is used as the
source address.

• Routing loopback interface: The primary IP address of a routing loopback
interface is used as the source address.

• Tunnel interface: The IPv6 tunnel interface.
• Service port: The management port source IP address is used as the source
address.

By default, VLAN 1 is used as the source interface.

7. Click the Apply button.
Your settings are saved.

8. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 173. sFlow agent information

DescriptionField

The version and implementation of the MIB. The agent version consists of the
following components:
• MIB version: For example, 1.3.

• Organization: NETGEAR, Inc.

• Revision: For example, 13.0.2.10.

Agent Version

The IP address associated with the agent. The IP address depends on your
selection of the source interface.

Agent Address

Configure an sFlow receiver
You can configure one ormore devices thatmust function as sFlow receivers. The sFlow
source interface provides the connection to these devices.

To configure an sFlow receiver:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.
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4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMonitoring> sFlow > Advanced > sFlow Receiver Configuration.
The sFlow Receiver Configuration page displays.

6. Select the Receiver Index check box for a receiver.

7. In the Receiver Owner field, specify the receiver owner.
Specify the name of the owner or the device.

By default, the time-out option is enabled but the time-out period is configured as
0, which means that sFlow sampling does not stop after it is enabled.

8. To configure a time-out period, do the following:

a. In theReceiver Timeout field, specify the time-out period in seconds after which
sampling stops.
The range is from 0 to 2147483647. A value of zero means that sFlow sampling
does not stop after it is enabled.

b. From theNoTimeoutmenu, select False to enable the time-out sampling option.
The default is False. If you select True, sampling does not time out and the
time-out period is automatically set to the maximum of 2147483647.

9. In theMaximum Datagram Size field, specify the maximum number of data bytes
that can be sent in a single sample datagram.
The default value is 1400. The range is from200 to 12188. To prevent fragmentation
of the datagrams, we recommend that you do not set the datagram size too low.

10. In the Receiver Address field, specify the IP address of the sFlow receiver.

11. In the Receiver Port field, specify the destination port for sFlow datagrams.
The default port number is 6343. The range is from 1 to 65535.

12. Click the Apply button.
Your settings are saved.

The Receiver Datagram Version field displays 5 as the version of sFlow datagrams.

13. To save the settings to the running configuration, click the Save icon.

Main User Manual728Monitor the Switch andNetwork

AV Line of Fully Managed Switches M4250 Series Main User Manual



Configure sFlow polling and sampling on an interface
If the switch is configured as an sFlow agent, the switch can do the following:

• Collect statistical packet-based sampling of switched flows and sends them to the
configured receivers. A data source that is configured to collect flow samples is
called a sampler.

• Collect time-based sampling of network interface statistics and send them to the
configured sFlow receivers. A data source configured to collect counter samples is
called a poller.

You can configure sampling and a polling settings on a switch interface. Traffic on the
interface is then sampled and polled and forwarded to the sFlow receiver.

To configure sFlow polling and sampling on an interface:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMonitoring> sFlow > Advanced > sFlow Interface Configuration.
The sFlow Interface Configuration page displays.

6. Use one of the following methods to select an interface for the flow poller and
sampler:

• In the Go To Interface field, enter the interface in the unit/slot/port format and
click on the Go button.

• Next to the Interface column, select the check box for the interface that you want
to use.

You can select physical ports only.

7. In thePoller Receiver Index field, specify the sFlow receiver thatmust be associated
with the poller.
For information about sFlow receivers, seeConfigure an sFlow receiver on page 727.
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8. In the Poller Interval field, specify the number of seconds between successive
polling.
A sampling interval of 0 disables sampling. The range is from 0 to 86400 seconds.
The default is 0 seconds.

9. In the Sampler Receiver Index field, specify the sFlow receiver that must be
associated with the sampler.
For information about sFlow receivers, seeConfigure an sFlow receiver on page 727.

10. In the Sampling Rate field, specify the statistical sampling rate for packet sampling.
A sampling rate of 1 counts all packets. A sampling rate of 0 disables sampling. The
allowed range is 1024 to 65536. The default is 0.

11. In theMaximum Header Size field, specify the maximum number of bytes to be
copied from a sampled packet.
The range is from 20 to 256 bytes. The default is 128 bytes.

12. Click the Apply button.
Your settings are saved.

13. To save the settings to the running configuration, click the Save icon.

Display license information

The main UM lets you display license information but not add or manage the license.
For information about adding andmanaging a license, see theAudio VideoUserManual,
which you can download by visiting netgear.com/support/download/.

Display license key information
You can display information about the installed license key.

To display license key information:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > License > License Key.
The License Key page displays.

The following table describes the nonconfigurable fields on the page.

Table 174. License key information

DescriptionField

The date the license was purchased and issued.License Date

The number of licenses (0 or 1).License Copy

Indicates if the license is valid and if the license is active or inactive

Note: A valid license might be installed, but you might need to activate the
license or restart the switch to activate the license.

License Status

Indicates if the switchmust be restarted to activate a valid license that is installed
on the switch.

Description

Display features to which the license applies
You can view the features that are covered by the license. Without a valid license, you
cannot use the MRP, MMRP, MVRP, MSRP, and DOT1AS features on the switch.

To display features to which the license applies:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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5. Select System > License > License Features.
The License Features page displays.

The table shows if the features are enabled or disabled.
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9
Maintenance and Troubleshooting

This chapter covers the following topics:

• Save the configuration
• Automatic installation of the configuration file
• Reboot the switch from the main local browser UI
• Reset the switch to the factory default settings
• Export a file from the switch
• Upgrade software or download a file
• Manage software images
• Diagnostics and troubleshooting
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Save the configuration

When you save the configuration, changes that you made are retained by the switch
when it is rebooted. You can also save the settings on each configuration page of the
main UI by clicking the Save icon.

To save the configuration:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMaintenance > Save Config > Save Configuration.
The Save Configuration page displays.

6. Select the check box.

7. Click the Apply button.
Your settings are saved. If you restart the switch, the saved settings are retained.

Automatic installation of the configuration
file

If the switch is initializedwithout a configuration file present on the switch, the automatic
installation (auto install) process can automatically load the switch configuration from
a server in the network.

Configure the auto install process
The auto install process requires that DHCP is enabled by default on the switch. To save
the downloaded configuration to the startup configuration, youmust explicitly save the
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file as such. The auto Install process depends on the configuration of other devices in
the network, including a DHCP or BOOTP server, a TFTP server and, if necessary, a DNS
server.

The auto install process occurs in three phases:

1. Configurationor assignment of an IP address to the switch: Formore information,
see IPv4 management interfaces and VLANs on page 47 or IPv6 management
interfaces and VLANs on page 53.

2. Assignment of a TFTP server: If the switch functions as a DHCP client (which it does
by default), theDHCP server can automatically provide the TFTP server to the switch,
for example, if theDHCP server is configuredwith option 125 (seeOption 125DHCP
server requirements for obtaining an configuration file through auto install on page
736).

3. Downloading a configuration file for the switch from the TFTP server: See the
following procedure.
To configure the auto install process:

a. Launch a web browser.

b. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

c. Click theMain UI Login button.
The main UI login page displays in a new tab.

d. Enter admin as the user name, enter your local device password, and click the
Login button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

e. SelectMaintenance > Save Config > Auto Install Configuration.
The Auto Install Configuration page displays.

f. From theAutoInstall Modemenu, select to start or stop the auto install process:

• Start: Starts the auto install process (after you click the Apply button).

• Stop: Stops the auto install process (after you click the Apply button).

g. From the AutoInstall Persistent Modemenu, select to enable or disable the
persistent mode for the auto install process:

• Enabled: The auto install process saves the downloaded configuration file
and applies it after the switch reboots. This is the default setting.
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• Disabled: The auto install process does not save the downloaded
configuration file and, therefore, cannot apply it after the switch reboots.

h. From the AutoSave Modemenu, select to enable or disable automatic saving
of the configuration to the startup configuration:

• Enabled: The automatically downloaded configuration is saved to the startup
configuration.

• Disabled: The automatically downloaded configuration is not saved to the
startup configuration. If you want to save the configuration you must do to
manually. This is the default setting.

i. In theAutoInstall RetryCountmenu, specify the number of times that the switch
sends a unicast message to the TFTP server.
The TFTP server is specified in the DHCP configuration (see Option 125 DHCP
server requirements for obtaining an configuration file through auto install on
page 736). After the specified number of times is exceeded, the switch sends
broadcast messages to the TFTP server. The range is from 1 to 3. By default, the
number is 3.

j. Click the Apply button.
Your settings are saved.

The Auto-Install State field displays the status of the auto install process.

Option 125 DHCP server requirements for obtaining an
configuration file through auto install
You can use auto install to let the switch download a configuration file (image file) from
a TFTP server using DHCP option 125. The image update can either upgrade or
downgrade the firmware on the switch.

For the switch to be able to download an image from a TFTP server, the DHCP server
must include an imagedescription file that lists the image that the switchmust download
from the TFTP server. For example, the autoinstall_dhcp image description file on
the DHCP server lists the M4XXX-v1.2.3.4.stk image that the switchmust download
from the TFTP server.

Option 125 in the DHCP server must contain the following information (the example
uses the autoinstall_dhcp image description file and the M4XXX-v1.2.3.4.stk
image):

• Enterprise number (4 octets). 0x0000 0x11ae
In decimals, the enterprise number for NETGEAR is 4526.
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• Data length (1 octet): 0x12
The data length includes the SubOption code plus the SubOption length plus the
image description file (not the image itself): 1+1+16.

- SubOption code (2 octets): 0x05

- SubOption length (1 octet): 0x10
The length of the name of the image description file.

- Image description file name (N octets):
61.7574.6f69.6e73.7461.6c6c.5f64.6863.70
In plain text, the name of the image description file is autoinstall_dhcp.

Thecontentof theautoinstall_dhcp imagedescription file isM4XXX-v1.2.3.4.stk,
which is the image that the switch must download from the TFTP server.

You can change the name for the image description file, but then youmust also change
the option 125 data length, which is based on the SubOption code, SubOption length,
and image description file name.

Reboot the switch from the main local
browser UI

You can reboot the switch from the main UI.

Note: If you can physically access the switch, you can reboot the switch by pressing
themulti-functionResetbutton on the front panel for less than 5 seconds. (Do not press
the button for more than 5 seconds!)

To reboot the switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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5. SelectMaintenance > Reset > Device Reboot.
The Device Reboot page displays.

6. Select one of the following radio buttons:

• Save prior to reboot: The switch saves all changes that you made and for which
you did not click the Save icon in the main local browser interface.

• Don't save prior to reboot: The switch does not save the changes that youmade
and for which you did not click the Save icon in the main local browser interface.

7. Click the Apply button.
An Alert pop-up window displays.

8. Click theOK button to confirm.
The switch reboots.

Reset the switch to the factory default
settings

You can reset the switch configuration to the factory default values. All changes that
you made are erased. If the IP address changes, your web session might disconnect.

Note: If you reset the switch to the default configuration, the management IP address
is reset to 169.254.100.100, and the DHCP client is enabled. No IP address is set for the
OOBport, but its DHCP client is enabled. If you lose network connectivity after you reset
the switch to the factory defaults, see Log in to themain UI with a web browser on page
24.

To reset the switch to the factory default settings:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.
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The System Information page displays.

5. SelectMaintenance > Reset > Factory Default.
The Factory Default page displays.

6. Select the check box.

7. Click the Apply button.
A confirmation pop-up window displays.

8. Click theOK button to confirm.
The configuration is reset to the factory default settings.

Export a file from the switch

You can export configuration (ASCII) or log (ASCII log) files from the switch to a file
server over a TFTP, SFTP, SCP, or FTP session, to a computer over an HTTP session, or
to a USB storage device.

Export a file from the switch to a server
You can upload (export) configuration (ASCII or log ASCII) and other types of files from
the switch to a TFTP, SFTP, SCP, or FTP server on the network.

To export a file from the switch to a server:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMaintenance > Export > File Export.
The File Export page displays.

6. From the File Typemenu, select the type of file that must be exported:
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• Text Configuration: A text-based configuration file enables you to edit a
configured text file (startup-config) offline as needed. The most common
usage of text-based configuration is to upload a working configuration from a
device, edit it offline to personalize it for another similar device (for example,
change the device name or IP address), and download it to that device. This is
the default setting.

• Error Log: The switch error persistent log, also referred to as the event log.
• Buffered Log: The system buffered (in-memory) log.
• Trap Log: The trap log with the switch trap records.
• Script File: The script file that you must specify in the Local File Name field.
• CLI Banner: The CLI banner file.
• Tech Support: The tech support file is a text-based file that contains a variety of
hardware, software, and configuration information that can assist in device and
network troubleshooting.

• Crash Logs: The switch crash logs, if any are available.
• Backup Configuration: The backup configuration file is a text-based file.
• CPU Packets Capture File: The CPU packets capture file with the captured and
stored CPU packets.

• Factory Default Configuration: The factory default configuration file is a
text-based file with the stored factory default configuration.

• DHCP Client Configuration File: The DHCP client configuration file with the
DHCP server (host) information.

7. From the Transfer Modemenu, specify the protocol that must be used to transfer
the file to the server:

• TFTP: Trivial File Transfer Protocol.
• SFTP: Secure File Transfer Protocol. This selection requires you to specify a user
name and password.

• SCP: Secure Copy Protocol. This selection requires you to specify a user name
and password.

• FTP: File Transfer Protocol. This selection requires you to specify a user name and
password.

8. From the Server Address Typemenu, select the format for the Server Address
field:

• IPv4: Indicates that the server address is an IPv6 address in dotted-decimal format.
This is the default setting.

• IPv6: Indicates that the server address is an IPv6 address in hexadecimal numbers
using 16-bit values between colons.

• DNS: Indicates that the server address is a host name.
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9. In the Server Address field, enter the IP address of the server in accordance with
the format indicated by the server address type.
The default is the IPv4 address 0.0.0.0.

10. In the Remote File Path field, specify the path on the server where you want to save
the file.
The path name can include alphabetic, numeric, forward slash, dot, or underscore
characters only. You can enter up to 160 characters.

11. In the Remote File Name field, specify a destination file name for the file to be
exported.
You can enter up to 32 characters.

12. If you select Script File from the File Typemenu, specify the name of the script file
in the Local File Name field.

13. If you select SFTP, SCP, or FTP from Transfer Modemenu, specify the following
settings:

• User Name: Specify the user name for remote login to the server.
• Password: Specify the password for remote login to the server.

14. Click the Apply button.
The file is exported (uploaded) to the server. The page displays information about
the progress of the file transfer.

Use HTTP to export a file from the switch to a computer
You can upload (export) files of various types from the switch to a computer through
an HTTP session on your web browser.

To use HTTP to export a file from the switch to a computer:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.
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The System Information page displays.

5. SelectMaintenance > Export > HTTP File Export.
The HTTP File Export page displays.

6. From the File Typemenu, select the type of file that must be exported:

• Text Configuration: A text-based configuration file enables you to edit a
configured text file (startup-config) offline as needed. The most common
usage of text-based configuration is to upload a working configuration from a
device, edit it offline to personalize it for another similar device (for example,
change the device name or IP address), and download it to that device. This is
the default setting.

• Error Log: The switch error persistent log, also referred to as the event log.
• Buffered Log: The system buffered (in-memory) log.
• Trap Log: The trap log with the switch trap records.
• Script File: The script file that you must specify in the Local File Name field.
• CLI Banner: The CLI banner file.
• Tech Support: The tech support file is a text-based file that contains a variety of
hardware, software, and configuration information that can assist in device and
network troubleshooting.

• Crash Logs: The switch crash logs, if any are available.
• Backup Configuration: The backup configuration file is a text-based file.
• CPU Packets Capture File: The CPU packets capture file with the captured and
stored CPU packets.

• Factory Default Configuration: The factory default configuration file is a
text-based file with the stored factory default configuration.

• DHCP Client Configuration File: The DHCP client configuration file with the
DHCP server (host) information.

7. If you select Script File from the File Typemenu, specify the name of the script file
in the Local File Name field.

8. Click the Apply button.
The file is exported (uploaded) to the computer. The page displays information
about the progress of the file transfer.

Export a file from the switch to a USB storage device
You can upload (export) a text configuration file or license key only to a USB storage
device that is attached to the switch.
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To export a file from the switch to a USB storage device:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMaintenance > Export > USB File Export.
The USB File Export page displays.

6. From the File Typemenu, select the type of file that must be exported:

• Text Configuration: A text-based configuration file enables you to edit a
configured text file (startup-config) offline as needed. The most common
usage of text-based configuration is to upload a working configuration from a
device, edit it offline to personalize it for another similar device (for example,
change the device name or IP address), and download it to that device. This is
the default setting.

• DHCP Client Configuration File: The DHCP client configuration file with the
DHCP server (host) information.

7. In the File Path field, specify the path on the USB storage device.
You can use up to 146 characters. The default is blank.

8. In the USB File field, specify a name for the file. This is the name under which the
file will be saved on the USB storage device.
You can enter up to 32 characters.

9. Click the Apply button.
The file is exported (uploaded) to the USB storage device. The page displays
information about the progress of the file transfer.
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Upgrade software or download a file

You can download firmware, configuration (ASCII), log (ASCII log), SSL, PEM, or other
types of files to the switch from a file server over a TFTP, SFTP, SCP, or FTP session, from
a computer over an HTTP session, or from a USB storage device.

You can manually check for the latest software version (also referred to as firmware
version), download the firmware to a server or computer, and then download the
firmware to the switch. If firmware release notes are available with new firmware, read
the release notes to find out if you must reconfigure the switch after updating.

In this context, downloading is also referred to as upgrading.

Note the following about SSH and SSL files:

• SSH: For you to be able to download SSH files to the switch, SSH must be
administratively disabled and no active SSH sessions must occur.

• SSL: SSL files contain information to encrypt, authenticate, and validate HTTPS
sessions. For you to be able to download SSL files to the switch, HTTPS must be
administratively disabled.

Upgrade the software image or download a file from a
server to the switch
You can download a software (firmware) image and configuration, SSL, PEM, or other
types of files from an TFTP, SFTP, SCP, or FTP server on your network to the switch.

Before you download a file to the switch, the following conditions must be true:

• The file to download from the server is on the server in the appropriate directory.

• The file is in the correct format.

• The switch contains a path to the server.

To download a file to the switch from a server:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.

Main User Manual744Maintenance and
Troubleshooting

AV Line of Fully Managed Switches M4250 Series Main User Manual



The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMaintenance > Upgrade > File Upgrade.
The File Upgrade page displays.

6. From the File Typemenu, select the type of file:

• Software: The system software image, which is saved in one of two flash sectors
called images (image1 and image2). The active image stores the active copy,
while the other image stores a second copy. The device boots and runs from the
active image. If the active image is corrupted, the system automatically boots from
the nonactive image. This is a safety feature for faults occurring during the boot
upgrade process. This is the default setting.

• Text Configuration: A text-based configuration file enables you to edit a
configured text file (startup-config) offline as needed. The most common
usage of text-based configuration is to upload a working configuration from a
device, edit it offline to personalize it for another similar device (for example,
change the device name or IP address), and download it to that device.

• SSH-2 RSA Key PEM File: An SSH-2 Rivest-Shamir-Adelman (RSA) key file (PEM
Encoded).

• SSH-2 DSA Key PEM File: An SSH-2 Digital Signature Algorithm (DSA) key file
(PEM Encoded).

• SSL Trusted Root Certificate PEMFile: An SSL Trusted Root Certificate file (PEM
Encoded).

• SSL Server Certificate PEM File: An SSL Server Certificate file (PEM Encoded) to
the device.

• SSL DH 1024 Encryption Parameter PEM File: An SSL Diffie-Hellman 1024-bit
Encryption Parameter File (PEM Encoded) to the device.

• SSL DH 2048 Encryption Parameter PEM File: An SSL Diffie-Hellman 2048-bit
Encryption Parameter File (PEM Encoded) to the device.

• Script File: A text-based configuration script file. Youmust use the command-line
interface (CLI) to configure, validate, and activate the script.

• CLI Banner: The CLI banner contains the text to be displayed on the CLI before
the login prompt.

• IAS Users: The Internal Authentication Server (IAS) users database file. The IAS
user database stores a list of user name and (optional) password values for local
port-based user authentication.

• Factory Default Configuration: The factory default configuration file is a
text-based file with the stored factory default configuration.

• Public Key Configuration: The public key file used for configuration script
validation.
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• Public Key Image: The public key file used for code image validation.
• Application: Files for an application.
• Tech Support Commands File: A file with tech support commands.
• DHCP Client Configuration File: The DHCP client configuration file with the
DHCP server (host) information.

7. If the selection from the File Typemenu is Software, the ImageNamemenudisplays
and you must select the software image that must be downloaded to the switch:

• Image1: Select image1 to upload image1.
• Image2: Select image2 to upload image2.

We recommended that you do not overwrite the active image.

8. If the selection from the File Typemenu is Software, the Verify radio buttons display
so that you can select one of the following options:

• None: Verification of the downloaded file is disabled. This is the default setting.
• Verify: The digital signature of the downloaded file is verified.
• No Verify: The digital signature of the downloaded file is not verified.

9. If the selection from the File Typemenu isApplication, theApplication File Name
field displays and you must specify the application file name.

10. From the Transfer Modemenu, specify the protocol that must be used to transfer
the file to the server:

• TFTP: Trivial File Transfer Protocol.
• SFTP: Secure File Transfer Protocol. This selection requires you to specify a user
name and password.

• SCP: Secure Copy Protocol. This selection requires you to specify a user name
and password.

• FTP: File Transfer Protocol. This selection requires you to specify a user name and
password.

11. From the Server Address Typemenu, select the format for the Server Address
field:

• IPv4: Indicates that the server address is an IPv6 address in dotted-decimal format.
This is the default setting.

• IPv6: Indicates that the server address is an IPv6 address in hexadecimal numbers
using 16-bit values between colons.

• DNS: Indicates that the server address is a host name.

12. In the Server Address field, enter the IP address of the server in accordance with
the format indicated by the server address type.
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The default is the IPv4 address 0.0.0.0.

13. In theRemote File Path field, specify the path on the server where the file is located.
The path name can include alphabetic, numeric, forward slash, dot, or underscore
characters only. You can enter up to 160 characters.

14. In the Remote File Name field, specify the file name for the file to be downloaded.
You can enter up to 32 characters.

15. If you select SFTP, SCP, or FTP from Transfer Modemenu, specify the following
settings:

• User Name: Specify the user name for remote login to the server.
• Password: Specify the password for remote login to the server.

16. Click the Apply button.
The file is downloaded from the server to the switch. The page displays information
about the progress of the file transfer.

17. To save the settings to the running configuration, click the Save icon.

Use HTTP to download a file to the switch or update the
software image
You can download files of various types from a computer to the switch through an HTTP
session on your web browser.

To use HTTP to download from a a computer to the switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMaintenance > Upgrade > HTTP File Upgrade.
The HTTP File Upgrade page displays.
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• Software: The system software image, which is saved in one of two flash sectors
called images (image1 and image2). The active image stores the active copy,
while the other image stores a second copy. The device boots and runs from the
active image. If the active image is corrupted, the system automatically boots from
the nonactive image. This is a safety feature for faults occurring during the boot
upgrade process. This is the default setting.

• Text Configuration: A text-based configuration file enables you to edit a
configured text file (startup-config) offline as needed. The most common
usage of text-based configuration is to upload a working configuration from a
device, edit it offline to personalize it for another similar device (for example,
change the device name or IP address), and download it to that device.

• SSH-2 RSA Key PEM File: An SSH-2 Rivest-Shamir-Adelman (RSA) key file (PEM
Encoded).

• SSH-2 DSA Key PEM File: An SSH-2 Digital Signature Algorithm (DSA) key file
(PEM Encoded).

• SSL Trusted Root Certificate PEMFile: An SSL Trusted Root Certificate file (PEM
Encoded).

• SSL Server Certificate PEM File: An SSL Server Certificate file (PEM Encoded) to
the device.

• SSL DH 1024 Encryption Parameter PEM File: An SSL Diffie-Hellman 1048-bit
Encryption Parameter File (PEM Encoded) to the device.

• SSL DH 2048 Encryption Parameter PEM File: An SSL Diffie-Hellman 2048-bit
Encryption Parameter File (PEM Encoded) to the device.

• Config Script: A text-based configuration script file. You must use the
command-line interface (CLI) to configure, validate, and activate the script.

• CLI Banner: The CLI banner contains the text to be displayed on the CLI before
the login prompt.

• IAS Users: The Internal Authentication Server (IAS) users database file. The IAS
user database stores a list of user name and (optional) password values for local
port-based user authentication.

• Factory Default Configuration: The factory default configuration file is a
text-based file with the stored factory default configuration.

• Public Key Configuration: The public key file used for configuration script
validation.

• DHCP Client Configuration File: The DHCP client configuration file with the
DHCP server (host) information.

6. If the selection from the File Typemenu isSoftware, the ImageNamemenudisplays
and you must select the software image that must be downloaded to the switch:

• Image1: Select image1 to upload image1.
• Image2: Select image2 to upload image2.

We recommended that you do not overwrite the active image.
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7. Next to Select File, click the Browse button, navigate to the file, and select the file
to download.
You can select a file with a file name of up to 80 characters.

8. Click the Apply button.
The download begins.

The Download Status field displays the status during transfer file to the switch.

Note: After a file transfer starts, wait until the page refreshes. When the page
refreshes, the Select File option is blanked out, indicating that the file transfer is
complete.

9. To save the settings to the running configuration, click the Save icon.

Download a file from a USB storage device to the switch
You can download a text configuration file or license key only from aUSB storage device
to the switch.

To download a file from a USB storage device to the switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMaintenance > Upgrade > USB File Upgrade.
The USB File Upgrade page displays.

6. From the File Typemenu, select the type of file that must be downloaded:

• Software: The system software image, which is saved in one of two flash sectors
called images (image1 and image2). The active image stores the active copy,
while the other image stores a second copy. The device boots and runs from the
active image. If the active image is corrupted, the system automatically boots from
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the nonactive image. This is a safety feature for faults occurring during the boot
upgrade process. This is the default setting.

• Text Configuration: A text-based configuration file enables you to edit a
configured text file (startup-config) offline as needed. The most common
usage of text-based configuration is to upload a working configuration from a
device, edit it offline to personalize it for another similar device (for example,
change the device name or IP address), and download it to that device. This is
the default setting.

• DHCP Client Configuration File: The DHCP client configuration file with the
DHCP server (host) information.

7. If the selection from the File Typemenu isSoftware, the ImageNamemenudisplays
and you must select the software image that must be downloaded to the switch:

• Image1: Select image1 to upload image1.
• Image2: Select image2 to upload image2.

We recommended that you do not overwrite the active image.

8. In the File Path field, specify the path on the USB storage device.
You can use up to 146 characters. The default is blank.

9. In the USB File field, specify the file name on the USB storage device.
You can enter up to 32 characters.

10. Click the Apply button.
The file is exported (uploaded) to the USB storage device. The page displays
information about the progress of the file transfer.

11. To save the settings to the running configuration, click the Save icon.

Use anHTTP session to download and install an SSL security
certificate file on the switch
If you use HTTPS instead of HTTP to access the main local browser user, you are not
required to obtain an SSL certificate. The security warning that might display in your
browser prompts you to confirm that the self-signed certificate of the switch is valid.
Once you do so, the browser warning might no longer display when you log in.

However, if you obtain an SSL security certificate from a certificate authority, you can
download and install the SSL security certificate through an HTTP session using your
web browser.
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For an SSL security certificate, you must download two Privacy Enhanced Mail (PEM)
files to the switch:

• SSL Trusted Root Certificate PEM File: The SSL trusted root certificate PEM file,
which must be in the format xxxxCERTxxxxx.pem.

• SSL Server Certificate PEM File: The SSL server certificate PEM file (the key file),
which must be in the format xxxxKEYxxxxx.pem.

Before you can download and install an SSL security certificate, youmust disable HTTPS
on the switch.

To disable HTTPS and use an HTTP session to download and install an SSL security
certificate file on the switch:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Security > Access > HTTPS > HTTPS Configuration.
The HTTPS Configuration page displays.

6. Select the Admin Mode Disable radio button.

7. Click the Apply button.
Your settings are saved. Because you changed the access mode from HTTPS to
HTTP, you are logged out of the switch.

8. Wait one minute, refresh your browser, and log back in to the switch.

9. SelectMaintenance > Upgrade > HTTP File Upgrade.
The HTTP Firmware/File Update page displays.

10. From the File Typemenu, select SSL Trusted Root Certificate PEM File.

11. Select the Select File Browse button and locate the file that you want to download.
This the certificate file, which must be in the format xxxxCERTxxxxx.pem.
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12. Click the Apply button.
The file transfer begins.

The page displays information about the progress of the file transfer. The page
refreshes automatically when the file transfer completes (or if it fails).

13. From the File Typemenu, select SSL Server Certificate PEM File.
This is the key file, which must be in the format xxxxKEYxxxxx.pem.

14. Select the Select File Browse button and locate the file that you want to download.
The file name can contain up to 80 characters.

15. Click the Apply button.
The file transfer begins.

The page displays information about the progress of the file transfer. The page
refreshes automatically when the file transfer completes.

16. To save the settings to the running configuration, click the Save icon.

Manage software images

The switch maintains two versions of the switch software in permanent storage. One
image is the active image, and the second image is the backup image. The active image
is loadedwhen the switch starts or reboots. This feature reduces switch down timewhen
you are upgrading the switch software.

Copy a software image
You can copy a software image from one location (primary or backup) to another.

To copy a software image:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.
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The System Information page displays.

5. SelectMaintenance > Image Management > Copy.
The Copy page displays.

6. Select the Source Image Image1 or Image2 radio button to specify the image to
be copied.

7. Select the Destination Image Image1 or Image2 radio button to specify the
destination image.

8. Click the Apply button.
The image is copied.

9. To save the settings to the running configuration, click the Save icon.

Configure dual image settings
The Dual Image feature allows the switch to retain two images in permanent storage.
You can select which image must be loaded when the reboots, specify an image
description, or delete an image. This feature reduces switch down time when you are
upgrading or downgrading the software image.

Change the software image that loadswhen the switch starts or reboots
To change the image that loads during the boot process:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMaintenance > Image Management > Dual Image Configuration.
The Dual Image Configuration page displays.

6. Select the check box for the image that is not the active image (that is, the image for
which the Active Image fields shows False) but that you want the switch to run after
it reboots.
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7. From the Next Active Imagemenu, select True.

8. As an option, specify a name for the selected image by entering one in the Image
Description field.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

11. After activating the image, reboot the switch (see Reboot the switch from the main
local browser UI on page 737).
If you do not reboot the switch, it continues running the image shown in the
Current-active field until the next time that the switch reboots.

The following table describes the nonconfigurable information on the page.

Table 175. Dual image configuration information

DescriptionField

The name of the image. By default, the image names are image1 and image2.Image Name

The current active image (True or False).Active Image

The firmware version of the image.Version

Delete a software image To delete a software image:
1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMaintenance > Image Management > Dual Image Configuration.
The Dual Image Configuration page displays.
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6. Select the check box for the image that is not the active image (that is, the image for
which the Active Image fields shows False)
You cannot delete the active image. For the current active image, the Active Image
field show True.

7. Click the Delete button.
The image is removed.

8. To save the settings to the running configuration, click the Save icon.

Diagnostics and troubleshooting

You can send a ping, trace a route, and perform a memory dump.

Ping an IPv4 address
You can configure the switch to send a ping request to a specified IPv4 address. You
can use this option to check whether the switch can communicate with a particular IPv4
device. When you send a ping, the switch sends a specified number of ping requests
and the results are displayed.

If a reply to the ping is received, the following message displays:

PING x.y.z.w (x.y.z.w): size data bytes

size bytes from x.y.z.w: seq=0 ttl=xyz

--- x.y.z.w ping statistics ---

count packets transmitted, count packets received, x% packet loss

If a reply to the ping is not received, the following message displays:

PING x.y.z.w (x.y.z.w): size data bytes

--- x.y.z.w ping statistics ---

count packets transmitted, 0 packets received, 100% packet loss

To ping an IPv4 address:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.
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3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMaintenance > Troubleshooting > Ping IPv4.
The Ping IPv4 page displays.

6. In the IP Address/Host Name field, enter the IP address or host name of the device
that must be pinged.
The format is x.x.x.x. The maximum number of characters is 255.

7. In the Count field, enter the number of echo requests that must be sent.
The default value is 3. The range is from 1 to 15.

8. In the Interval (secs) field, enter the time between ping packets in seconds.
The default value is 3 seconds. The range is from 1 to 60.

9. In the Datagram Size field, enter the size of the ping packet. The default value is 0
bytes. The range is from 0 to 13000.

10. From the Sourcemenu, as an option, you can select the IP address or interface that
must be used to send echo request packets:

• None: The source address of the ping packet is the address of the default egress
interface.

• IP Address: The source IP address that must be used when echo request packets
are sent. With this selection, the IP Address field displays and youmust enter the
IPv4 address that must be used as the source.

• Interface: The interface that must be used when echo request packets are sent.
The Interfacemenu displays, but the only available selection from the menu is
Network.

11. Click the Apply button.
The specified address is pinged. The results are displayed below the configurable
data in the Results field.
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Ping an IPv6 address
You can configure the switch to send a ping request to a specified IPv6 address. You
can use this option to check whether the switch can communicate with a particular IPv6
device. When you send a ping, the switch sends a specified number of ping requests
and the results are displayed.

If a reply to the ping is received, the following message displays:

PING x:y::z:w (x:y::z:w): size data bytes

size bytes from x:y::z:w: seq=0 ttl=xyz

--- x:y::z:w ping statistics ---

count packets transmitted, count packets received, x% packet loss

If a reply to the ping is not received, the following message displays:

PING x:y::z:w (x:y::z:w): size data bytes

--- x:y::z:w ping statistics ---

count packets transmitted, 0 packets received, 100% packet loss

To ping an IPv6 address:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMaintenance > Troubleshooting > Ping IPv6.
The Ping IPv6 page displays.

6. From the Pingmenu, select the type of ping:

• Global: Pings a global IPv6 address.
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• Link Local: Pings a link-local IPv6 address over a specified interface. With this
selection, the Interfacemenu displays, and you must select the interface.

7. In the IPv6 Address/Hostname field, enter the IPv6 address or host name of the
station that must be pinged.
The format is xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx. The maximum number of
characters is 255.

8. In the Count field, enter the number of echo requests that must be sent.
The range is from 1 to 15. The default value is 3.

9. In the Interval (secs) field, enter the time in seconds between ping packets.
The range is from 1 to 60. The default value is 3.

10. In the Datagram Size field, enter the datagram size.
The valid range is from 0 to 13000. The default value is 0 bytes.

11. From the Sourcemenu, as an option, you can select the IP address or interface that
must be used to send echo request packets:

• None: The source address of the ping packet is the address of the default egress
interface.

• IPv6 Address: The source IP address that must be used when echo request
packets are sent. With this selection, the IPv6 Address field displays and you
must enter the IPv6 address that must be used as the source.

• Interface: The interface that must be used when echo request packets are sent.
The Interfacemenu displays, and you must select the interface.

12. Click the Apply button.
The specified address is pinged. The results are displayed below the configurable
data in the Results field.

Send an IPv4 traceroute
You can configure the switch to send a traceroute request to a specified IPv4 address
or host name. You can use this to discover the paths that packets take to a remote
destination. When you send a traceroute, the switch displays the results below the
configurable data.
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If a reply to the traceroute is received, the following message displays:

traceroute to x.y.z.w (x.y.z.w), maxTTL hops max, size byte packets

initTTL x.y.z.w (x.y.z.w) 0.000 ms * 0.000 ms

initTTL+1 x.y.z.w (x.y.z.w) 0.000 ms * 0.000 ms

initTTL+2 x.y.z.w (x.y.z.w) 0.000 ms * 0.000 ms

To send an IPv4 traceroute:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMaintenance > Troubleshooting > Traceroute IPv4.
The Traceroute IPv4 page displays.

6. In the IP Address/Hostname field, enter the IP address or host name of the device
for which the path must be discovered.

7. In the Probes Per Hop field, enter the number of probes per hop.
The default value is 3. The range is from 1 to 10.

8. In theMax TTL field, enter the maximum time to live (TTL) for the destination.
The default value is 30. The range is from 1 to 255.

9. In the Init TTL field, enter the initial TTL to be used.
The default value is 1. The range is from 1 to 255.

10. In theMaxFail field, enter the maximum number of failures allowed in the session.
The default value is 5. The range is from 1 to 255.

11. In the Interval (secs) field, enter the time between probes in seconds.
The default value is 3. The range is from 1 to 60.
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12. In the Port field, enter the UDP destination port for the probe packets.
The default value is 33434. The range is from 1 to 65535.

13. In the Size field, enter the size of the probe packets.
The default value is 0. The range is from 0 to 39936.

14. From the Sourcemenu, as an option, you can select the IP address or interface that
must be used to send probe packets:

• None: The source address of the probe packet is the address of the default egress
interface.

• IPAddress: The source IP address thatmust be usedwhenprobe request packets
are sent. With this selection, the IP Address field displays and youmust enter the
IPv4 address that must be used as the source.

• Interface: The interface that must be used when probe request packets are sent.
The Interfacemenu displays, but the only available selection from the menu is
Network.

15. Click the Apply button.
A traceroute request is sent to the specified IP address or host name. The results are
displayed below the configurable data in the Results field.

Send an IPv6 traceroute
You can configure the switch to send a traceroute request to a specified IPv6 address
or host name. You can use this to discover the paths that packets take to a remote
destination. When you send a traceroute, the switch displays the results below the
configurable data.

If a reply to the traceroute is received, the following message displays:

traceroute to x:y::z:w (x:y::z:w), maxTTL hops max, size byte packets

initTTL x:y::z:w (x:y::z:w) 0.000 ms * 0.000 ms

initTTL+1 x:y::z:w (x:y::z:w) 0.000 ms * 0.000 ms

initTTL+2 x:y::z:w (x:y::z:w) 0.000 ms * 0.000 ms

To send an IPv6 traceroute:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

Main User Manual760Maintenance and
Troubleshooting

AV Line of Fully Managed Switches M4250 Series Main User Manual



3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMaintenance > Troubleshooting > Traceroute IPv6.
The Traceroute IPv6 page displays.

6. In the IPv6 Address/Host Name field, enter the IPv6 address or host name of the
device for which the path must be discovered.

7. In the Probes Per Hop field, enter the number of probes per hop.
The default value is 3. The range is from 1 to 10.

8. In theMax TTL field, enter the maximum time to live (TTL) for the destination.
The default value is 30. The range is from 1 to 255.

9. In the Init TTL field, enter the initial TTL to be used.
The default value is 1. The range is from 1 to 255.

10. In theMaxFail field, enter the maximum number of failures allowed in the session.
The default value is 5. The range is from 1 to 255.

11. In the Interval (secs) field, enter the time between probes in seconds.
The default value is 3. The range is from 1 to 60.

12. In the Port field, enter the UDP destination port for the probe packets.
The default value is 33434. The range is from 1 to 65535.

13. In the Size field, enter the size of the probe packets.
The default value is 0. The range is from 0 to 39936.

14. From the Sourcemenu, as an option, you can select the IP address or interface that
must be used to send probe packets:

• None: The source address of the probe packet is the address of the default egress
interface.

• IPv6 Address: The source IP address that must be used when echo request
packets are sent. With this selection, the IPv6 Address field displays and you
must enter the IPv6 address that must be used as the source.
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• Interface: The interface that must be used when echo request packets are sent.
The Interface menu displays, and you must select the interface.

15. Click the Apply button.
A traceroute request is sent to the specified IP address or host name. The results are
displayed below the configurable data in the Results field.

Capture Packets
You can capture and store packets on a USB storage device.

To initiate packet capturing:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMaintenance > Troubleshooting > Packet Capturing.
The Packet Capturing page displays.

6. Next to RPCAP USB, select the Enable radio button.

7. From the Capture Modemenu, select the type of traffic that must be captured:

• ALL: Capture all traffic. This is the default setting.
• TX: Capture transmitted traffic only.
• RX: Capture received traffic only.

8. In the File Name field, specify the name of the USB file.
The file name cannot include the following symbols: '\/:*?”<>|'. You can specify up
to 64 characters, excluding the extension, which is added automatically.

9. To start the packet capture process, click the Apply button.
Packets are captured until you stop the process.
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10. The stop the packet capture process, do the following:

a. Next to RPCAP USB, select the Disable radio button.

b. Click the Apply button.
The packet capture process stops.

Perform a full memory dump
You can perform a full memory dump to retrieve the core dump for troubleshooting.

To perform a full memory dump:

1. Launch a web browser.

2. In the address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click theMain UI Login button.
The main UI login page displays in a new tab.

4. Enter admin as the user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. SelectMaintenance > Troubleshooting > Full Memory Dump.
The Full Memory Dump page displays.

6. From the Protocolmenu, select which protocol is used to transfer the core dump
file:

• None: The core dump functionality is disabled.
• TFTP: The results are transferred to a TFTP server.
• USB: The results are transferred to aUSB storage device. This is the default option.
• FTP: The results are transferred to an FTP server.

7. If you select TFTP or FTP from the Protocolmenu, additional fields display on the
page, allowing you to specify the server settings:

• TFTP: In the Server Address field, specify the IP address of the TFTP server.
• FTP: Specify the following server settings:

• Server Address: Specify the IP address of the FTP server.

• User Name: Specify the user name for remote login to the server.
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• Password: Specify the password for remote login to the server.

8. In the File Path field, specify the path to the location to store the core dump file.

9. In the File Name field, specify the core dump file name.
The default name is core.

10. To append the host name to the core dump file name, select the Hostname check
box.

11. To append a time stamp to the core dump file name, select the Time-stamp check
box.
This check box is selected by default.

12. To dump the switch chip register in case of an exception, select the Switch Register
Dump check box.

13. Select one of the following check boxes:

• Write Core Test: To generate a test core dump but do not transfer it to the server
or USB storage device, select the Write Core Test check box.

• Write Core: To generate a core dump and transfer it to the server or USB storage
device, select the Write Core check box.

14. If you select theWrite Core check box, to save the current settings, select the Save
Current Settings check box.
This check box is selected by default.

CAUTION: The switch reboots after you click the Apply button.

15. Click the Apply button.
Thememory dump is sent to the specified location. The switch reboots. The process
takes about 135 seconds.
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A
Configuration Examples

This appendix contains information about how to configure the following features:

• Virtual Local Area Networks (VLANs)
• Access control lists (ACLs)
• Differentiated Services (DiffServ)
• 802.1X access control
• Multiple Spanning Tree Protocol
• VLAN routing interfaces

765



Virtual Local Area Networks (VLANs)

A local area network (LAN) can generally be defined as a broadcast domain. Hubs,
bridges, or switches in the same physical segment or segments connect all end node
devices. End nodes can communicate with each other without the need for a router.
Routers connect LANs together, routing the traffic to the appropriate port.

A virtual LAN (VLAN) is a local area network with a definition that maps workstations on
some basis other than geographic location (for example, by department, type of user,
or primary application). To enable traffic to flowbetween VLANs, trafficmust go through
a router, just as if the VLANs were on two separate LANs.

A VLAN is a group of computers, servers, and other network resources that behave as
if they were connected to a single network segment—even though they might not be.
For example, all marketing personnel might be spread throughout a building. Yet if
they are all assigned to a single VLAN, they can share resources and bandwidth as if
they were connected to the same segment. The resources of other departments can
be invisible to the marketing VLAN members, accessible to all, or accessible only to
specified individuals, depending on how the IT manager has set up the VLANs.

VLANs present a number of advantages:

• It is easy to do network segmentation. Users that communicatemost frequently with
each other can be grouped into common VLANs, regardless of physical location.
Each group’s traffic is contained largely within the VLAN, reducing extraneous traffic
and improving the efficiency of the whole network.

• They are easy tomanage. The addition of nodes, aswell asmoves andother changes,
can be dealt with quickly and conveniently from amanagement interface rather than
from the wiring closet.

• They provide increased performance. VLANs free up bandwidth by limiting
node-to-node and broadcast traffic throughout the network.

• They ensure enhanced network security. VLANs create virtual boundaries that can
be crossed only through a router. So standard, router-based security measures can
be used to restrict access to each VLAN.

Packets received by the switch are treated in the following way:

• When an untagged packet enters a port, it is automatically tagged with the port’s
default VLAN ID tag number. Each port supports a default VLAN ID setting that is
configurable (the default setting is 1). The default VLAN ID setting for each port can
be changed on the Port PVID Configuration page. See Change the port VLAN ID
settings on page 202.
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• When a tagged packet enters a port, the tag for that packet is unaffected by the
default VLAN ID setting. The packet proceeds to the VLAN specified by its VLAN ID
tag number.

• If the port throughwhich the packet enters is not amember of the VLAN as specified
by the VLAN ID tag, the packet is dropped.

• If the port is a member of the VLAN specified by the packet’s VLAN ID, the packet
can be sent to other ports with the same VLAN ID.

• Packets leaving the switch are either tagged (T) or untagged (U), depending on the
setting for that port’s VLANmembership properties. AU for a portmeans that packets
leaving the switch from that port are untagged. Inversely, a T for a port means that
packets leaving the switch from that port are tagged with the VLAN ID that is
associated with the port.

The example in this section comprises numerous steps to illustrate a wide range of
configurations to help provide an understanding of tagged VLANs.

VLAN configuration examples
This example demonstrates several scenarios of VLANuse anddescribes how the switch
handles tagged and untagged traffic.

In this example, you create two new VLANs, change the port membership for default
VLAN 1, and assign port members to the two new VLANs:

1. In the Basic VLANConfiguration page (see VLANs on page 190), create the following
VLANs:

• A VLAN with VLAN ID 10.
• A VLAN with VLAN ID 20.

2. On the VLAN Membership page (see Configure membership interfaces for a VLAN
on page 199) specify the VLAN membership as follows:

• For the default VLAN with VLAN ID 1, specify the following members: port 7 (U)
and port 8 (U).

• For the VLAN with VLAN ID 10, specify the following members: port 1 (U), port 2
(U), and port 3 (T).

• For the VLAN with VLAN ID 20, specify the following members: port 4 (U), port 5
(T), and port 6 (U).

3. On the Port PVID Configuration page (see Change the port VLAN ID settings on
page 202), specify the PVID for ports g1 and g4 so that packets entering these ports
are tagged with the port VLAN ID:

• Port 1: PVID 10
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• Port 4: PVID 20

4. With the VLAN configuration that you set up, the following situations produce results
as described:

• If an untaggedpacket enters port 1, the switch tags it with VLAN ID 10. The packet
can access port 2 and port 3. The outgoing packet is stripped of its tag to leave
port 2 as an untagged packet. For port 3, the outgoing packet leaves as a tagged
packet with VLAN ID 10.

• If a tagged packet with VLAN ID 10 enters port 3, the packet can access port 1
and port 2. If the packet leaves port 1 or port 2, it is stripped of its tag to leave the
switch as an untagged packet.

• If an untaggedpacket enters port 4, the switch tags it with VLAN ID 20. The packet
can access port 5 and port 6. The outgoing packet is stripped of its tag to become
an untagged packet as it leaves port 6. For port 5, the outgoing packet leaves as
a tagged packet with VLAN ID 20.

Access control lists (ACLs)

ACLs ensure that only authorized users can access specific resources while blocking off
any unwarranted attempts to reach network resources.

ACLs are used to provide traffic flow control, restrict contents of routing updates, decide
which types of traffic are forwarded or blocked, and provide security for the network.
ACLs are normally used in firewall routers that are positioned between the internal
network and an external network, such as the Internet. They can also be used on a router
positioned between two parts of the network to control the traffic entering or exiting a
specific part of the internal network. The added packet processing required by the ACL
feature does not affect switch performance. That is, ACL processing occurs at wire
speed.

Access lists are a sequential collection of permit and deny conditions. This collection
of conditions, known as the filtering criteria, is applied to each packet that is processed
by the switch or the router. The forwarding or dropping of a packet is based onwhether
or not the packet matches the specified criteria.

Traffic filtering requires the following two basic steps:

1. Create an access list definition.
The access list definition includes rules that specify whether traffic matching the
criteria is forwarded normally or discarded. Additionally, you can assign traffic that
matches the criteria to a particular queue or redirect the traffic to a particular port.
A default deny all rule is the last rule of every list.

2. Apply the access list to an interface in the inbound direction.
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The switch allow ACLs to be bound to physical ports and LAGs. The switch supports
MAC ACLs and IP ACLs.

MAC ACL sample configuration
The following example shows how to create a MAC-based ACL that permits Ethernet
traffic from the Sales department on specified ports and denies all other traffic on those
ports.

1. On the MAC ACL page, create an ACL with the name Sales_ACL for the Sales
department of your network (see Configure a MAC ACL on page 653).
By default, this ACL is bound on the inbound direction, which means that the switch
examines traffic as it enters the port.

2. On the MAC Rules page, create a rule for the Sales_ACL with the following settings:

• Sequence Number: 1

• Action: Permit

• Assign Queue ID: 0

• Match Every: False

• CoS: 0

• Destination MAC: 01:02:1A:BC:DE:EF

• Destination MACMask: 00:00:00:00:FF:FF

• EtherType: User Value

• Source MAC: 02:02:1A:BC:DE:EF

• Source MACMask: 00:00:00:00:FF:FF

• VLAN ID: 2

For more information about MACACL rules, see ConfigureMACACL rules on page
656.

3. On the MAC Binding Configuration page, assign the Sales_ACL to 6, 7, and 8, and
then click the Apply button. (See Configure MAC bindings on page 660.)
You can assign an optional sequence number to indicate the order of this access list
relative to other access lists if any are already assigned to this interface and direction.

4. The MAC Binding Table displays the interface and MAC ACL binding information.
(See Display or delete MAC ACL bindings in the MAC binding table on page 662.)

The ACL named Sales_ACL looks for Ethernet frames with destination and source MAC
addresses and MAC masks defined in the rule. Also, the frame must be tagged with
VLAN ID 2, which is the Sales department VLAN. The CoS value of the frame must be
0, which is the default value for Ethernet frames. Frames that match this criteria are
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permitted on interfaces 6, 7, and 8 and are assigned to the hardware egress queue 0,
which is the default queue. All other traffic is explicitly denied on these interfaces. To
allow additional traffic to enter these ports, you must add a new Permit rule with the
desired match criteria and bind the rule to interfaces 6, 7, and 8.

Basic IP ACL sample configuration
The following example shows how to create an IP-based ACL that prevents any IP traffic
from the Finance department from being allowed on the ports that are associated with
other departments. Traffic from the Finance department is identified by each packet’s
network IP address.

1. On the IP ACL page, create a new IP ACL with an IP ACL ID of 1. (See Configure a
basic or extended IPv4 ACL on page 663.)

2. On the IP Rules page, create a rule for IP ACL 1 with the following settings:

• Sequence Number: 1
• Action: Deny
• Assign Queue ID: 0 (optional: 0 is the default value)
• Match Every: False
• Source IP Address: 192.168.187.0
• Source IP Mask: 255.255.0

For additional information about IP ACL rules, see Configure rules for a basic IP ACL
on page 666.

3. Click the Add button.

4. On the IP Rules page, create a second rule for IP ACL 1 with the following settings:

• Sequence Number: 2
• Action: Permit
• Match Every: True

5. Click the Add button.

6. On the IP Binding Configuration page, assign ACL ID 1 to ports 2, 3, and 4, and
assign a sequence number of 1. (See Configure IP ACL interface bindings on page
688.)
By default, this IP ACL is bound on the inbound direction, so it examines traffic as it
enters the switch.

7. Click the Apply button.

8. On the IP Binding Table page, you can view the interfaces and IP ACL binding
information. (See Display or delete IP ACL bindings in the IP ACL binding table on
page 690.)

Main User Manual770Configuration Examples

AV Line of Fully Managed Switches M4250 Series Main User Manual



The IP ACL in this example matches all packets with the source IP address and subnet
mask of the Finance department's network and deny it on interfaces 2, 3, and 4 of the
switch. The second rule permits all non-Finance traffic on the ports. The second rule is
required because an explicit deny all rule exists as the lowest priority rule.

Differentiated Services (DiffServ)

Standard IP-based networks are designed to provide best effort data delivery service.
Best effort service implies that the network delivers the data in a timely fashion, although
there is noguarantee that it does. During times of congestion, packetsmight bedelayed,
sent sporadically, or dropped. For typical Internet applications, such as email and file
transfer, a slight degradation in service is acceptable and in many cases unnoticeable.
However, any degradation of service can negatively affect applicationswith strict timing
requirements, such as voice or multimedia.

Quality of Service (QoS) can provide consistent, predictable data delivery by
distinguishing betweenpackets with strict timing requirements from those that aremore
tolerant of delay. Packets with strict timing requirements are given special treatment in
a QoS-capable network. With this in mind, all elements of the network must be QoS
capable. If one node cannot meet the necessary timing requirements, this creates a
deficiency in the network path and the performance of the entire packet flow is
compromised.

There are two basic types of QoS:

• Integrated Services: Network resources are apportionedbasedon request and are
reserved (resource reservation) according to network management policy (RSVP,
for example).

• Differentiated Services: Network resources are apportioned based on traffic
classification and priority, giving preferential treatment to data with strict timing
requirements.

The switch supports DiffServ.

The DiffServ feature contains a number of conceptual QoS building blocks that you can
use to construct a differentiated service network. Use these same blocks in different
ways to build other types of QoS architectures.

You must configure three key QoS building blocks for DiffServ:

• Class

• Policy

• Service (the assignment of a policy to a directional interface)
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Class
You can classify incoming packets at Layers 2, 3 and 4 by inspecting the following
information for a packet:

• Source/destination MAC address

• EtherType

• Class of Service (802.1p priority) value (first/only VLAN tag)

• VLAN ID range (first/only VLAN tag)

• Secondary 802.1p priority value (second/inner VLAN tag)

• Secondary VLAN ID range (second/inner VLAN tag)

• IP Service Type octet (also known as: ToS bits, Precedence value, DSCP value)

• Layer 4 protocol (TCP, UDP and so on)

• Layer 4 source/destination ports

• Source/destination IP address

From a DiffServ point of view, there are two types of classes:

• DiffServ traffic classes

• DiffServ service levels/forwarding classes

DiffServ traffic classes
With DiffServ, you define which traffic classes to track on an ingress interface. You can
define simple BA classifiers (DSCP) and a wide variety of multi-field (MF) classifiers:

• Layer 2; Layers 3, 4 (IP only)

• Protocol-based

• Address-based

You can combine these classifiers with logical AND or OR operations to build complex
MF-classifiers (by specifying a class type of all or any, respectively). That is, within a
single class, multiple match criteria are grouped together as an AND expression or a
sequential OR expression, depending on the defined class type. Only classes of the
same type can be nested; class nesting does not allow for the negation (exclude option)
of the referenced class.

To configureDiffServ, youmust define service levels, namely the forwarding classes/PHBs
identified by a DSCP value, on the egress interface. You define these service levels by
configuring BA classes for each.
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Create policies
Use DiffServ policies to associate a collection of classes that you configure with one or
more QoS policy statements. The result of this association is referred to as a policy.

From a DiffServ perspective, there are two types of policies:

• Traffic Conditioning Policy: A policy applied to a DiffServ traffic class

• Service Provisioning Policy: A policy applied to a DiffServ service level

You must manually configure the various statements and rules used in the traffic
conditioning and service provisioningpolicies to achieve thedesired Traffic Conditioning
Specification (TCS) and the Service Level Specification (SLS) operation, respectively.

Traffic conditioning policy Traffic conditioning pertains to actions performed on
incoming traffic. Several distinct QoS actions are associated with traffic conditioning:

• Dropping: Drop a packet upon arrival. This is useful for emulating access control
list operation using DiffServ, especially when DiffServ and ACL cannot coexist on
the same interface.

• Marking IP DSCP or IP precedence: Marking/re-marking the DiffServ code point
in a packet with the DSCP value representing the service level associated with a
particular DiffServ traffic class. Alternatively, the IP Precedence value of the packet
can be marked/re-marked.

• MarkingCoS (802.1p): Sets the three-bit priority field in the first/only 802.1p header
to a specified value when packets are transmitted for the traffic class. An 802.1p
header is inserted if it does not already exist. This is useful for assigning a Layer 2
priority level basedon aDiffServ forwarding class (such as theDSCPor IP precedence
value) definition to convey some QoS characteristics to downstream switches that
do not routinely look at the DSCP value in the IP header.

• Policing: Amethod of constraining incoming traffic associatedwith a particular class
so that it conforms to the terms of the TCS. Special treatment can be applied to
out-of-profile packets that are either in excess of the conformance specification or
are non-conformant.
The DiffServ feature supports the following types of traffic policing treatments
(actions):

- drop: The packet is dropped

- mark cos: The 802.1p user priority bits are (re)marked and forwarded

- mark dscp: The packet DSCP is (re)marked and forwarded

- mark prec: The packet IP Precedence is (re)marked and forwarded

- send: the packet is forwarded without DiffServ modification
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• Color mode awareness: Policing in the DiffServ feature uses either color blind or
color awaremode.Color blindmode ignores the coloration (marking) of the incoming
packet. Color awaremode takes into consideration the current packetmarkingwhen
determining the policing outcome. An auxiliary traffic class is used in conjunction
with the policing definition to specify a value for one of the 802.1p, secondary 802.1p,
IP DSCP, or IP Precedence fields designating the incoming color value to be used
as the conforming color. As an option, you can also specify the color of exceeding
traffic.

• Counting: Updating octet and packet statistics to keep track of data handling along
traffic paths within DiffServ. In this DiffServ feature, counters are not explicitly
configured by the user, but are designed into the systembased on theDiffServ policy
being created. Formore information, see Port and EAPpacket statistics on page 695.

• Assigning QoS queue: Directs a traffic stream to the specified QoS queue. This
allows a traffic classifier to specify which one of the supported hardware queues are
used for handling packets belonging to the class.

• Redirecting. Forces classified a traffic stream to a specified egress port (physical or
LAG). This can occur in addition to any marking or policing action. It can also be
specified along with a QoS queue assignment.

DiffServ example configuration
To create a DiffServ Class/Policy and attach it to a switch interface, follow these steps:

1. On theQoSClass Configuration page, create a new classwith the following settings:

• Class Name: Class1
• Class Type: All

For more information about this page, see Configure a DiffServ class on page 468.

2. Click the Class1 hyperlink to display the DiffServ Class Configuration page for this
class.

3. Configure the following settings for Class1:

• Protocol Type: UDP
• Source IP Address: 192.12.1.0.
• Source Mask: 255.255.255.0.
• Source L4 Port: Other, and enter 4567 as the source port value.
• Destination IP Address: 192.12.2.0.
• Destination Mask: 255.255.255.0.
• Destination L4 Port: Other, and enter 4568 as the destination port value.

For more information about this page, see Configure a DiffServ class on page 468.

4. Click the Apply button.
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5. On the Policy Configuration page, create a new policy with the following settings:

• Policy Selector: Policy1
• Member Class: Class1

For more information about this page, see Configure a DiffServ policy on page 480.

6. Click the Add button.
The policy is added.

7. Click the Policy1 hyperlink to display the Policy Class Configuration page for this
policy.

8. Configure the Policy attributes as follows:

• Assign Queue: 3
• Policy Attribute: Simple Policy
• Color Mode: Color Blind
• Committed Rate: 1000000 Kbps
• Committed Burst Size: 128 KB
• Confirm Action: Send
• Violate Action: Drop

For more information about this page, see Configure a DiffServ policy on page 480.

9. On the Service Configuration page, select the check box next to interfaces 7 and 8
to attach the policy to these interfaces, and then click the Apply button. (See
Configure the DiffServ service interface on page 489.)

All UDP packet flows destined to the 192.12.2.0 network with an IP source address from
the 192.12.1.0 network that include a Layer 4 Source port of 4567 and Destination port
of 4568 from this switch on ports 7 and 8 are assigned to hardware queue 3.

On this network, traffic from streaming applications uses UDP port 4567 as the source
and 4568 as the destination. This real-time traffic is time sensitive, so it is assigned to a
high-priority hardware queue. By default, data traffic uses hardware queue 0, which is
designated as a best-effort queue.

Also the confirmed action on this flow is to send the packets with a committed rate of
1000000 Kbps and burst size of 128 KB. Packets that violate the committed rate and
burst size are dropped.

802.1X access control

Local AreaNetworks (LANs) areoftendeployed in environments that permit unauthorized
devices to be physically attached to the LAN infrastructure, or permit unauthorized users
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to attempt to access the LAN through equipment already attached. In such environments
you might want to restrict access to the services offered by the LAN to those users and
devices that are permitted to use those services.

Port-based network access control makes use of the physical characteristics of LAN
infrastructures to provide a means of authenticating and authorizing devices attached
to a LAN port with point-to-point connection characteristics. If the authentication and
authorization process fails, access control prevents access to that port. In this context,
a port is a single point of attachment to the LAN, such as a port of a MAC bridge and
an association between stations or access points in IEEE 802.11 wireless LANs.

The IEEE 802.11 standard describes an architectural framework within which
authentication and consequent actions take place. It also establishes the requirements
for a protocol between the authenticator (the system that passes an authentication
request to the authentication server) and the supplicant (the system that requests
authentication), as well as between the authenticator and the authentication server.

The switch support a guest VLAN, which allows unauthenticated users limited access
to the network resources.

Note: You can use QoS features to provide rate limiting on the guest VLAN to limit the
network resources the guest VLAN provides.

Another 802.1X feature is the ability to configure a port to enable or disable EAPoL
packet forwarding support. You can disable or enable the forwarding of EAPoL when
802.1X is disabled on the device.

The ports of an 802.1X authenticator switch provide the means by which it can offer
services to other systems reachable through the LAN. Port-based network access control
allows the operation of a switch’s ports to be controlled to ensure that access to its
services is permitted only by systems that are authorized to do so.

Port access control provides ameans of preventing unauthorized access by supplicants
to the services offered by a system. Control over the access to a switch and the LAN to
which it is connected can be desirable if you restrict access to publicly accessible bridge
ports or to restrict access to departmental LANs.

Access control is achieved by enforcing authentication of supplicants that are attached
to an authenticator's controlledports. The result of the authenticationprocess determines
whether the supplicant is authorized to access services on that controlled port.
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A Port Access Entity (PAE) is able to adopt one of two distinct roles within an access
control interaction:

1. Authenticator: A port that enforces authentication before allowing access to services
available through that port.

2. Supplicant: A port that attempts to access services offered by the authenticator.
Additionally, a third role exists:

3. Authentication server: Performs the authentication function necessary to check the
credentials of the supplicant on behalf of the authenticator.

All three roles are required for you to complete an authentication exchange.

The switch support the authenticator role only, in which the PAE is responsible for
communicating with the supplicant. The authenticator PAE is also responsible for
submitting the information received from the supplicant to the authentication server
for the credentials to be checked, which determines the authorization state of the port.
The authenticator PAE controls the authorized/unauthorized state of the controlled port
depending on the outcome of the RADIUS-based authentication process.

Figure 1. 802.1X authentication roles

802.1X example configuration
This example shows how to configure the switch so that 802.1X-based authentication
is required on the ports in a corporate conference room (5 through 8). These ports are
available to visitors andmust be authenticated before access is granted to the network.
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The authentication is handled by an external RADIUS server. When the visitor is
successfully authenticated, traffic is automatically assigned to the guest VLAN. This
example assumes that a VLAN was configured with a VLAN ID of 150 and VLAN name
of Guest.

1. On the Port Authentication page, select ports 5, 6, 7, and 8.

2. From the Port Controlmenu, select Unauthorized.
The selection from thePort Controlmenu for all other ports onwhich authentication
is not neededmust beAuthorized. When the selection from thePort Controlmenu
is Authorized, the port is unconditionally put in a force-authorized state and does
not require any authentication. When the selection from the Port Controlmenu is
Auto, the authenticator PAE sets the controlled port mode.

3. In the Guest VLAN field for ports 5 through 8, enter 150 to assign these ports to
the guest VLAN.
You can configure additional settings to control access to the network through the
ports. See Configure a port security interface on page 568 for information about the
settings.

4. Click the Apply button.

5. On the 802.1X Configuration page, set the Port Based Authentication State and
Guest VLANmode to Enable, and then theApply button (See Configure the global
port security mode on page 567).
This example uses the default values for the port authentication settings, but you
can configure several additional settings. For example, the EAPOL Flood Mode
field allows you to enable the forwarding of EAPoL frames when 802.1X is disabled
on the device.

6. On the RADIUS Server Configuration page, configure a RADIUS server with the
following settings:

• Server Address: 192.168.10.23
• Secret Configured: Yes
• Secret: secret123
• Active: Primary

For more information, see RADIUS servers on page 500.

7. Click the Add button.

8. On the Authentication List page, configure the default List to use RADIUS as the first
authentication method (See Configure a login authentication list on page 514).

This example enables 802.1X-based port security on the switch and prompts the hosts
connected on ports 5 through 8 for an 802.1X-based authentication. The switch passes
the authentication information to the configured RADIUS server.
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Multiple Spanning Tree Protocol

Spanning Tree Protocol (STP) runs on bridged networks to help eliminate loops. If a
bridge loop occurs, the network can become flooded with traffic. IEEE 802.1s Multiple
Spanning Tree Protocol (MSTP) supportsmultiple instances of spanning tree to efficiently
channel VLAN traffic over different interfaces. Each instance of the spanning treebehaves
in the manner specified in IEEE 802.1w, Rapid Spanning Tree, with slight modifications
in the working but not the end effect (chief among the effects is the rapid transitioning
of the port to the forwarding state).

The difference between the RSTP and the traditional STP (IEEE 802.1D) is the ability to
configure and recognize full-duplex connectivity and ports that are connected to end
stations, resulting in rapid transitioning of the port to the Forwarding state and the
suppression of Topology Change Notification. These features are represented by the
parameters pointtopoint and edgeport. MSTP is compatible to both RSTP and STP. It
behaves in a way that is appropriate for STP and RSTP bridges.

AnMSTPbridge canbe configured to behave entirely as a RSTPbridge or an STPbridge.
So, an IEEE 802.1s bridge inherently also supports IEEE 802.1w and IEEE 802.1D.

The MSTP algorithm and protocol provide simple and full connectivity for frames
assigned to any VLAN throughout a bridged LAN comprising arbitrarily interconnected
networking devices, each operating MSTP, STP, or RSTP. MSTP allows frames assigned
to different VLANs to follow separate paths, each based on an independent Multiple
Spanning Tree Instance (MSTI), withinMultiple Spanning Tree (MST) regions composed
of LANs and or MSTP bridges. These regions and the other bridges and LANs are
connected into a single Common Spanning Tree (CST). (IEEE DRAFT P802.1s/D13)

MSTP connects all bridges and LANswith a single Common and Internal Spanning Tree
(CIST). The CIST supports the automatic determination of each MST region, choosing
its maximum possible extent. The connectivity calculated for the CIST provides the CST
for interconnecting these regions, and an Internal Spanning Tree (IST) within each region.
MSTP ensures that frameswith a VLAN ID are assigned to one and only one of theMSTIs
or the IST within the region, that the assignment is consistent among all the networking
devices in the region, and that the stable connectivity of each MSTI and IST at the
boundary of the region matches that of the CST. The stable active topology of the
bridged LAN with respect to frames consistently classified as belonging to any VLAN
thus simply and fully connects all LANs and networking devices throughout the network,
though frames belonging to different VLANs can take different paths within any region,
per IEEE DRAFT P802.1s/D13.

All bridges, whether they use STP, RSTP, or MSTP, send information in configuration
messages throughBridgeProtocolDataUnits (BPDUs) to assignport roles that determine
each port’s participation in a fully and simply connected active topology based on one
or more spanning trees. The information communicated is known as the spanning tree
priority vector. The BPDU structure for each of these different protocols is different. An
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MSTP bridge transmits the appropriate BPDUdepending on the received type of BPDU
from a particular port.

AnMST region comprises of oneormoreMSTPbridgeswith the sameMST configuration
identifier, using the same MSTIs, and without any bridges attached that cannot receive
and transmit MSTP BPDUs. The MST configuration identifier includes the following
components:

1. Configuration identifier format selector

2. Configuration name

3. Configuration revision level

4. Configuration digest: 16-byte signature of type HMAC-MD5 created from the MST
Configuration Table (a VLAN ID to MSTID mapping)

Because multiple instances of spanning tree exist, an MSTP state is maintained on a
per-port, per-instance basis (or on a per-port, per-VLAN basis, as any VLAN can be in
one and only one MSTI or CIST). For example, port A can be forwarding for instance 1
while discarding for instance 2. The port states changed since IEEE 802.1D specification.

To support multiple spanning trees, configure an MSTP bridge with an unambiguous
assignment of VLAN IDs (VIDs) to spanning trees. For such a configuration, ensure the
following:

1. The allocation of VIDs to FIDs is unambiguous.

2. Each FID that is supported by the bridge is allocated to exactly one spanning tree
instance.

The combination of VID to FID and then FID to MSTI allocation defines a mapping of
VIDs to spanning tree instances, represented by the MST Configuration Table.

With this allocation we ensure that every VLAN is assigned to one and only one MSTI.
The CIST is also an instance of spanning tree with an MSTID of 0.

VIDs might be not be allocated to an instance, but every VLAN must be allocated to
one of the other instances of spanning tree.

The portion of the active topology of the network that connects any two bridges in the
sameMST region traverses onlyMSTbridges and LANs in that region, and never bridges
of any kind outside the region. In other words, connectivity within the region is
independent of external connectivity.

MSTP example configuration
This example shows how to create an MSTP instance from the switch. The example
network includes three different switches that serve different locations in the network.
In he following figure, ports 1/0/1–1/0/5 are connected to host stations, so those links
are not subject to network loops. Ports 1/0/6–1/0/8 are connected across switches 1, 2,
and 3.

Main User Manual780Configuration Examples

AV Line of Fully Managed Switches M4250 Series Main User Manual



Figure 2. MSTP sample configuration

Perform the following procedures on each switch to configure MSTP:

1. Use the VLAN Configuration page to create VLANs 300 and 500 (see Change the
internal VLAN allocation settings on page 193).

2. On the VLANMembership page, includeports 1 through 8 as tagged (T) or untagged
(U) members of VLAN 300 and VLAN 500 (see Change the internal VLAN allocation
settings on page 193).

3. On the STP Configuration page, enable the Spanning Tree State option (see
Configure the CST interface settings on page 231).
Use the default values for the rest of the STP configuration settings. By default, the
STP operationmode isMSTP and the configuration name is the switchMACaddress.

4. On the CST Configuration page, set the bridge priority value for each of the three
switches to force Switch 1 to be the root bridge:

• Switch 1: 4096
• Switch 2: 12288
• Switch 3: 20480

Note: Bridge priority values are multiples of 4096.

If you do not specify a root bridge and all switches are assigned the same bridge
priority value, the switch with the lowest MAC address is elected as the root bridge
(see Configure the CST settings and display the CST status on page 229).
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5. On the CST Port Configuration page, select ports 1 through 8 and select Enable
from the STP Statusmenu (see Configure the CST interface settings on page 231).

6. Click the Apply button.

7. Select ports 1 through 5 (edge ports), and select Enable from the Fast Linkmenu.
Because the edge ports are not at risk for network loops, ports with Fast Link enabled
transition directly to the forwarding state.

8. Click the Apply button.
You can use the CST Port Status page to view spanning tree information about each
port.

9. On theMSTConfigurationpage (ManageMST instances onpage236), create anMST
instance with the following settings:

• MST ID: 1
• Priority: Use the default (32768)
• VLAN ID: 300

10. Click the Add button.

11. Create a second MST instance with the following settings:

• MST ID: 2

• Priority: 49152

• VLAN ID: 500

12. Click the Add button.

In this example, assume that Switch 1 became the root bridge for the MST instance 1,
and Switch 2 became the root bridge for MST instance 2. Switch 3 supports hosts in the
sales department (ports 1, 2, and 3) and in the HR department (ports 4 and 5). Switches
1 and 2 also include hosts in the sales and HR departments. The hosts connected from
Switch 2 use VLAN 500, MST instance 2 to communicate with the hosts on Switch 3
directly. Likewise, hosts of Switch 1 use VLAN 300, MST instance 1 to communicate with
the hosts on Switch 3 directly.

The hosts use different instances of MSTP to effectively use the links across the switch.
The same concept can be extended to other switches and more instances of MSTP.

VLAN routing interfaces

VLANs divide broadcast domains in a LAN environment. When hosts in one VLANmust
communicate with hosts in another VLAN, the traffic must be routed between them.
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This is known as inter-VLAN routing. On the switch, it is accomplished by creating Layer
3 interfaces (switch virtual interfaces [SVI]).

When a port is enabled for bridging (the default) rather than routing, all normal bridge
processing is performed for an inbound packet, which is then associated with a VLAN.
ItsMACdestination address (MACDA) andVLAN ID are used to search theMACaddress
table. If routing is enabled for the VLAN, and theMACDA of an inbound unicast packet
is that of the internal bridge-router interface, the packet is routed. An inboundmulticast
packet is forwarded to all ports in the VLAN, plus the internal bridge-router interface,
if it was received on a routed VLAN.

Because a port can be configured to belong to more than one VLAN, VLAN routing
might be enabled for all of the VLANs on the port, or for a subset. VLAN routing can be
used to allow more than one physical port to reside on the same subnet. It could also
beusedwhenaVLANspansmultiplephysical networks, orwhenadditional segmentation
or security is required. A port can be either a VLAN port or a router port, but not both.
However, a VLAN port can be part of a VLAN that is itself a router port.

Complete these steps to configure a switch to perform interVLAN routing for IPv4:

1. Use the IP Configuration page to enable IPv4 routing on the switch.
By default, IPv4 routing is enabled. Formore information about this step, seeManage
the global IPv4 routing settings on page 342.

2. Determine the IP addresses that you want to assign to the VLAN interface on the
switch.
For the switch to be able to route between the VLANs, the VLAN interfaces must be
configuredwith an IP address.When the switch receives a packet destined for another
subnet or VLAN, the switch looks at the routing table to determine where to forward
the packet. The packet is then passed to the VLAN interface of the destination. It is
then sent to the port where the end device is attached.

3. Use the VLAN Static Routing Wizard page to create a routing VLAN, configure the
IP address and subnet mask, and add the member ports.
For more information about this step, see Create a routing VLAN with the VLAN
static routing wizard on page 374.
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B
Software Default Settings and
Hardware Specifications

This appendix contains the following sections:

• Access default settings for the switch device UI
• System features default settings
• Switching features default settings
• Routing and multicast features default settings
• QoS features default settings
• Security features default settings
• Monitoring features default settings
• Model-specific hardware technical specifications
• General hardware technical specifications

Note: For more information about the switch specifications and capabilities, including
the maximum settings for many features, see the data sheet, which you can download
by visiting netgear.com/support/download/.
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Access default settings for the switch
device UI

The following table describes the default settings for access to the switch device UI.

(Nonconfigurable settings are not included in the table but might be included in the
data sheet, which you can download by visiting netgear.com/support/download/.)

Table 176. Default settings for access to the switch device UI

DefaultFeature

169.254.100.100IP address for management VLAN

192.168.0.239Service port IP address

255.255.0.0Subnet mask

0.0.0.0Default gateway

1Management VLAN ID

DHCP client enabledService port protocol

admin (read/write access)
No password (that is, the password is blank)
Upon first login, the admin user must specify a password.

Admin user

guest (read-only access)
No password (that is, the password is blank)
Upon first login, the guest user must specify a password.

Guest user

Eight charactersMinimum length for admin andguest passwords

EnabledIPv6 management mode

DisabledIPv6 address auto configuration

DisabledDHCPv6

System features default settings

The following table describes the default settings for the system features that you can
configure.

(Nonconfigurable settings are not included in the table but might be included in the
data sheet, which you can download by visiting netgear.com/support/download/.)
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Table 177. System features default settings

DefaultFeature Name/Setting

Time, Global

SNTPClock source

UnicastSNTP client mode

123Port

VLAN 1Source interface

6Unicast poll interval

6Broadcast poll interval

5Unicast poll time-out

1Unicast poll retry

0Offset hours

0Offset minutes

Time, SNTP Server

DNS (for each default server)Server type

time-a.netgear.com
time-c.netgear.com

Address

123 (for each default server)Port

1 (for each default server)Priority

4 (for each default server)Version

Time, Daylight Saving

DisabledDaylight saving

DNS

EnabledDNS status

2Retry number

3Response time-out

VLAN 1Source interface

8.8.8.8DNS server

SDM template preference
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Table 177. System features default settings (Continued)

DefaultFeature Name/Setting

IPv4- BasicSDM template preference

Green Ethernet, Global

DisabledAuto Power Down mode

DisabledEEE mode

Green Ethernet, Interface

DisabledAuto Power Down mode

DisabledEEE mode

DisabledEnergy Detect admin mode

DisabledEEE admin Mode

600EEE transmit idle time

17EEE transmit wake time

Green Ethernet LPI History

3600Sampling interval

168Maximum samples to keep

Bonjour

EnabledAdmin mode

Precision Time Protocol, Global and Interface

DisabledAdmin mode/Configured mode

DHCP Server
No DHCP servers configured

DisabledAdmin mode

2Ping packet count

EnabledConflict logging mode

DisabledBootp automatic mode

DHCP Relay
No DHCP relays configured

4Maximum hop count

DisabledAdmin mode
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Table 177. System features default settings (Continued)

DefaultFeature Name/Setting

0Minimum wait time

NoneCircuit ID option mode

DisabledServer override mode

DHCP L2 Relay, Global
No DHCP L2 relays configured

DisabledAdmin mode

DHCP L2 Relay, Interface

DisabledAdmin mode

Disabled82 Option Trust mode

UDP Relay
No UDP relays configured

DisabledAdmin mode

DHCPv6 Server, Global and Interface
No DHCPv6 servers configured

DisabledAdmin mode

DHCPv6 Relay
No DHCPv6 relays configured

DisabledAdmin mode

PoE (PoE+ and PoE++ models only)

90 percentSystem usage threshold

DynamicPower management mode

EnabledTraps

EnabledPower power

LowPort priority

• 802.3at for PoE+ models

• 802.3bt for PoE++ models

Power mode

ClassPower limit type

4ptdot3afDetection type

NoneTimer schedule
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Table 177. System features default settings (Continued)

DefaultFeature Name/Setting

SNMPv1/v2

NoneCommunity configuration

NoneTrap configuration

SNMPv1/v2 Trap Flags

EnabledAuthentication

EnabledLink up/down

EnabledMultiple users

EnabledSpanning tree

DisabledACL

DisabledCaptive portal

DisabledPIM

EnabledPoE

SNMPv3

adminUser name

Read/WriteSNMPv3 access mode

MD5Authentication protocol

passwordAuthentication key

NoneEncryption protocol

Encryption key

NoneTrap configuration

LLDP, Global

30TLV advertised interval

4Hold multiplier

2Reinitializing delay

5Transmit delay

LLDP, Interface

EnabledTransmit
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Table 177. System features default settings (Continued)

DefaultFeature Name/Setting

EnabledReceive

EnabledNotify

All enabledOptional TLVs (port description, system name, system
description, system capabilities)

EnabledManagement information

LLDP-MED, Global

3Fast start repeat count

LLDP-MED, Interface

EnabledMED status

EnabledNotification status

All enabledTransmit type length values (MED capabilities, network
policy, location identification, extended MDI-PSE,
inventory information)

Link Dependencies
None configured

ISDP, Global

EnabledAdmin mode

30Timer

180Hold time

EnabledVersion 2 advertisements

ISDP, Interface

EnabledAdmin mode

Timer Schedules
No timer schedules configured

Switching features default settings

The following table describes the default settings for the switching features that you
can configure.

(Nonconfigurable settings are not included in the table but might be included in the
data sheet, which you can download by visiting netgear.com/support/download/.)
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Table 178. Switching features default settings

DefaultFeature Name/Setting

VLANs, Global

4093Internal VLAN allocation base

AscendingInternal VLAN allocation policy

1 (All ports are members)Default VLAN ID

defaultDefault VLAN name

VLANs Trunking, Global

EnabledAdmin mode

Switch Ports, Interface

GeneralSwitch port mode

1Access VLAN ID

1Native VLAN ID

1–4093Trunk allowed VLANs

Port PVIDs, Interface

1PVID

1VLAN member

NoneVLAN tag

Admit AllAcceptable Frame

DisabledIngress filtering

0Port priority

DVLAN, Interface

DisabledAdmin mode

Voice VLAN, Global

DisabledAdmin mode

Voice VLAN, Interface

DisabledInterface mode

0Value

DisabledCos override mode
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Table 178. Switching features default settings (Continued)

DefaultFeature Name/Setting

EnabledAuthentication mode

0DSCP value

GARP, Global

DisabledGVRP mode

DisabledGMRP mode

GARP, Interface

DisabledGVRP mode

DisabledGMRP mode

20Join timer

60Leave timer

1000Leave all timer

Auto-VoIP Protocol-Based, Global

Traffic ClassPrioritization type

7Class value

Auto-VoIP Protocol-Based, Interface

DisabledAuto-VoIP mode

Auto-VoIP OUI-Based, Global

None (0)Auto-VoIP VLAN ID

7OUI-based priority

00:01:E3 SIEMENS
00:03:6B CISCO1
00:12:43 CISCO2
00:0F:E2 H3C
00:60:B9 NITSUKO
00:D0:1E PINTEL
00:E0:75 VERILINK
00:E0:BB 3COM
00:04:0D AVAYA1
00:1B:4F AVAYA2
00:04:13 SNOM

OUI table

Auto-VoIP OUI-based, Interface

DisabledAuto-VoIP mode
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Table 178. Switching features default settings (Continued)

DefaultFeature Name/Setting

STP, Global

EnabledSpanning tree admin mode

EEE 802.1wForce protocol version

MAC addressConfiguration name

0Configuration revision level

DisabledForwarding of BPDUs while STP is disabled

DisabledBPDU guard

DisabledBPDU filter

DisabledFast backbone

DisabledFast uplink

150Max update rate

CST, Global

32768Bridge priority

20Bridge maximum age

15Bridge forward delay

20Spanning tree maximum hops

6Spanning tree Tx hold count

CST, Interface

128Port priority

DisabledAdmin edge port

0Port path cost

EnabledAuto calculated port path cost

0External port path cost

EnabledAuto calculated external port path cost

DisabledBPDU filter

DisabledBPDU forwarding

EnabledAuto edge
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Table 178. Switching features default settings (Continued)

DefaultFeature Name/Setting

DisabledRoot guard

DisabledLoop guard

DisabledTCN guard

EnabledPort mode

MST, Global

0MST ID

32768Priority

1VLAN ID

PVST, VLAN

1VLAN ID

NoneRoot

2Hello time

15Forward time

20Maximum age

32768Priority

PVST, Interface

128Priority

0Cost

EnabledAuto calculated cost

IGMP Snooping, Global

EnabledAdmin mode

EnabledValidate IGMP IP header

EnabledProxy Querier mode

EnabledReport Flood mode

EnabledExclude Mrouter Interface mode

EnabledFast Leave Auto-Assignment mode

EnabledIGMP Plus mode
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Table 178. Switching features default settings (Continued)

DefaultFeature Name/Setting

IGMP Snooping, Interface

DisabledAdmin mode

600Membership interval

120Maximum response time

300Expiration time

DisabledFast leave

EnabledProxy querier

IGMP Snooping, VLAN

1VLAN ID

EnabledAdmin mode

EnabledFast leave

600Membership interval

120Maximum response time

300Multicast router expiry time

DisabledReport suppression

EnabledProxy querier

EnabledReport Flood mode

EnabledExclude Mrouter Interface mode

EnabledIGMP Plus mode

IGMP Snooping, Multicast Router, Interface

DisabledMulticast router

IGMP Snooping, Querier, Global

EnabledQuerier admin mode

NoneSnooping querier address

2IGMP version

60Query interval

180Querier expiry interval
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Table 178. Switching features default settings (Continued)

DefaultFeature Name/Setting

IGMP Snooping, Querier, VLAN

1VLAN ID

EnabledQuerier Election Participate mode

NoneQuerier VLAN address

MLD Snooping, Global

EnabledMLD snooping admin mode

EnabledProxy Querier mode

EnabledReport Flood mode

EnabledExclude Mrouter Interface mode

EnabledMLD Plus mode

MLD Snooping, Interface

DisabledAdmin mode

260Membership interval

10Maximum response time

300Expiration time

DisabledFast leave

EnabledProxy querier

MLD Snooping, VLAN

1VLAN ID

EnabledFast leave

260Membership interval

10Maximum response time

300Multicast router expiry time

EnabledProxy Querier mode

EnabledExclude Mrouter Interface mode

EnabledMLD Plus mode

MLD Snooping, Multicast Router, Interface
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Table 178. Switching features default settings (Continued)

DefaultFeature Name/Setting

DisabledMulticast router

MLD Snooping, Querier, Global

DisabledQuerier admin mode

NoneQuerier address

60Query interval

60Querier expiry interval

MVR, Global

DisabledMVR running

1MVR multicast VLAN

5MVR global query response time

CompatibleMVR mode

MVR, Interface

DisabledAdmin mode

NoneType

DisabledImmediate leave

Address Table

3000Address aging timeout

Ports

EnabledSTP mode

EnabledAdmin mode

EnabledLACP mode

EnabledAutonegotiation

AutoSpeed

AutoDuplex mode

EnabledLink trap

9198Frame size

0Debounce time
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Table 178. Switching features default settings (Continued)

DefaultFeature Name/Setting

DisabledFlow control

300Load interval

Ports, Link Flaps

DisabledAdmin mode

5Maximum count

10Duration

DisabledAuto-Recovery Admin mode

300Auto-recovery interval

LAGs

EnabledAuto-LAG Admin mode

2 Dest MAC, VLAN, EType, incoming portAuto-LAG Global Hash mode

ch<n> where n is 1 to 8Lag name

EnabledAdmin mode

2 Dest MAC, VLAN, EType, incoming portHash mode

DisabledSTP mode

DisabledStatic mode

EnabledLink trap

802.1AS, Global

Disabled802.1AS status

248Local clock priority2

802.1AS, Interface

DisabledAdmin mode

3000Pdelay threshold

3Allowed lost responses

–3Initial sync interval

0Initial Pdelay interval

0Initial announce interval
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Table 178. Switching features default settings (Continued)

DefaultFeature Name/Setting

3SyncRx timeout

3AnnounceRx timeout

MRP, Global

DisabledMVRP mode

DisabledMMRP mode

DisabledMSRP mode

DisabledMSRP talker pruning

EnabledPeriodic state machine (MVRP mode)

EnabledPeriodic state machine (MMRP mode)

12MSRP maximum fan-in ports

DisabledMSRP boundary propagation

802.1qav Mapping, Global

Class A: 3
Class b: 2

EAV priority

Class A: 0
Class b: 0

EAV remap priority

MRP, Interface

DisabledMVRP mode

DisabledMMRP mode

DisabledMSRP mode

20Join timer

100Leave timer

1000Leave all timer

2MSRP SR class PVID

Qav Parameters, Interface

75Class A, SRP delta bandwidth

0Class B, SRP delta bandwidth

L2 Loop Protection, Global
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Table 178. Switching features default settings (Continued)

DefaultFeature Name/Setting

DisabledAdmin mode

5TLV advertised interval

1Maximum PDU receive

L2 Loop Protection, Interface

DisabledKeep alive

DisabledRX action

Routing and multicast features default
settings

The following table describes the default settings for the routing andmulticast features
that you can configure.

(Nonconfigurable settings are not included in the table but might be included in the
data sheet, which you can download by visiting netgear.com/support/download/.)

Table 179. Routing and multicast features default settings

DefaultFeature Name/Setting

Routing Table, Route Preference

1Static

120RIP

IP, Global

EnabledRouting mode

64ICMP echo replies

DisabledICMP redirects

1000ICMP rate limit interval

100ICMP rate limit burst size

Not configuredGlobal default gateway

Main User Manual800Software Default Settings and
Hardware Specifications

AV Line of Fully Managed Switches M4250 Series Main User Manual

https://www.netgear.com/support/download/


Table 179. Routing and multicast features default settings (Continued)

DefaultFeature Name/Setting

IP, Interface

NoneIP address configuration method

NoneIP address

NoneSubnet mask

DisabledRouting mode

EnabledAdministrative mode

DisabledForward net directed broadcasts

EthernetEncapsulation type

EnabledProxy ARP

DisabledLocal proxy ARP

1000000 for a 1 Gbps link that is up. (The
bandwidth is automatically assigned but you can
change it.)

Bandwidth

EnabledICMP destination unreachables

DisabledICMP redirects

1500IP MTU

IP, Secondary IP

NoneSecondary IP address

NoneSecondary IP subnet mask

IPv6, Global

DisabledIPv6 unicast routing

64Hop limit

1000ICMPv6 rate limit error interval

100ICMPv6 rate limit burst size

IPv6, Interface

DisabledIPv6 mode

DisabledDHCPv6 Client mode

DisabledStateless Address AutoConfig mode
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Table 179. Routing and multicast features default settings (Continued)

DefaultFeature Name/Setting

DisabledRouting mode

EnabledAdmin mode

1500MTU

1Duplicate address detection transmits

1800Life time interval

0Adv NS interval

0Adv reachable interval

600Adv interval

DisabledAdv managed config flag

DisabledAdv other config flag

MediumRouter preference

DisabledAdv suppress flag

EnabledDestination unreachables

IPv6, Route Preference

1Static

ARP, Global

1200Age time

1Response time

4Retries

4096Cache size

EnabledDynamic renewal

RIP, Global

EnabledRIP admin mode

SimpleSplit Horizon mode

DisabledAuto Summary mode

EnabledHost Routes Accept mode

DisabledDefault information originate
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Table 179. Routing and multicast features default settings (Continued)

DefaultFeature Name/Setting

0Default metric

RIP, Interface

RIP-2Send Version

BothReceive Version

DisabledRIP mode

NoneAuthentication type

NoneAuthentication Key

NoneAuthentication Key ID

RIP, Route Redistribution

ConnectedSource

DisabledRedistribute mode

0Metric

0Distribute list

Router Discovery

DisabledAdvertise mode

224.0.0.1Advertise address

600Maximum advertise interval

450Minimum advertise interval

1800Advertise lifetime

0Preference level

Multicast, Global

DisabledAdmin mode

Multicast, Interface

1TTL threshold

Multicast, IGMP, Global

DisabledAdmin mode

Multicast, IGMP, Routing Interface
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Table 179. Routing and multicast features default settings (Continued)

DefaultFeature Name/Setting

DisabledAdmin mode

V3Version

2Robustness

125Query interval

100Query maximum response time

31Startup query interval

2Startup query count

10Last member query interval

2Last member query count

Multicast, IGMP, Proxy Interface

DisabledAdmin mode

1Unsolicited report interval

Multicast, PIM, Global

DisabledAdmin mode

Multicast, PIM, Global

DisabledAdmin mode

30Hello interval

60Join/Prune interval

DisabledBSR border

1DR priority

Multicast, PIM, BSR Candidate

30Hash mask length

0Priority

60Advertisement interval

Multicast IPv6, PIM, Global

DisabledAdmin mode

Multicast IPv6, PIM, Global
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Table 179. Routing and multicast features default settings (Continued)

DefaultFeature Name/Setting

DisabledAdmin mode

30Hello interval

60Join/Prune interval

DisabledBSR border

1DR priority

Multicast IPv6, PIM, BSR Candidate

126Hash mask length

0Priority

60Advertisement interval

Multicast IPv6, MLD, Global

DisabledAdmin mode

Multicast IPv6, MLD, Routing Interface

DisabledAdmin mode

V2Version

125Query interval

10000Query maximum response time

31Startup query interval

2Startup query count

1000Last member query interval

2Last member query count

Multicast IPv6, MLD, Proxy Interface

DisabledAdmin mode

1Unsolicited report interval

QoS features default settings

The following table describes the default settings for the QoS features that you can
configure.
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(Nonconfigurable settings are not included in the table but might be included in the
data sheet, which you can download by visiting netgear.com/support/download/.)

Table 180. QoS features default settings

DefaultFeature Name/Setting

CoS, Global

trust IP-DSCP applied to all interfacesGlobal trust mode

CoS, 802.1p Queue Mapping

0 -> 1
1 -> 0
2 -> 0
3 -> 1
4 -> 2
5 -> 2
6 -> 3
7 -> 3

802.1p priority (802.1p -> queue)

CoS, IP DSCP Queue Mapping

0 through 7 -> 1
8 through 23 -> 0
24 through 31 -> 1
32 through 47 -> 2
48 through 63 -> 3

IP DSCP priority (IP DSCP -> queue)

CoS, Interface

IP DSCPInterface trust mode

0Interface shaping rate

CoS, Interface Queue

0Queue ID

0Minimum bandwidth

WeightedScheduler type

TaildropQueue management type

CoS, Queue Drop Preference

1 (for all interfaces and all queues)Drop precedence level

40 (for all interfaces and all queues)WRED minimum threshold

100 (for all interfaces and all queues)WRED maximum threshold

10 (for all interfaces and all queues)WRED drop probability scale
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Table 180. QoS features default settings (Continued)

DefaultFeature Name/Setting

DiffServ, Global
No default classes, policies, and services configured

EnabledDiffServ admin mode

Security features default settings

The following table describes the default settings for the security features that you can
configure.

(Nonconfigurable settings are not included in the table but might be included in the
data sheet, which you can download by visiting netgear.com/support/download/.)

Table 181. Security features default settings

DefaultFeature Name/Setting

Management Security, Local User, User Password

8Password minimum length

0Password aging

0Password history

0Lockout attempts

Management Security, RADIUS, Global
No RADIUS servers configured

VLAN 1Source interface

4Maximum number of retransmits

5Timeout duration

DisabledAccounting mode

DisabledRadius Attribute 4 mode

Management Security, TACAS+, Global
No TACACS+ servers configured

5Connection timeout

VLAN 1Source interface
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Table 181. Security features default settings (Continued)

DefaultFeature Name/Setting

Management Security, Authentication List

Option 1 is Local, options 2 through 6 are N/AdefaultList

Option 1 is Local, options 2 through 6 are N/AnetworkList

Management Security, Enable Authentication List

Option 1 is Enabled, option 2 is None, options 3,
4, and 5 are N/A

enableList

Option 1 is Enabled, option 2 is None, options 3,
4, and 5 are N/A

enableNetList

Management Security, Dot1x Authentication List

Disableddot1xList

Management Security, HTTP Authentication List

DisabledhttpList

Management Security, HTTPS Authentication List

DisabledhttpsList

Access, HTTP

EnabledHTTP access

80HTTP port

15HTTP session soft timeout (minutes)

24HTTP session hard timeout (hours)

16Maximum number of HTTP sessions

Access, HTTPS

DisabledHTTPS access

443HTTPS port

15HTTPS session soft timeout (minutes)

24HTTPS session hard timeout (hours)

16Maximum number of HTTPS sessions

Access, SSH

DisabledSSH admin mode
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Table 181. Security features default settings (Continued)

DefaultFeature Name/Setting

5SSH session timeout

5Maximum number of SSH sessions

networkListAuthentication list

enableListEnable Authentication list

22SSH port

Access, Telnet, Authentication List

networkListAuthentication list

enableListEnable authentication list

Access, Telnet, Inbound Telnet

EnabledTelnet server admin mode

EnabledAllow new Telnet sessions

5Session timeout (minutes)

5Maximum number of sessions

Access, Telnet, Outbound Telnet

EnabledAllow new Telnet sessions

5Session timeout (minutes)

5Maximum number of sessions

Access, Console

5Serial port login timeout (minutes)

115200Baud rate (bps)

defaultListAuthentication list

enableListEnable authentication list

Access, Denial of Service

20Denial of Service minimum TCP header size

DisabledDenial of Service ICMPv4

512 (if maximum ICMPv4 packet size is enabled)Denial of Service maximum ICMPv4 packet size

DisabledDenial of Service ICMPv6
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Table 181. Security features default settings (Continued)

DefaultFeature Name/Setting

512 (if maximum ICMPv6 packet size is enabled)Denial of Service maximum ICMPv6 packet size

DisabledDenial of Service first fragment

DisabledDenial of Service ICMP fragment

DisabledDenial of Service SIP=DIP

DisabledDenial of Service SMAC=DMAC

DisabledDenial of Service TCP FIN & URG & PSH

DisabledDenial of Service TCP Flag & Sequence

DisabledDenial of Service TCP fragment

DisabledDenial of Service TCP offset

DisabledDenial of Service TCP Port

DisabledDenial of Service TCP SYN

DisabledDenial of Service TCP SYN & FIN

DisabledDenial of Service UDP port

Access, Access Control, Access Profile
No access profile configured

Port Authentication, 802.1X, Global

DisabledDot1x admin mode

DisabledAuthentication admin mode

DisabledVLAN assignment mode

DisabledEAPOL flood mode

DisabledDynamic VLAN Creation mode

DisabledMonitor mode

adminUsers

defaultListLogin

Port Authentication, 802.1X, Interface

AutoControl mode

Multi-Domain-Multi-HostHost mode

DisabledMAB
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Table 181. Security features default settings (Continued)

DefaultFeature Name/Setting

N/AMAB authentication type

60Quiet period

30Transmit period

0Guest VLAN ID

0Unauthenticated VLAN ID

2Maximum reauthentication requests

30Supplicant timeout

30Server timeout

2Maximum requests

AuthenticatorPAE capabilities

DisabledPeriodic reauthentication

ServerReauthentication period type

0Reauthentication period

admin, guestUser privileges

48Maximum users

DOT1XAuthentication order, Method 1

MABAuthentication order, Method 2

CAPTIVE-PORTALAuthentication order, Method 3

Traffic Control, MAC Filter
No MAC filters configured

Traffic Control, Port Security, Port Administration

DisabledPort Security mode

Traffic Control, Port Security, Interface

DisabledSecurity mode

4096Maximum learned MAC addresses

48Maximum static MAC address es

DisabledViolation shutdown

DisabledViolation trap
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Table 181. Security features default settings (Continued)

DefaultFeature Name/Setting

Traffic Control, Private Group

None configuredPrivate groups

Traffic Control, Protected Port

None configuredProtected ports

Traffic Control, Private VLAN

None configuredPrivate VLANs

Traffic Control, Storm Control, Global

EnabledBroadcast storm control all

DisabledMulticast storm control all

DisabledUnknown unicast storm control all

Traffic Control, Storm Control, Interface

EnabledBroadcast storm, Recovery mode

PercentBroadcast storm, Recovery level type

5Broadcast storm, Recovery level

NoneBroadcast storm, Control action

DisabledMulticast storm, Recovery mode

PercentMulticast storm, Recovery level type

5Multicast storm, Recovery level

NoneMulticast storm, Control action

DisabledUnicast storm, Recovery mode

PercentUnicast storm, Recovery level type

5Unicast storm, Recovery level

NoneUnicast storm, Control action

Control, DHCP Snooping, Global

DisabledDHCP Snooping mode

EnabledMAC address validation

Control, DHCP Snooping, Interface
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Table 181. Security features default settings (Continued)

DefaultFeature Name/Setting

DisabledTrust mode

DisabledInvalid packets

NoneRate limit (pps)

N/ABurst interval (secs)

Control, DHCP Snooping, Persistent

LocalStore

300Write delay

Control, DHCPv6 Snooping, Global

DisabledDHCPv6 Snooping mode

EnabledMAC address validation

Control, DHCPv6 Snooping, Interface

DisabledTrust mode

DisabledInvalid packets

NoneRate limit (pps)

N/ABurst interval (secs)

Control, DHCPv6 Snooping, Persistent

LocalStore

300Write delay

Control, IP Source Guard, Interface

DisabledIPSG mode

DisabledIPSG port security

Control, IPv6 Source Guard, Interface

DisabledIPv6SG mode

DisabledIPv6SG port security

Control, Dynamic ARP Inspection, Global

DisabledValidate source MAC

DisabledValidate destination MAC
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Table 181. Security features default settings (Continued)

DefaultFeature Name/Setting

DisabledValidate IP

Control, Dynamic ARP Inspection, VLAN

1VLAN ID

DisabledAdmin mode

EnabledInvalid packets

DisabledStatic flag

Control, Dynamic ARP Inspection, Interface

DisabledTrust mode

15Rate limit (pps)

1Burst interval (secs)

Control, Captive Portal, Global

EnabledAdmin mode

8888Additional HTTP port

0Additional HTTP secure port

300Authentication timeout

Control, Captive Portal, CP Configuration

1CP ID

DefaultCP Name

EnabledAdmin mode

HTTPProtocol

GuestVerification

No BlockedBlock

0Group

0Idle timeout

DisabledUser logout

NoneRADIUS authentication server

DisabledRedirect mode
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Table 181. Security features default settings (Continued)

DefaultFeature Name/Setting

/v1/security/captive_portal/cp_welcome.htmlRedirect URL

#BFBFBFBackground color

#999999Foreground color

#B70024Separator color

0Maximum bandwidth down

0Maximum bandwidth down

0Maximum input

0Maximum output

0Maximum total

Control, Captive Portal, CP Group

1Group ID

DefaultGroup name

Control, Captive Portal, CP Trap Flags

DisabledCP Trap mode

NoneClient authentication failure

DisabledClient connect

NoneClient DB full

DisabledClient disconnect

ACL
No default ACLs configured

100. This total number applies to all MAC ACLs,
IPv4 ACLs, and IPv6 ACLs together.

Total number of supported ACLs

None configuredMAC ACLs
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Table 181. Security features default settings (Continued)

DefaultFeature Name/Setting

None configuredIP ACLs

None configuredIPv6 ACLs

Monitoring features default settings

The following table describes the default settings for the monitoring features that you
can configure.

(Nonconfigurable settings are not included in the table but might be included in the
data sheet, which you can download by visiting netgear.com/support/download/.)

Table 182. Monitoring features default settings

DefaultFeature

Logs, Memory Log

EnabledAdmin status

WrapBehavior

NoticeSeverity filter

80Threshold

Logs, Command Log

DisabledAdmin status

Logs, Console Log

DisabledAdmin status

ErrorSeverity filter

Logs, Server Log

DisabledAdmin status

514Local UDP port

VLAN 1sSource interface

Mirroring, Multiple Port Mirroring, Global

1Session ID
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Table 182. Monitoring features default settings (Continued)

DefaultFeature

FalseAdmin mode

NoneDestination port

NoneFilter type

Mirroring, Multiple Port Mirroring, Interface

NoneDirection

Mirroring, RSPAN VLAN

1VLAN ID

FalseAdmin mode

Mirroring, RSPAN Source Switch, Global

1Session ID

FalseAdmin mode

NoneRSPAN destination VLAN

NoneFilter type

Mirroring, RSPAN Source Switch, Interface

NoneDirection

Mirroring, RSPAN Destination Switch, Global

1Session ID

FalseAdmin mode

NoneRSPAN source VLAN

NoneRSPAN destination Port

NoneFilter type

sFlow Agent

VLAN 1Source interface

sFlow Receiver

0Receiver timeout

FalseNo timeout

1400Maximum datagram size
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Table 182. Monitoring features default settings (Continued)

DefaultFeature

0.0.0.0Receiver owner

6343Receiver port

sFlow Interface

0Poller, Receiver index

0Poller, Poller Interval

0Sampler, Receiver index

0Sampler, Sampling rate

128Sampler, Maximum header size

Model-specific hardware technical
specifications

The tables in the following sections describes the unique main hardware technical
specifications for each model.

Formore hardware information, see the data sheet, which you can download by visiting
netgear.com/support/download/.

Model M4250-10G2F-PoE+ (SKU GSM4212P)
The following table shows the specifications that are specific to model
M4250-10G2F-PoE+.

Table 183. Hardware technical specifications for model M4250-10G2F-PoE+

DescriptionFeature

Eight PoE+ (802.3at) 1GBASE-T RJ-45 ports
Two 1GBASE-T RJ-45 ports
Two 1G SFP fiber uplink ports.

Network interfaces

100–240V ~ 50–60Hz, 3.5–2.25AAC power input

163.9W - 559.55 BTU/hr
17.32W - 59.13 BTU/hr
8.53W - 29.12BTU/hr

Max PoE
No PoE
Standby

Power
consumption
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Table 183. Hardware technical specifications for model M4250-10G2F-PoE+ (Continued)

DescriptionFeature

125WPoE power budget

17.32 in (440 mm)
1.70 in (43.2 mm), 1U
7.87 in (200 mm)

Width
Height
Depth

Dimensions

6.28 lb (2.850 kg)Weight

Model M4250-10G2XF-PoE+ (SKU GSM4212PX)
The following table shows the specifications that are specific to model
M4250-10G2XF-PoE+.

Table 184. Hardware technical specifications for model M4250-10G2XF-PoE+

DescriptionFeature

Eight PoE+ (802.3at) 1GBASE-T RJ-45 ports
Two 1GBASE-T RJ-45 ports
Two 10G SFP+ fiber uplink ports.

Network interfaces

100–240V ~ 50–60Hz, 5AAC power input

306.4W - 1046.05 BTU/hr
25W - 85.35 BTU/hr
12.96W - 44.24BTU/hr

Max PoE
No PoE
Standby

Power
consumption

240WPoE power budget

17.32 in (440 mm)
1.70 in (43.2 mm), 1U
7.87 in (200 mm)

Width
Height
Depth

Dimensions

6.39 lb (2.900 kg)Weight

M4250-10G2XF-PoE++ (SKU GSM4212UX)
The following table shows the specifications that are specific to model
M4250-10G2XF-PoE++.
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Table 185. Hardware technical specifications for model M4250-10G2XF-PoE++

DescriptionFeature

Eight PoE++ (802.3bt) 1GBASE-T RJ-45 ports
Two 1GBASE-T RJ-45 ports
Two 10G SFP+ fiber uplink ports.

Network interfaces

100–240V ~ 50–60Hz, 10AAC power input

837.7W - 2859.91 BTU/hr
26.3W - 89.79 BTU/hr
18W - 61.45BTU/hr

Max PoE
No PoE
Standby

Power
consumption

720WPoE power budget

17.32 in (440 mm)
1.70 in (43.2 mm), 1U
10.12 in (257 mm)

Width
Height
Depth

Dimensions

8.44 lb (3.830 kg)Weight

M4250-26G4F-PoE+ (SKU GSM4230P)
The following table shows the specifications that are specific to model
M4250-26G4F-PoE+.

Table 186. Hardware technical specifications for model M4250-26G4F-PoE+

DescriptionFeature

24 PoE+ (802.3at) 1GBASE-T RJ-45 ports
Two 1GBASE-T RJ-45 ports
Four 1G SFP fiber uplink ports

Network interfaces

100–240V ~ 50–60Hz, 4.4AAC power input

401W - 1369.01 BTU/hr
35.8W - 122.22 BTU/hr
23.4W - 79.89 BTU/hr

Max PoE
No PoE
Standby

Power
consumption

300WPoE power budget
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Table 186. Hardware technical specifications for model M4250-26G4F-PoE+ (Continued)

DescriptionFeature

17.32 in (440 mm)
1.70 in (43.2 mm), 1U
10.12 in (257 mm)

Width
Height
Depth

Dimensions

9.47 lb (4.300 kg)Weight

M4250-26G4XF-PoE+ (SKU GSM4230PX)
The following table shows the specifications that are specific to model
M4250-26G4XF-PoE+.

Table 187. Hardware technical specifications for model M4250-26G4XF-PoE+

DescriptionFeature

24 PoE+ (802.3at) 1GBASE-T RJ-45 ports
Two 1GBASE-T RJ-45 ports
Four 10G SFP+ fiber uplink ports

Network interfaces

100–240V ~ 50–60Hz, 6.4–2.5AAC power input

614W - 2096.2 BTU/hr
46.8W - 159.78 BTU/hr
33.9W - 115.73 BTU/hr

Max PoE
No PoE
Standby

Power
consumption

480WPoE power budget

17.32 in (440 mm)
1.70 in (43.2 mm), 1U
15.75 in (400 mm)

Width
Height
Depth

Dimensions

12.02 lb (5.453 kg)Weight

M4250-26G4F-PoE++ (SKU GSM4230UP)
The following table shows the specifications that are specific to model
M4250-26G4F-PoE++.

Main User Manual821Software Default Settings and
Hardware Specifications

AV Line of Fully Managed Switches M4250 Series Main User Manual



Table 188. Hardware technical specifications for model M4250-26G4F-PoE++

DescriptionFeature

24 PoE++ (802.3bt) 1GBASE-T RJ-45 ports
Two 1GBASE-T RJ-45 ports
Four 1G SFP fiber uplink ports

Network interfaces

100–240V ~ 50–60Hz, 10A for each PSUAC power input

1 PSU: 889W - 3035.05 BTU/hr
2 PSUs: 1734W - 5919.88 BTU/hr
48.8W - 166.6 BTU/hr
36.9W - 125.98 BTU/hr

Max PoE
No PoE
Standby

Power
consumption

1440W with 2 PSUsPoE power budget

17.32 in (440 mm)
1.70 in (43.2 mm), 1U
15.75 in (400 mm)

Width
Height
Depth

Dimensions

14.87 lb (6.746 kg)Weight

M4250-40G8F-PoE+ (SKU GSM4248P)
The following table shows the specifications that are specific to model
M4250-40G8F-PoE+.

Table 189. Hardware technical specifications for model M4250-40G8F-PoE+

DescriptionFeature

40 PoE+ (802.3at) 1GBASE-T RJ-45 ports
Eight 1G SFP fiber uplink ports

Network interfaces

100–240V ~ 50–60Hz, 6.7–2.6AAC power input

624.8W - 2133.07 BTU/hr
59.5W - 203.13 BTU/hr
46.4W - 158.41 BTU/hr

Max PoE
No PoE
Standby

Power
consumption

480WPoE power budget
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Table 189. Hardware technical specifications for model M4250-40G8F-PoE+ (Continued)

DescriptionFeature

17.32 in (440 mm)
1.70 in (43.2 mm), 1U
15.75 in (400 mm)

Width
Height
Depth

Dimensions

12.90 lb (5.852 kg)Weight

M4250-40G8XF-PoE+ (SKU GSM4248PX)
The following table shows the specifications that are specific to model
M4250-40G8XF-PoE+.

Table 190. Hardware technical specifications for model M4250-40G8XF-PoE+

DescriptionFeature

40 PoE+ (802.3at) 1GBASE-T RJ-45 ports
Eight 10G SFP+ fiber uplink ports

Network interfaces

100–240V ~ 50–60Hz, 12AAC power input

1197W - 4086.56 BTU/hr
89.2W - 304.53 BTU/hr
74.5W - 254.34 BTU/hr

Max PoE
No PoE
Standby

Power
consumption

960WPoE power budget

17.32 in (440 mm)
1.70 in (43.2 mm), 1U
15.75 in (400 mm)

Width
Height
Depth

Dimensions

13.91 lb (6.312 kg)Weight

M4250-40G8XF-PoE++ (SKU GSM4248UX)
The following table shows the specifications that are specific to model
M4250-40G8XF-PoE++.
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Table 191. Hardware technical specifications for model M4250-40G8XF-PoE++

DescriptionFeature

40 PoE++ (802.3bt) 1GBASE-T RJ-45 ports
Eight 10G SFP+ fiber uplink ports

Network interfaces

100–240V ~ 50–60Hz, 12A for each PSUAC power input

1 PSU: 912W - 3113.57 BTU/hr
2 PSUs: 1998W - 6821.17 BTU/hr,
3 PSUs: 3523W - 12027.52 BTU/hr
82.6W - 282 BTU/hr
68.5W - 233.86 BTU/hr

Max PoE
No PoE
Standby

Power
consumption

2880W with 3 PSUsPoE power budget

17.32 in (440 mm)
3.40 in (86.4 mm), 2U
13.78 in (350 mm)

Width
Height
Depth

Dimensions

22.72 lb (10.280 kg)Weight

M4250-12M2XF (SKU MSM4214X)
The following table shows the specifications that are specific tomodelM4250-12M2XF.

Table 192. Hardware technical specifications for model M4250-12M2XF

DescriptionFeature

Twelve 2.5GBASE-T RJ-45 ports
Two 10G SFP+ fiber uplink ports

Network interfaces

100–240V ~ 50–60Hz, 1.2–0.6AAC power input

37.9W - 129.39 BTU/hr
14.1W - 48.14 BTU/hr

Max load
Standby

Power
consumption

17.32 in (440 mm)
1.70 in (43.2 mm), 1U
3.94 in (100 mm)

Width
Height
Depth

Dimensions

3.85 lb (1.745 kg)Weight

M4250-16XF (SKU XSM4216F)
The following table shows the specifications that are specific to model M4250-16XF.
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Table 193. Hardware technical specifications for model M4250-16XF

DescriptionFeature

Sixteen 1G/10G SFP+ fiber portsNetwork interfaces

100–240V ~ 50–60Hz, 2.5–1.25AAC power input

47.84W - 163.33 BTU/hr
19.27W - 65.78 BTU/hr

Max load
Standby

Power
consumption

17.32 in (440 mm)
1.70 in (43.2 mm), 1U
7.87 in (200 mm)

Width
Height
Depth

Dimensions

6.17 lb (2.800 kg)Weight

General hardware technical specifications

The following hardware technical specifications apply to all M4250 series switchmodels:

Table 194. General hardware technical specifications for the M4250 series switch models

DescriptionFeature

PoE+ and PoE++ models: 32º to 122ºF (0° to 50°C)Operating temperature

Non-PoE models: 32º to 113ºF (0° to 45°C)

90% maximum relative humidity, noncondensingOperating humidity

10,000 ft (3,000 m) maximumOperating altitude

–4° to 158°F (–20º to 70ºC)Storage temperature

95% maximum relative humidity, noncondensingStorage humidity

10,000 ft (3,000 m) maximumStorage altitude
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Table 194. General hardware technical specifications for the M4250 series switch models (Continued)

DescriptionFeature

CE: EN 55032:2012+AC:2013/CISPR 32:2012, EN 61000-3-2:2014,
Class A, EN 61000-3-3:2013, EN 55024:2010

Electromagnetic emissions and
immunity certifications

VCCI: VCCI-CISPR 32:2016, Class A

RCM: AS/NZS CISPR 32:2013 Class A

CCC: GB4943.1-2011; YD/T993-1998; GB/T9254-2008 (Class A)

FCC: 47 CFR FCC Part 15, Class A, ANSI C63.4:2014

ISED: ICES-003:2016 Issue 6, Class A, ANSI C63.4:2014

BSMI: CNS 13438 Class A

CB report / certificate IEC 60950-1:2005 (ed.2)+A1:2009+A2:2013Safety certifications

UL listed (UL 1950)/cUL IEC 950/EN 60950

CE LVD: EN 60950-1: 2006 + A11:2009 + A1:2010 + A12:2011 + A2:2013

RCM (AS/NZS) 60950.1:2015

CCC (China Compulsory Certificate): GB4943.1-2011; YD/T993-1998;
GB/T9254-2008 (Class A)

BSMI: CNS 14336-1
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